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Introduction

This document outlines the steps required to integrate Microsoft Exchange Server Outlook Web Access with PINsafe using dual or single channel authentication. The PINsafe install requires configuring an agent on the PINsafe server and setting up a shared secret with the Exchange server to allow communication for authentication. An ISAPI filter installed on the Exchange server allows access to protected resources through the PINsafe authentication.

NOTE: This document refers to the version of the filter numbered 1.2.0.0, and the configuration application with the same version number.
Prerequisites
The target server must be running Internet Information Server version 6.0 and Microsoft Exchange Server 2003. It should be configured as a front-end server for MS Exchange, with forms-based authentication enabled.
PINsafe server: PINsafe does not need to be installed on the same machine, but the target server must be able to connect to a PINsafe server without any authentication except that provided by PINsafe.
Installation

Configuring the PINsafe server
On the PINsafe server configure the agent that is permitted to request authentication. On the PINsafe Administration Console select from the server menu Agents and enter the details of the IIS server IP address and a shared key, then click on apply.

Example:
Name : IIS server 1, Hostname/IP : 192.168.1.1, shared secret : secret
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Please enter the details for any PINsafe agents below. Agents are permitted
to access the authentication services of the PINsafe server via the

AgentXML interface

Agents: Name:

1P address:

Shared secret:

Name:

1P address:

Shared secret:

Name:

1P address:

Shared secret:

pinsafe

127.0.0.1

[(Delete |

11S server

127.0.0.1

[(Delete |

@ Internet




If Single Channel communication is to be used select from the PINsafe Administration Console Single Channel and set the Allow image request by username to Yes then click on apply.
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Configuring the Exchange server
Install the PINsafe Filter software
1. On the Exchange server run the PINsafeIISFilter.exe

2. The filter must be installed in the Exchange Server authentication web folder, which by default is C:\Program Files\Exchsrvr\exchweb\bin\auth. If this is not correct, change the target folder before installation.
3. Select Start Menu Folder

4. When details are correct click on Install

5. If the error ‘Incorrect Command Line Parameters’ is seen click on OK

Configure the ISAPI filter

1. Select Start Programs/PINsafe IIS Filter for OWA/Filter Configuration (NOTE: this is started automatically after installation). The screen display should be as follows:
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2. The PINsafe Server tab contains settings which define the PINsafe server which will be used to authenticate users.

· Hostname/IP:
The name or IP address of the PINsafe server.
· Port:
The port number used by the PINsafe server (normally 8080, or 8443 for HTTPS).
· Context:
The context (i.e. web application name) of the PINsafe instance on that server

· Secret:
The common secret used to communicate with the PINsafe server. This value must be the same as the secret defined for the PINsafe agent configured earlier.

· SSL enabled
Tick this box to require SSL (HTTPS) communication with the PINsafe server.

· Permit self-signed certificates

Tick this box to allow SSL certificates to be self-signed. This also ignores other certificate errors, such as site names not matching.

3. The Authentication tab contains the following settings:

· Idle time (s):
The time (in seconds) for which the authentication cookie will be valid if the web page is not used.

· Username header:

The name of a cookie which will pass the username of the authenticated PINsafe user. If this value is blank, no cookie will be provided. 

· Single
Indicates that single channel security strings (i.e. TURing image) are permitted.

· Dual
Indicates that dual channel security strings (i.e. via e-mail, SMS) are permitted.

· On-demand dual

Indicates that the login page should display a button to request dual-channel security strings.

· Display password fields

Indicates that the login page should show a field for PINsafe password as well as OTC.

· Permit self-reset

Indicates that the user self-reset page should be enabled.
· Standard auth. for non-PINsafe Users
If enabled, users that PINsafe does not recognise will be allowed to authenticate using standard Active Directory methods. Note that this option requires PINsafe 3.5 or later.
4. Use the inclusion and exclusion tabs to enter which paths should be protected by PINsafe:
· Included paths:

This is a list of paths within the current website which require PINsafe authentication. If this list is empty, the entire website will be protected except as indicated by the Exclusions tab. Paths should be one per line. You should at least ensure that the virtual folder “/exchange” is listed.
· Excluded paths:

This is a list of paths within the current website which should be exempt from PINsafe authentication. This is only relevant if the included paths list is empty, in which case all paths not on this list will be protected by PINsafe.

· Excluded addresses:

This is a list of IP addresses which are exempt from PINsafe authentication. All requests from these addresses are passed through without authentication.

5. On the Misc tab, edit any custom paths as follows:
· Default path:
This is the path to which authenticated requests are directed if the login page is targeted directly. For this particular version of the filter, it should be “/exchange”. If a user tries to access a protected page, she is redirected to the login page, and after authentication, back to the page she was trying to access. If the user requests the login page directly, she will be redirected to this location after authentication.

· Logout path:
Requesting this path will result in the user being logged out. Subsequent requests will require re-authentication, if relevant. If this path is empty, users can only be logged out by closing the browser, or if the authentication times out.

· Virtual web path:

This is the path to the PINsafe authentication pages. The default for this version of the filter is “/exchweb/bin/auth”. You should only change this if your Exchange server has an unusual configuration.
· Help URL:
The URL for PINsafe IIS filter help. The filter does not come with help pages as standard, so this should only be filled in if help pages have been provided by the reseller or end user.
· Internal OWA Host:

This should be set to the URL of the OWA Exchange server, for example https://mail.myserver.com. Since this URL is called from the server itself, you could use https://localhost, but if you do that, make sure that you check the option to accept self-signed certificates, as the server certificate will not match the name “localhost”.
From the Services application, usually found from the Control Panel Administrative Tools, restart the World Wide Web Publishing Services.

Allow Active Server Pages: to verify this, select the Internet Information Services Manager expand the required server then click on Web Service Extension.
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Activating the ISAPI filter

1. On the Internet Information Services Manager Select the Properties for the website

2. Select ISAPI filters

3. Select Add ISAPI filter

4. Select the Path to the PINsafe ISAPI filter. Note that the actual file you require will be PINsafeIISFilter.dll, located in the sub-folder bin of the installation folder.

5. Ensure PINsafe ISAPI filter is top filter then click on OK
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NOTE: the filter may not show as loaded immediately. You should check the troubleshooting section below to ensure that the filter is working properly.
Modifying the OWA Authentication Pages

The installation process replaces the existing owalogon.asp file with one customised for PINsafe. The existing file is renamed to owalogon.asp.old.

Note that if you have customised the OWA logon page, other than simply replacing images or text messages, then you will not be able to use the customised pages as they are. You will need to combine your own customisations with those necessary for PINsafe authentication. For help with this, please contact your reseller, or Swivel Secure.
If you want to use an internationalized version of the logon page, you will need to modify the installed files by hand, as follows:

1. Open an Explorer window on the OWA authentication folder (by default C:\Program Files\Exchsrvr\exchweb\bin\auth).
2. Copy all of the files in the authentication folder except owalogon.asp.old and owaauth.dll to the language-specific folder you intend to use (if you need to support multiple languages, you will need to copy all of them to each folder).
3. Rename owalogon.asp.old back to owalogon.asp.

4. In each folder, make a backup copy of logon.asp (which was in the folder before), and copy all the lines beginning “CONST” from the beginning of the original logon.asp file to the copy of owalogon.asp you have just created, replacing similar lines in that file. You will also need to change the strings labelled “CONST L_OTC_Text” and “CONST L_StartSession_Text” with appropriate translations of the English strings “OTC” and “Show TURing”. Finally, rename owalogon.asp to logon.asp.
NOTE: Unlike previous versions of the PINsafe ISAPI filter (both standard and OWA), the PINsafe customisation is not visible immediately. Once you enter a username, the OTC field will appear, as will a TURing image. This means that it is no longer necessary to click a button to get a TURing image. However, a button is provided should you wish to refresh the image (if the first one is too difficult to read, for example). Note that if you enable the option to allow standard authentication for non-PINsafe users, and the user is not recognised, no OTC field or TURing image will be displayed. Note also in this case there may be a small delay while the user is checked.
Verifying Installation

To test the modifications, simply attempt to connect to Outlook Web Access. You should see the usual OWA authentication page, with two additions. Firstly, a third text box, for you to enter your PINsafe one-time code, and secondly, a new button labelled “Show TURing” (or the equivalent if you have changed the language).
To log on, enter your username (including domain if required) and click the “Show TURing” button, if you are using TURing images. Enter your domain password and one-time code. Note that you should NOT use PINsafe passwords in this case. The authentication mechanism assumes that you have no PINsafe password, so will fail if you have. Now click “Log On”, and if your credentials are correct, you should see the OWA interface as before.
Troubleshooting
If you do not see a Turing image when using start session then in a web browser test the following link from the IIS server. If an image is not seen, then there is a problem either with communicating with the PINsafe server or the Allow Image request by username may be set to No.

http://<pinsafe_server_ip>:8080/SCImage?username=<username>

Check for error messages in the PINsafe log

Check the IIS log messages

If the web page is redirected to the owalogon.asp page but an error message appears, then ensure that the Active Server Pages are allowed. To verify this select the Internet Information Services Manager, expand the required server then click on Web Service Extensions.
NOTE: after the first time you authenticate to OWA, you should check that the ISAPI filter is loaded and running properly. Go to the web site properties dialog and locate the ISAPI filters tab. If the PINsafe filter doesn’t have a green arrow next to it, or the priority shows as “Unknown”, then it is not working properly. You will still get redirected to the login page, and the built-in OWA security will handle that, but without the filter, it is possible for a knowledgeable person to authenticate with just the username and password, and bypass PINsafe.
The following procedure should ensure that the filter is loaded correctly:

1. Check which application pool your web application is running as, then go to the properties page for that application pool.

2. On the Identity tab, change the user to “Local System”. You will be warned that this is a potential security risk, but don’t worry – it won’t be left like this.

3. Restart IIS.

4. Authenticate to OWA. This should ensure that the filter is loaded: go back and check it.

5. You can now go back to the application pool and change the identity back to what it was originally: it would appear that it is only necessary to run as an administrator to get the filter to register initially.

Additional Information

For assistance in the PINsafe installation and configuration please contact your reseller or email Swivel Secure support at support@swivelsecure.com
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