AuthControl Desktop Version 5.5 Release Notes
· Better support for upgrading
The previous installer clears all current settings and optionally imports new ones from a file supplied with the installer. This is fine if all users in an organisation have exactly the same settings, but it doesn’t work if some users need minor differences – for example, if each computer has different trusted users. There is now an alternative installer which is a wrapper around the original. It reads the current settings and creates a settings file which can be used with the original MSI file. It will also merge settings from a custom file if provided.
The new installer can be provided with a file named acd.xml (rather than the old scps.cml) if you need a pre-configured installer for new users.
· Uses offline authentication by default
If offline authentication is permitted according to the settings, and the user attempting to log in already has cached credentials, these will be used by default, and no connection will be made to the Sentry appliance. There is a link to enforce Online authentication if desired.
· Fixed file permissions in offline cache folders
The installer now creates all folders containing offline cache files and sets full permissions for everyone. This ensures that offline credentials can be created / updated when a user authenticates online.
· Fixed issues with cache encryption
Random seeds are generated to encrypt the offline cache files. However, these seeds were generated the first time they were used, which meant that it was not always possible to save them. This meant that a new seed was generated next time, making the original files unreadable. These seeds are now generated by the installer.
· New credential management application
This is a user application which allows users to test Sentry authentication, both online and offline, and generate the offline credential caches without having to log off. More detail on this is given below.
· New option: allow unknown users if no offline caches exist
Rather than simply allowing any unknown users (i.e. those without offline credentials) to authenticate using just password, this only allows password-only authentication if no offline credentials exist. This means that if the credential provider is newly installed, only the first user, presumably the primary user, can authenticate with just password, and once they have set offline credentials, they must use them. This, together with the credential management program, makes it much easier for users that don't connect to the company network until after login.
· Rebranding
The application has been rebranded with the latest Swivel Secure branding and all references to the credential provider now say "AuthControl Desktop", the official name of this product.
· PIN change forced when required
Previously, if a user was required to change their PIN after logging in, there was no warning about this, and no option to do so. Now if PIN change is required, authentication is prevented, and an updated credential is shown requiring the user to change their PIN.
This problem also prevented users from changing their password if both password and PIN needed to be changed. It is still not possible to change both PIN and password at the same time, but what happens in this situation is that the PIN change is handled, then the user is allowed to log in. The password change is handled on the next login.
· Password change available in PIN change dialog
When hitting Ctrl+Alt+Delete and selecting the option “Change a password”, the preferred credential is AuthControl Desktop. This meant that for a user to change their password, they had to select the Options link and choose a different credential. Now, AuthControl Desktop allows a user to change their Windows password as well as or instead of their Sentry PIN.
· Option to disable PIN change
Although we now have an enhanced PIN change dialog that allows password change as well, we are also giving the option of disabling the PIN change dialog altogether, so that only password change is shown.
· OTC not shown if not required for Workstation lock
The lock option was showing OTC even if not needed
· Trusted users are case-insensitive
When checking for trusted users, the username is converted to lower-case. However, trusted users were not automatically stored as lower-case. Now they are.
· Improvements to Taskbar Utility
The main purpose of the taskbar utility is to lock the workstation whenever network connectivity changes. However, it was being reported that this feature was not disabled when it was turned off. This has now been fixed.
Lock workstation on network change is now turned off by default, rather than on.
In addition to locking the workstation, it also offers convenient access to various utilities from the taskbar. The credential manager and logs folder have been added to this menu.
We have made it possible to disable the taskbar application, if you don’t want to lock the workstation, and don’t need the menu items. It cannot be disabled if the lock feature is required.
The taskbar application is now closed when uninstalling the credential provider: previously, this would cause problems with uninstalling, forcing the workstation to be rebooted to complete uninstallation. It now closes properly, although the uninstaller still reports that it could not be closed.
Credential Management Application
Version 5.5 includes a new application within the AuthControl Desktop product. This is a user-level program that allows credentials to be tested without invoking the credential provider itself, by signing out or locking the workstation.[image: ]
The application uses the same settings as the credential provider itself to manage authentication, so after entering a username, if PINpad or TURing is selected, the appropriate image will appear to allow the user to select their one-time code. Note, however, that Push authentication is not yet supported in this application.
Additionally, if offline authentication is permitted, the application will receive the offline credentials generated by Sentry and store them for use both by this application and the credential provider. This negates the need to sign out or lock the workstation to generate offline credentials if the user could not authenticate online during the initial login.
As can be seen, the application has the option to test Offline credentials as well as online. Be aware, however, that this application (unlike the credential provider itself) does not generate new offline security strings after a successful authentication, so it is possible to exhaust the supply of offline strings with too much offline testing. It will then be necessary to test online to refresh them.
[image: ]
In addition to the main function, this application performs several useful tasks:
· Test Connection – this tests that the application can connect to the configured Sentry instance, and that the shared secret is correct.
· View Logs – this option simply opens the folder containing the AuthControl Desktop logs if logging is enabled.
(Note: the Edit Settings option shown in the screen shot was removed, as it did not seem to work properly. You can still open the configuration program (if you are an administrator) from the Start Menu or the taskbar utility).
Known Issues
This version is known not to work well with Windows 7, Windows 8 and Windows Server 2008, so it is not officially supported for anything earlier than Windows 10 or Windows Server 2012.
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