AuthControl Desktop Version 5.5
Administrator Manual
Introduction
AuthControl Desktop is Swivel Secure’s Windows Credential Provider. It can be used in Windows 10 and Windows Server 2012 R2 onwards to enhance user authentication with Sentry authentication.
Users can authenticate using the Swivel Credential Provider allowing 2FA (Two Factor Authentication), or strong authentication at the Windows Logon. Offline authentication is also supported for single Channel authentication, following at least one successful authentication against the Swivel server with Third Party Authentication configured.
Supported methods are:
· TURing Lets the user sign into windows by using TURing.
· PINpad Lets the user sign into windows by using PINpad.
· On Demand Lets the user sign into windows by requesting a security string to their preferred method (SMS or email). More information.
· Other Two Factor Lets the user sign into windows by entering a one-time code based on a security string received previously or OATH token.
· Push for Windows 8 and Server 2012 R2 onwards.
· Fingerprint (From v5.4.2 onwards and requires AuthControl Sentry v4.0.5) Lets the user sign into windows using Biometric Fingerprint.
Prerequisites
· AuthControl Sentry version 4.0.4 or later.
· Connectivity to Sentry server during installation and initial authentication, with Third Party Authentication for GINA enabled (see later).
· Windows 10 or Windows Server 2012 R2 or later. Only 64-bit operating systems are supported.
· Microsoft.Net Framework version 4.5.
· AuthControl Desktop version 5.5.
· A separate Swivel Credential Provider license is not required, but the users authenticating to Swivel must be licensed.
· User with AD account and valid password.
Installation
The installer is provided as an executable: AuthControlDesktop.5.5.7.4.exe. This must be run as administrator.
The initial screen is shown below:
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Click Next to display the end-user agreement:
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Read the agreement and click the check box to confirm your agreement to the terms, then click Next again.
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This screen gives you the chance to install optional components. By default, only the credential provider and the configuration program are installed. The optional components are:
· Credentials Manager: this program gives you the ability to test authentication without having to log off. It will also download credentials for offline use, provided the Offline option has been enabled.
· Direct Access Manager: this is designed to work with Microsoft Direct Access. It can be configured to lock the workstation if a computer is connected to a network via Direct Access, forcing Sentry authentication.
· Fingerprint Enrolment: if you are using fingerprint authentication, this program allows you to register your fingerprint with the Sentry appliance.
Select any components you need and press Next.
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You are now ready to install AuthControl Desktop. Press Install.
The application will install and a progress bar is shown. 
Once installation is complete, the following screen will be shown:
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If this is a new installation, and you do not have preconfigured settings (see later for how to do that), you will want to configure the application, so check the Configuration box and click Finish.
NOTE: the executable program is in fact a wrapper around the actual installer, which is what we have just completed. You will therefore see another window behind this one, which remains after you click Finish.
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You can close this window before or after completing the configuration.
Custom Installation
It will be convenient for most companies to provide this application to their users pre-configured. To do this, you need to install and configure the application on a single machine, then export the configuration (see the Configuration section for details on that). You can then provide the configuration file to the user with the installer, and the settings will be imported automatically. There are 3 possible ways to do this:
· Export the settings file as acd.xml. If a file of this name is found in the same folder as the installer, the settings will be automatically installed.
· If you prefer to install using group policies with a .msi file, export the settings file as scps.xml. Then get a copy of AuthControlDesktop.msi from Swivel Secure, or you should find it in the TEMP folder (by default C:\Users\Administrator\AppData\Local\Temp) after installation.
· Swivel Secure can provide you with an integrated executable, preconfigured without the need for an external settings file. To arrange this, send your custom settings file to Swivel Secure.
Configuration
On the Sentry Administration Console
Changes to the Sentry configuration only need to be done once per Sentry appliance.
Configure a Sentry Agent
1. On the Swivel Management Console select Server/Agent.
2. Enter a name for the Agent.
3. Enter the Credential Provider IP address. You can use an individual IP address for the Credential Provider, such as 192.168.0.99, or you can specify an IP address range like 192.168.0.0/24, which means the first 24 bits, or 3 numbers, are significant or you (i.e. 192.168.0.x).
4. Enter the shared secret used above on the Credential Provider.
5. Select a group, or leave it as "Any" to allow all users to authenticate.
6. Click on Apply to save changes.
[image: ]
Create a Third Party Authentication
This action is only necessary if you intend to use offline authentication.
A third party authentication must be created with an Identifier of WindowsGINA. The name must be exactly as shown. This entry should already exist but check that the settings are as shown.
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AuthControl Desktop Configuration
Optionally, you can run the configuration program after installation, or else a Start Menu option will be created for it.
The main configuration program looks like this:
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An explanation of these settings follows:
Server: The Swivel virtual or hardware appliance or server IP or hostname. To add resilience, use the VIP on a swivel virtual or hardware appliance. See VIP on PINsafe Appliances.
NOTE: it has been observed in testing that DNS is not always available when logging on. It is therefore recommended that you use IP address, rather than host name in this section.
Port: The Swivel virtual or hardware appliance or server port.
Context: The Swivel virtual or hardware appliance or server installation instance.
Secret: and Confirm Secret: A shared secret which must be entered onto the Swivel virtual or hardware appliance or server.
SSO Port: (Sentry v4.0.5 required) The AuthControl Sentry SSO port to allow RBA usage. (ex: 8443)
SSO Context: (Sentry v4.0.5 required) The AuthControl Sentry SSO context to allow RBA usage. (ex: sentry)
Use SSL The Swivel server or virtual or hardware appliance uses SSL communications.
Accept self signed SSL certificates Check this box if Use SSL is enabled, and you do not have a commercial certificate on your Swivel server (or a certificate signed by an authority that the client machine trusts). You should also check this box if you are using IP address rather than host name, as recommended above.
Test Connection Tests link to Swivel server. A correct configuration should produce a dialogue box with Swivel Connection settings are correct.
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If you have made a mistake in entering your settings, you may see no result for a while. Eventually, you will see the following:
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If most of the settings are correct, but you have mis-typed your secret, or you have not yet set up the Agent, you will see the following:
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The second tab on the configuration program looks like this:
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Method Select the method of authenticating with Sentry. The various methods are described earlier.
Test Mode With test mode enabled, the user can switch to a standard authentication. This is described in more detail later. Note that Test Mode is enabled by default, so should be disabled when in production.
Ignore Domain Prefix Sentry will remove any domain prefix (domain\username) before matching username. This does not affect Windows authentication usernames.
Ignore Domain Suffix Sentry will remove any domain suffix (username@domain) before matching username. This does not affect Windows authentication usernames.
Allow Offline Authentication If enabled, after a successful authentication against the Sentry server, offline credentials will be securely cached for a user. Further attempts at authentication for that user will be handled without connecting to the Sentry server, unless the user explicitly selects Online authentication. A further discussion is given below.
If Sentry Server unavailable, allow Default Authentication: this is an alternative to offline authentication. Rather than caching offline strings, if the Sentry appliance is not available, users will be allowed to authenticate using just username and password.
Allow Unknown Users Online If the username is not recognized by Sentry, the user can authenticate using Windows credentials only. Any OTC entered will be ignored. If the user is known to Sentry, then they must authenticate using Sentry authentication.
Allow Unknown Users Offline If offline authentication is permitted, there are 3 possibilities for handling users that do not have offline credentials, assuming the Sentry appliance is not available:
· None: Unknown users are not permitted offline. If a user does not have offline credentials, they will not be permitted to log on.
· If Credentials Not Available: Users will be permitted to log on using just username and password, if Sentry is not available, unless at least one user already has offline credentials. If at least one offline credential exists, no other users will be permitted to log on. This handles the situation where a computer is primarily used by one user, to prevent other users from accessing it.
· Any: If a user does not have offline credentials, and Sentry is not reachable, they can authenticate with just username and password. Any user with offline credentials must use them.
Require for Unlock Screen Shows the selected authentication method on the unlock screen.
Remote Only The selected authentication method will only be shown for users logging into the machine remotely.
Password Caching Allows to cache the password and login using only 2fa. This option only works online.
Biometric Identification Allows to use the Biometric Reader to obtain the username.
Biometric Reader The type of Biometric Reader: None, Nativel, NitGen and PalmSecure are the currently supported options.
The third tab handles Network changes:
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If Check Network Changed is enabled, any change to the network connection, such as connecting to a VPN, will result in the PC being locked.
In order to achieve this, an application runs hidden in the Taskbar to monitor the network connection. This application also provides convenient shortcuts for the configuration program, the Credential Manager, logs and fingerprint enrolling. Run Taskbar controls whether to keep this application running. It is required to handle network changes, but can be enabled even if network monitoring is not used.
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The File menu has two options (other than the Close button). Export Settings will export the current configuration to a file, so that it can be imported into another instance, or to save in case of loss. Import Settings restores settings from a file previously saved.
NOTE: if you edit a settings file, you will notice that each setting has overwrite=”true” included. This forces the configuration program to overwrite any existing settings with those from the file. However, you may only want to force some of the settings, and allow users to alter others individually. Therefore, if you change this to overwrite=”false”, or delete the overwrite attribute altogether, the item will only be imported if the user has not already configured a different value.
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On the Advanced Options menu there are the following items:
Scale TURing Image
This allows you to apply a custom scaling to the TURing image (if used). This is particularly useful when logging in using a lower resolution display. Note that this only affects TURing image, not PINpad.
Trusted Users
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This brings up a dialog to allow you to configure a list of users that are “trusted”, and do not require Sentry authentication. This can be useful as an emergency option if the Sentry server is not available, or the user has no offline credentials, or alternative login options are not enabled.
Logging
This option enables logging of AuthControl Desktop’s operations. By default, no logging is done, but you can enable logging to support troubleshooting.
Logs are stored in C:\ProgramData\Swivel Secure\AuthControl Desktop\Logs, or you can access them from the Taskbar menu.
Domain
This option configures the default domain that is prefixed when sending credentials to Active Directory.
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Note that, unlike the default credential provider, this applies to the Administrator user as well. You can always override this by explicitly entering a domain when logging in. It only affects Windows authentication, not Sentry.
Architecture
AuthControl Desktop is installed as a Windows Credential Provider. When a Windows login is made, username and password are checked against Active Directory (or local credentials) and the username and Sentry OTC is sent to the Sentry server using AgentXML authentication, or locally if offline authentication is enabled.
Offline Authentication
AuthControl Desktop allows offline authentication using single channel or OATH, but not dual channel authentication. For offline authentication, the user attempting to authenticate must have made at least one successful authentication against the Sentry server while Offline Authentication has been enabled. Swivel caches a number of strings for authentication (by default 100): when one is shown then it is classed as used and will not be re-shown. However, once the user makes a successful offline authentication, the number of strings will be replenished. However, if the user runs out of strings then they will need to authenticate online to get some more. Swivel Account lockout is disabled for Swivel offline authentication. ChangePIN will not function when the Swivel server is not contactable. Local authentication is always single channel, even if single channel is normally disabled. The exception is that OATH authentication is also supported offline, provided the user has previously authenticated online using the same token.
Operation
When the Log on screen is shown, you will see something like the following:
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You will notice a second “password” field, labelled “OTC”.
This particular example uses PINpad authentication, and has Offline authentication enabled.
To display the PINpad, click the Show PINpad link.
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Assuming you are familiar with how PINpad works, you can click your PIN to enter the OTC.
Notice the Select Online link. By default, PINpad and TURing use offline authentication if available, even if Sentry is accessible. This is a major change from previous versions. However, if you want to authenticate online, for example if your PIN has changed and you need to update your offline credentials, you can click this link to force Online authentication.
Test Mode
With Test Mode enabled the user will be able to select how they will authenticate. This screen shows the default Windows authentication:
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Notice the Sign-in options link. Click it to show the following:
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You can now select the PinPad option to use PINpad authentication:
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Note that, depending on screen resolution, the sign-in options may cause some fields to be hidden, and you may have to scroll down to them. You can click Sign-in options again to hide the options.
Change PIN
The Sentry PIN change option, if enabled, can be accessed from the Windows Change a password option on the Ctrl+Alt+Delete menu.
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The PIN change option works in a similar way to the user portal: you show a TURing or PINpad and enter your old and new OTC from the security string.
Note that from 5.5 onwards, the same form can be used to change your password by clicking the Change Password check box.
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This screen is shown with Change PIN hidden, so that the password fields can be seen without scrolling down.
Notice that the Sign-in options link is still there, so you can switch to the usual Password change form if you prefer.
If you prefer not to allow users to change their PIN here, you can disable it from the configuration menu.
Note that PIN change is always Online: it is not possible to change your Offline PIN except by authenticating online and updating your credentials.
Note also that changing your PIN does not update the offline credentials. Once you have changed your PIN, you must authenticate Online, either using the login screen or Credentials Management, to update cached offline credentials.
Uninstalling AuthControl Desktop
Use the Uninstall option from the Program menu, right click on AuthControl Desktop and click on Uninstall. Note that uninstalling and reinstalling the Credential Provider will remove the settings, so if you need to reinstall at any point, make sure you have an exported settings file saved. This does not apply to upgrading from a previous version: in this case, settings will be retained unless overridden by custom settings.
Disabling AuthControl Desktop
If you need to disable AuthControl Desktop temporarily for any reason, the simplest solution is to open the configuration program and select None as the authentication method.
If the AuthControl Desktop fails to load correctly, it can be disabled using the following process:
Boot the machine into safe mode and log in as an administrator.
Run regedit and locate the following key:
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Authentication\Credential Providers\{6AD69A51-00E9-4BE9-A3D6-9D26255DA4E1}"
Right-click on the key and select New then DWORD. Enter the name Disabled and press Enter. Now double-click on the new entry and set the value to 1.
Repeat the process with the following key:
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Authentication\Credential Provider Filters\{6AD69A51-00E9-4BE9-A3D6-9D26255DA4E1}"
Reboot into normal mode.
Once you have logged in using the default credential, you can uninstall AuthControl Desktop, or if the problem is simply misconfiguration, correct the problem and set the Disabled flags described above to 0.
Disabling AuthControl Desktop Remotely
If there is a problem with the Swivel Secure appliance, and you need to disable the AuthControl Credential Provider on a number of machines temporarily, you can do this using a PowerShell script.
Enabling Powershell Remoting
In order to be able to run PowerShell scripts on remote machines, you need to enable the WinRM service on both the target machines and the machine running the script. This article provides a step-by-step guide on setting up PowerShell remoting:
https://www.howtogeek.com/117192/how-to-run-powershell-commands-on-remote-computers/
Setting up a List of Computers
The first step is to get a list of computers that you want to disable. This article (https://devblogs.microsoft.com/scripting/learn-how-to-run-powershell-scripts-against-multiple-computers/) suggests three alternative methods: hard-code the list in your script, read it from a file, or query the Active Directory. The last is only useful if you want to run the script on every computer on your domain. We will use the second method in our example, so assume there is a list of computer names, one per line, in "CPComputers.txt". This also assumes that the list is in the directory from which you are running the script, so you might want to use a full path in your script.
Setting up Credentials
For completeness, we will describe how to set up credentials to connect to the remote machines. If you are able simply to use the current logged-in user credentials on all remote PCs, then you can ignore this part.
To initialize a credential for use on the remote computers, use the following PowerShell command:
$cred = Get-Credential domain\adminuser
Replace "domain\adminuser" with the qualified name of the user whose credentials you will be using: note that you must include the domain. You will be prompted for the user's password.
If you are using the current user's credentials, leave off -Credential $cred from the Enter-PSSession command below.
The Script
Here is an example script for disabling the Credential Provider on a number of remote computers:
$cred = Get-Credential domain\adminuser
$computers = Get-Content -Path ".\CPComputers.txt"
foreach ($pc in $computers) {
 Enter-PSSession -ComputerName $pc -Credential $cred
 $filterPath = "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential Provider Filters\{6AD69A51-00E9-4BE9-A3D6-9D26255DA4E1}"
 if (Test-Path $filterPath) { Set-ItemProperty -Path $filterPath -Name Disabled -Value 1 }
 $credPath = "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential Providers\{6AD69A51-00E9-4BE9-A3D6-9D26255DA4E1}"
 if (Test-Path $credPath) { Set-ItemProperty -Path $credPath -Name Disabled -Value 1 }
 Exit-PSSession
}

Known Issues and Limitations
· AuthControl Desktop does not support the use of Animated gifs for Single Channel authentication.
· It has been observed in testing that DNS is not always available when logging on. It is therefore recommended that you use IP address, rather than host name for the Swivel server.
· Local (offline) authentication only works in single channel and OATH modes: the dual channel strings are not available offline.
· On Windows server 2012 R2 there is an update from Microsoft to fix an issue where dialogues will not be displayed. Please ensure that windows update 2919355 is installed.
· Local authentication does not know if a user’s PIN has expired or even if the account is locked or deleted. Once a user has successfully authenticated, they can continue to use the same PIN indefinitely.
· AuthControl Desktop version 5.x does not support 32-bit operating systems. If you have to have support for 32-bit Windows, contact Swivel Secure support for a copy of version 4.
· AuthControl Desktop version 5.5 does not work well with operating systems older than Windows 10, or Server 2012 R2. Although it will work, you will probably find that when entering the username, focus is lost after each character and you have to click on the field to enter the next character.
· AuthControl Desktop version 5.x does not support versions of Windows older than Vista or Server 2008. If you must support these, please contact Swivel Secure Support for a copy of our Windows GINA product.
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