Notes on the PINsafe ASP.Net filter for Exchange Server 2010
The enclosed application allows PINsafe to authenticate users of Outlook Web Access (OWA) on Microsoft Exchange Server 2007. Simply run the executable to install it. If your Exchange Server instance is not installed in the default location (C:\Program Files\Microsoft\Exchange Server\V14), you will need to modify the installation path. The installation path should be the root Exchange path.
The installation will create a basic configuration for the filter, but you will need to modify the settings before you can use it, so at the end of installation, you have the option to run the configuration program. Note that if your Exchange Server installation is not in the default location, you will need to select the OWA directory as above in which to modify the web.config file. Hopefully, most of the options should be obvious, but there are a few things to note.
On the OWA tab, the Server URL should be the URL of the Exchange Server, for example “https://exchange.company.com”. The OWA Path should always be “/owa”, unless there is a good reason why the path has been changed. The Logon path and Logoff path should be “/owa/auth/Logon.aspx” and “/owa/auth/Logoff.aspx” respectively. Auth. URL is the full URL for OWA authentication. Unless your installation is unusual, this should be “https://<exchange.company.com>/owa/auth/owaauth.dll” (obviously, replacing <exchange.company.com> with your server name.
On the Authentication tab, the Cookie secret should be a random string, used to encrypt (and decrypt) the PINsafe authentication cookie. DO NOT check the option to “Allow non-PINsafe Users”. This is an experimental feature, and requires changes to the core PINsafe application that have not yet been released.

The list of excluded paths (on the Excluded tab) should include at least the following two paths: /owa/auth and /owa/14.0.639.21. The latter path assumes you have the Exchange Server 2010 release installed. If not, there will be a similar path (starting 14. something) – use that instead. Any other paths you enter here will be publicly accessible without authentication, so only do this if your OWA website also hosts other applications.

Note that the installation creates a new Logon.aspx file in /owa/auth, and renames the original to Logon.aspx.sav. If you uninstall the filter, the original Logon.aspx is not renamed back – you will have to do this manually before you can use OWA authentication again.

