PINsafe Policy v1.3

	Attribute
Single Channel (TURing)
	Default Value
	Best Practice
	To be deployed

	Single Channel Allow Session Request by Username
	No
	Yes (required for most single channel installs)
	

	Single Channel Animated GIF custom settings
	No
	No
	

	
	
	
	

	Attribute
Dual Chanel
	Default Value
	Best Practice
	To be deployed

	Dual Channel On Demand delivery
(Button to request SMS is required)
	No
	Yes
	

	Dual Channel On Demand Authentication
(Security String is not sent automatically, Button to request SMS is required or Challenge and Response)
	No
	Yes
	

	Dual Channel SMS message sent ‘CONFIRMED’ message
	No
	Yes
	

	Policy/General

	
	
	

	Security String Type: Numbers, 
Upper Case Letters, Lower Case Letters, Mixed numbers and letters

	Numbers
	Uppercase Letters
	

	Maximum login tries: 0-99

	5
	Testing 0 (no lockout), Initial provisioning: 5, Long Term production: 3
	

	Inactive account expiry (days): 

	0 (no expiry)
	90
	

	Global Helpdesk Users
	No
	No
	

	Audit Log length (days):
	30
	30
	

	Auto Account Unlock (minutes)
	0 (none)
	60
	

	Helpdesk can reset PIN
	Yes
	No
	

	Helpdesk Users can administer XML repository
	Yes
	No
	

	
	
	
	

	Policy/PIN and OTC

	
	
	

	Minimum PIN size: 4-10
	4
	4
	

	PIN expiry (days): 0-99

	0
	180
	

	Require PIN change after auto. setting:

	No
	Yes (where change PIN is available)
	

	Require PIN change after admin reset
	No
	Yes (where change PIN is available)
	

	Maximum repeated PIN digits: 

	0 (digits may be repeated)
	0
	

	Allow numerical sequences for PIN:

	Yes
	No
	

	Auto-reset PIN on expiry
	No
	Yes
	

	PIN change grace period (days)
	0
	14
	

	Only warn user, do not lock account
	no
	no
	

	Policy/Password

	
	
	

	Require PINsafe password:

	No
	No (Where AD password is used in authentication device)
	

	Check password with Repository:

	No
	No (Where AD password is used in authentication device)
	

	Self Reset

	
	
	

	Allow Self-Reset

	No
	Yes
	

	Maximum self-reset tries
	3
	3
	

	Allow user self-provision of mobile client:
	
	
	

	Log device information when provisioning:
	Yes
	Yes
	

	Provision Code Validity period (seconds)
	300
	300
	

	Banned Credentials

	
	
	

	Custom banned PIN numbers
	None
	19??, 20??
	

	
	
	
	

	Logging/SMTP

	
	
	

	Send errors, define triggers and logging level

	No
	Yes (No, where Syslog is used and monitored)
	

	Send account locks
	No
	Yes
	

	Send User Account Create/Delete

	No
	No
	

	Transport/User Alerts
	
	
	

	PIN expiry warning: 

	Yes
	Yes
	

	PIN change required:

	Yes
	Yes
	

	PIN changed:

	Yes
	Yes
	

	Account locked:

	Yes
	Yes
	

	Device key allocated:

	Yes
	No (Not Required)
	

	AD Synchronisation

	No
	Hourly
	

	SMS Transport Security String Message
	PINsafe Security String Message %NUMBER
	Security String Message %NUMBER
	

	SMS Transport Security Strings Per Message
	1
	1
	

	SMTP Transport From Email Address

	Administrator@localhost
	helpdesk@organisation
	

	SMTP Transport Security String Message

	PINsafe Security String Message %NUMBER
	Security String Message %NUMBER
	

	SMTP Transport Account creation Message

	A new account has been created for you, Username %NAME, Password: %PASSWORD, PIN: %PIN.

	A new account has been created for you, Username %NAME, Password: %PASSWORD, PIN: %PIN. You must change your PIN on first login.

	

	SMTP Transport PIN Changed Message

	Your PINsafe PIN was changed at %TIME on %DATE. If you did not perform this change please contact your system administrator immediately

	Your PINsafe PIN was changed at %TIME on %DATE. If you did not perform this change please contact your system administrator immediately <contact details>

	

	SMTP Transport Account Locked Message

	You PINsafe account has been locked. Please contact your system administrator for assistance.

	You PINsafe account has been locked. Please contact your system administrator for assistance. <contact details>

	

	SMTP Transport PIN Change Required Message

	You are now required to change you PIN. If you do not change your PIN at this time you will not be permitted to log in on subsequent attempts.

	You are now required to change you PIN. If you do not change your PIN at this time you will not be permitted to log in on subsequent attempts.

	

	
	
	
	

	
	
	
	

	
	
	
	




