PINsafe integration with ADFS forms-based login page
The files included in with this document should help in integrating PINsafe authentication in an ADFS login page. Note that this is a proof of concept at present, and has only been tested briefly on an ADFS server, not an ADFS proxy. All configuration and customisation must currently be done manually.
Prerequisites:
ADFS 2.0.
Included files:
· FormsSignIn.aspx – example logon page
· Web.config – example configuration file
· Pinsafe_image.aspx – TURing image proxy web page
· Exists.aspx – utility web page to check if a user exists
· Bin\PINsafeASPNetFilter.dll – the PINsafe HTTP module that manages authentication
· Bin\PINsafeClient.dll – manages PINsafe communication
PINsafe Configuration Changes:
Under Server -> Single Channel, ensure that “Allow session start by username” is set to Yes.
Under Server -> Agents, add the ADFS server as an Agent, and make a note of the secret you enter here.
Installation Procedure:
Copy pinsafe_image.aspx and exists.aspx to the adfs\ls folder, and the two DLLs to adfs\ls\bin (you may need to create this folder).
The other two files, FormsSignIn.aspx and web.config, are example files only. You should examine these files, and copy the relevant parts to your existing versions of these files, modifying them as appropriate. Instructions are included in the files themselves. Each section that needs to be changed or inserted is prefixed by <!-- PINsafe customisation start --> and ended by <!-- PINsafe customisation end -->.
Once you have made the necessary changes, restart IIS.
[bookmark: _GoBack]The next time you try to access the ADFS login page, there will be no apparent difference to the login page. However, after you enter the username, for an existing user, you should see an additional field for one-time code, and a button to request a TURing image. You should not be able to authenticate to ADFS without entering both the AD password AND the PINsafe one-time code.
