PINsafe Authentication for Sharepoint 2010
This documentation describes how to install and configure the prototype PINsafe authentication filter for Sharepoint 2010.

Prerequisites

This guide assumes you already have a Sharepoint 2010 server, with a web application set up with claims-based authentication enabled. You also need to create a site collection.
You may also wish to enable forms-based authentication and a membership provider, but this is not necessary at this stage: the PINsafe filter installation will check that you have a membership provider installed, and will configure it if necessary. However, you will need to enable forms-based authentication using this provider after filter installation. See post-installation instructions.
You need to ensure that you run the installation program as an administrator user. That user must have write access to the folder containing the web application, the one containing the central administration web application, and the web.config file for the security token service. By default, this file is in “C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\14\WebServices\SecurityToken”.

How the PINsafe Authentication Works
The PINsafe authentication package consists of the following parts:

· A custom login page

· An ASP.Net HTTP module

· A registration program

· A configuration program

The login page manages the actual authentication process, both to PINsafe and to Active Directory. The HTTP module ensures that users cannot access Sharepoint without authenticating via the login page.

PINsafe Configuration

In order to use the PINsafe Sharepoint filter, you will need to configure the Sharepoint server as an Agent for PINsafe. Do this as follows:

1. Log into the PINsafe administration console. It is assumed you know how to do this.

2. In the menu at the left-hand side, click “Server”, then from the sub-menu, “Agents”.

3. Create a new Agent for the Sharepoint server:
· In the blank entries at the bottom of the screen, enter a name for the agent. Any name can be used, as long as it is unique.
· Under Hostname/IP, enter the Sharepoint server hostname or IP address.

· Enter a Shared secret. Make sure you have a record of this value, as you will need it to configure the Sharepoint filter.

· Leave the remaining settings as default and click Apply.
Installation

If you have not already done so, download the software from 

http://www.swivelsecure.com/userFiles/File/software/SharepointFilter.zip
Locate the root folder for the Sharepoint application you are customising, normally under c:\inetpub\wwwroot\wss\VirtualDirectories\nnnn, where nnnn is the application port number. Make a note of this location.
Run the installation program, SharepointFilter.exe. It will prompt you for the destination directory, with a default of C:\inetpub\wwwroot\wss\VirtualDirectories.
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You should NOT accept the default, but select the root application folder determined above. Continue to install the filter.
Filter Registration

Once the filter is installed, the filter registration program will run automatically. This will pop up a dialog as follows:
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The first folder is the one to which you installed the PINsafe filter. The second is the guessed location of the Sharepoint Central Administration. This is guessed by determining the URL for Central Administration, and assuming that the folder matches the port number. If this is incorrect, change it to the correct location. If this is a web front-end, and central administration is not running on this server, uncheck the checkbox next to the Central Administration site entry. The third folder is the root folder for the security token service, assuming a default installation for Sharepoint. If this was installed in a different location, you may need to change this. Confirm that the target location exists before continuing.
The final 3 values are the names for the membership provider and corresponding connection string, and the provider connection string itself. If you have already configured a membership provider, make sure you use the values already entered. Otherwise, you can enter any valid names for the provider and connection string: the names should not contain any spaces. The connection string itself needs to be a valid LDAP URL for your Active Directory server, i.e. LDAP://server/domain, where server is the domain controller server name (or the domain name itself), and domain is the fully-qualified LDAP name for the domain, typically something like dc=companyname,dc=com – check with your Active Directory administrators for details.

When you click on Register, the program will check the web.config file in all 3 locations, and ensure that the connection string and membership provider are configured in all of them. It also carries out a number of additional actions necessary to activate the filter: see the appendix for details.
Filter Configuration

When filter registration has completed, the final screen of the installation process will be displayed, with a checkbox confirming whether or not to run the configuration program. Usually, you would leave this box checked, and the following display will appear when you click Finish:
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The first few settings relate to the PINsafe connection. Enter the URL for connecting to the PINsafe server. If you are using SSL (i.e. https) connections to PINsafe, and you do not have a valid commercial certificate for the PINsafe server, or you are using the IP address rather than the host name, make sure you check the option to Allow self-signed certificates.

Enter the secret that you configured for the PINsafe agent twice.

The next option allows you to specify how users not known to PINsafe are handled. The default is to reject them. The second option is to allow them through using AD credentials only. This is a good solution for introducing PINsafe gradually. Users without PINsafe accounts can authenticate as before. The third option is to redirect unknown users to a different URL (e.g. another Sharepoint site), which can be specified.
The next checkbox specifies whether or not to display a TURing image on the login page. If you are using dual channel (e.g. SMS or email) to deliver security strings, you should uncheck this.

Sharepoint Web App can normally be left blank. The filter will always try the URL used to access Sharepoint initially. It will only try this entry if there is no web application or Alternate Access Mapping in Sharepoint that corresponds to that URL. If you do enter a value, it must be either the default web application URL, or an alternative access mapping configured in Sharepoint Central Administration. 
The Authentication Domain should be left blank. This is provided for future development.

The final settings relate to the login pages themselves, and should not normally be changed. One exception might be if you modify the login page to include a logo, in which case you would need to include the URL of the logo under the list of excluded URLs. URLs in this list are permitted without previously authenticating to PINsafe.

Post-Installation Actions

After installing the PINsafe filter, if you have not already enabled forms-based authentication for the protected site, you will need to do so. The advantage of doing it at this stage is that the PINsafe filter installer will make the necessary changes to the web.config files for the membership provider. It will not, however, enable forms-based authentication, which you must do at some point.
Uninstalling the Filter

A link is provided on the “PINsafe Filter for Sharepoint 2010” menu to uninstall the filter, or you can uninstall it from the Control Panel.
It is possible to disable the filter temporarily, using the Unregister Filter link. It can be subsequently re-enabled using the Register Filter link.
Appendix – Changes made by the filter installer
The filter installer copies files into 2 sub-folders of the installation folder, as follows:

Under the bin sub-folder:

· PINsafeSharepointFilter.dll – the filter itself

· PINsafeLogin.dll – the code behind the login pages

· PINsafeClient.dll – manages communication with PINsafe

· RegisterFilter.exe – the filter registration program

· RegisterFilter.exe.config – the default settings file for the above

· ConfigApp.exe – the filter configuration program

· Swivel.ico

The 3 DLL files are also installed in the Global Assembly Cache.

Under the _forms sub-folder:

· Login.aspx – the login page itself

· Logoff.aspx – handles logging off from PINsafe

· SCImage.aspx – displays the TURing image

· CheckUser.aspx – used to check whether a user is known to PINsafe

· Pinsafe1.js, Pinsafe2.js, Pinsafe3.js – client-side JavaScript used in the 3 different scenarios for handling unknown users.

The filter registration program carries out the following actions:

· Check that the membership provider and connection string are configured in the security token service web.config file, and add them if necessary.

· As the previous action in the Central Administration web.config.

· As the previous action in the PINsafe protected site web.config

· Registers the 3 DLLs in the Global Assembly Cache.

· Registers PINsafeLogin.dll and PINsafeClient.dll as safe controls for Sharepoint.
· Registers PINsafeSharepointFilter.dll as a HTTP module (so that it is invoked on every request to the Sharepoint server).

· Sets default values for all PINsafe configuration settings. These are stored in the web.config file for the protected web site.
The filter registration program can be invoked from the shortcut menu, but it is not normally necessary to do this. You can use this to reinstate settings if they have been lost, but be aware that this resets the PINsafe configuration settings to their default values, so you will need to re-run the configuration program after this.
