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Applications 
 

The applications used for this integration have been: 

- Xampp: https://www.apachefriends.org/es/index.html 
- SimpleSAMLphp: https://simplesamlphp.org/download 

The installation of simpleSAMLphp differs in some points between OS, the tutorial that 
appears in https://simplesamlphp.org/docs/stable/simplesamlphp-install is aimed for a linux 
OS, we will also explain how to do it on windows and xampp in the points where it’s needed. 

Windows Installation SimpleSAMLphp with xampp 
 

This installation information is meant to be paired with the tutorial that appears in the page 
linked above, this just points out the parts that may be different. 

1- The installation folder for simpleSAMLphp can be placed wherever the user 
wants It to be. 

2- Configuring Apache: 
 The Apache configuration file “httpd-vhosts.conf” needs to be edited as 

indicated below.  (if using xampp this file is in xampp/apache/conf/extra). 

 

Fields marked in blue will change depending on the location of the simpleSAMLphp 
folder and the server name:   

 

<VirtualHost *:80> 

        ServerName localhost 

        DocumentRoot C:/xampp/htdocs 

</VirtualHost> 

<VirtualHost *:80> 

        ServerName service.example.com 

        DocumentRoot C:/xampp/service.example.com 

 

        Alias /simplesaml C:/xampp/simplesamlphp/www 

</VirtualHost> 

 

3- In step 7 a secret salt is required, if the user doesn’t know how to generate one 
with the command line indicated in the tutorial, the page 
https://www.random.org/strings/  



 

 

SimpleSAMLphp configuration 
 

Now that simpleSAMLphp has been successfully installed, we’ll need to make it work as a 
service provider following this tutorial 
https://simplesamlphp.org/docs/stable/simplesamlphp-sp. 

In step 2, the modification of saml20-idp-remote.php to make it work with the swivel 
secure SSO would be as follows: 

$metadata['https://sentryinstance.com:8443/sentry/saml20endpoint'] = array( 

    'SingleSignOnService' => 
'https://sentryinstance.com:8443/sentry/saml20endpoint ', 

    'SingleLogoutService' => 
'https://sentryinstance.com:8443/sentry/singlelogout ', 

    'certificate'          => 'CertificateName.pem',  

); 

sentryinstance.com needs to be replaced with the id of the sentry that will be used and 
CertificateName.pem is the name of the certificate. 

The certificate can be downloaded from https://sentryinstance.com:8443/sentry.  

Once the user has authenticated as Admin, In the section “keys”, here choose the Cert 
download and place the file in the folder /cert, located in the simplesamlphp installation 
folder.  



In step 3, the idp information needs to be added to Authsources.php: 

'idp' => 'https://sentryinstance.com:8443/sentry/saml20endpoint' 

Note: Step 4 will be explained later. 

Now to fully integrate the application with the Service Provider, a few lines need to be 
added to the php code (Step 6): 

These lines will be added at the beginning of the php code. 

require_once('../../lib/_autoload.php'); //This path may vary depending on 
where the installation of simplesamlphp is. 

$as = new \SimpleSAML\Auth\Simple('default-sp'); 

$as->requireAuth(); 

$attributes = $as->getAttributes(); 

$attributes variable can be used to obtain the federation id that will be configured in SSO. 

If we are using PHP sessions in SimpleSAMLphp and in the application we are protecting, 
SimpleSAMLphp will close any existing session when invoked for the first time, and its own 
session will prevail afterwards. If you want to restore your own session after calling 
SimpleSAMLphp, you can do so by cleaning up the session like this: 

$session = SimpleSAML_Session::getSessionFromRequest(); 

$session->cleanup(); 

If you don't clean up SimpleSAMLphp's session and try to use $_SESSION afterwards, you 
won't be using your own session and all your data is likely to get lost or inaccessible. 

 

Creating the application in SSO 
 

In https://sentryinstance.com:8443/sentry/ click on the section Applications, once there 
click in add application, now select the type of app desired, in our case, SAML-Other. 
 
These are the fields that must be filled. 
 



 
 

- Name: the application’s name. 
- Points: points needed to pass the login 
- Image: This will be the logo that will appear in the SSO. 
- Portal URL: The url to the main page of the php application. 
- Entity ID: To find your entity ID, visit your SimpleSAMLphp installation page and in 

the Federation page this will appear: 
 

 
 

- Federated ID: in this field put ‘email’. 
 
 


