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Introduction

This document outlines the necessary steps to integrate PINsafe authentication into Microsoft Forefront Threat Management Gateway (TMG).
Prerequisites

This installation guide assumes that publication of the relevant service has already been configured in TMG Server, following the relevant instructions. In addition a working PINsafe server version 3.4 or later is required. You are advised to check that you can authenticate successfully to TMG and access the relevant service using single-factor authentication before attempting to install the PINsafe filter.
You will need to download the PINsafe TMG filter from the Swivel Secure website first, if you have not already done so.
Installation

The following steps should be carried out on the TMG server. No changes need to be performed on the target server (i.e. the server running the published service).

1. Run PINsafeTMGFilter.exe to install the filter DLL. You will be asked to confirm the location you want to install the filter, and also the installation folder for TMG. If you have installed TMG in a non-default location, ensure that you specify the correct location here.
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You will need to install the Microsoft VC++ redistributable files, if they are not already installed. This will be done automatically: you will need to accept the licence to install them. If you do not see this secondary installation screen, then your TMG already has the necessary files.

3. Once installation is complete, you will be given the option to run the configuration utility. You will need to do this at least once before you can use the filter. The first time you run the configuration utility, you will be given the option to register the filter, which you must do before it can be used. Assuming you choose to register it, you will be given the following options:
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Choose the option appropriate for the current scenario. Note that if you are installing the filter on multiple servers in a farm, make sure you install it on the configuration server before you install it on any of the array members.

4. You can now configure the TMG filter. More information on the configuration tool is given in a later section.
5. Add an entry in the Server > Agents section of the PINsafe configuration for the TMG server, if you do not already have one. Ensure the secret matches that previously entered in the configuration tool.

6. Run Forefront TMG Management, and check that the filter appears under System > Web Filters, as shown below. If the filter does not appear in the list of available filters check the Windows system event log for errors.
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7. Publish a Non-Web Server protocol permitting access from the TMG Server (i.e. network “Local Host”) to the correct port (commonly 8080) on the PINsafe server. To do this, you will probably need to create a new protocol for inbound TCP on the appropriate port.

8. Modify the Listener for your published target server as follows: on the Forms tab, tick the check box labelled “Use customized HTML forms instead of the default”. For the form set directory, type “PINsafeOWA” for Outlook Web Access, and “PINsafeISA” for SharePoint or other websites.
9. Modify the properties for the policy rule, and on the Application Settings tab, UNCHECK the option to use customized HTML. Note that if you have customized your original OWA or Sharepoint login pages, you will need to apply the same customisation to the new PINsafe pages. Please consult Swivel support for details of this.
Special Considerations for SharePoint

A security hole has been discovered when using the TMG filter for SharePoint authentication. It is possible to open a SharePoint document from within Word (for example) and only provide the standard Active Directory credentials.

The solution is to use RADIUS to authenticate to PINsafe, rather than using the TMG filter directly. One minor inconvenience with this is that users must authenticate through the SharePoint web page before they can access any documents.
Note that if you disable PINsafe authentication for SharePoint, it is also disabled for all other websites. Therefore, if you want to use PINsafe authentication on multiple websites for a single TMG Server, they must all use the standard PINsafe authentication, or all use RADIUS.

If you choose to use RADIUS authentication, you can do this without using the PINsafe TMG filter. The only use for the filter in this case is to deliver the TURing image, and this can be done with a suitable access rule: check the Swivel Secure Knowledgebase for more information.

10. On the TMG filter configuration application, uncheck the Authenticate to PINsafe option on the Authentication tab. This means that PINsafe will not authenticate the logon request directly. Instead, you should use RADIUS to perform PINsafe authentication, as described below.

11. On the Authentication tab you should check the option “Collect additional credentials in the form”. This will require you to select “RADIUS OTP” as the authentication validation method. Click the “Configure Validation Servers” button, and add the PINsafe server as a RADIUS server. Make a note of the shared secret you set for the server.

12. In order for users to be able to open documents from other, non-browser applications once they have authenticated, you must enable persistent cookies. On the Forms tab, click the Advanced button. It is recommended that you select persistent cookies for private computers only. This means that users on public computers will have to open documents from the SharePoint web site.

13. On the PINsafe server, enable the RADIUS server (on the RADIUS > Server page). On the RADIUS > NAS page, add the TMG Server as a new NAS, and enter the shared secret you set on the TMG Server. If you wish to restrict access to a particular group of users, select that group, otherwise leave the Group drop-down as “ANY”.
Once you have configured everything, restart the TMG firewall service.

The Configuration Tool

The configuration tool dialog box looks like the following:
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The first tab refers to the PINsafe server:

· Server is the name or IP address of the PINsafe server.
· Port is the port on which Tomcat is running (usually 8080. Do not use the proxy port 8443 on a PINsafe appliance for this).
· Context is the name of the PINsafe web application – usually “pinsafe”

· SSL should be checked if communication with the PINsafe server uses SSL, which it usually does.

· Allow Self-Signed, when checked, ignores any SSL certificate errors when communicating with PINsafe. Note that this may not be effective, as the built-in TMG security may reject untrusted certificates.

· Secret is the shared secret for the PINsafe agent for the TMG Server.
The second tab allows you to change authentication options:
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· Authenticate to PINsafe should be checked to use standard PINsafe authentication. You should uncheck this if you are using RADIUS authentication, as described in the “Special Considerations for SharePoint” section above. If you uncheck it, PINsafe will not directly authenticate the login request.

· Ignore User Domain should normally be checked. In this case, if you enter “domain\user” as the logon username, only “user” will be sent to PINsafe. The full name will be sent to Active Directory. PINsafe 3.8 and later allow you to include a domain as part of the username, but unless you are using this feature, you should leave this option checked.
· Allow non-PINsafe users should be checked if not all users of your TMG server are using PINsafe, for example if you are rolling it out gradually. In this case, the filter will check whether the name is recognised by PINsafe, and if it is not, the user will be authenticated by AD only. Note that there is no visual signal as to whether the user is known or not – the OTC field is always displayed, and a dummy TURing image will be generated if requested.
· Show Dual Channel on-demand and Show PINsafe Password are not presently used, and will be ignored if checked.
The third tab allows you restrict the use of the PINsafe filter:
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By default, PINsafe authentication is applied to all websites published through the TMG. However, it may be that you do not want to use PINsafe for all sites. This page allows you to restrict PINsafe authentication by host name. You can do this either inclusively or exclusively. If the drop-down shows “Authenticate all hosts except those below”, then you should enter in the text box a list of hosts that should NOT use PINsafe authentication, one per line. If it shows “Only authenticate hosts shown below”, then you should enter a list of hosts that SHOULD use PINsafe authentication. Do not enter the protocol (e.g. “http://” or “https://”) as part of the host name.
Verifying Installation

Navigate to the URL on which ISA Server publishes OWA. The customisation is visible in the addition of a One Time Code field and a Start Session button. Attempting to login with a correct username and password but no one time code should result in failure. Only when a correct PINsafe one time code is entered in addition to the Exchange or Sharepoint credentials should the user be logged into OWA. 

Note that if a username is entered in the form Domain\username, the Domain\ portion of the username will be stripped before being passed to the PINsafe server. This permits the use of sAMAccountName as the username attribute for synchronisation between PINsafe and Active Directory.
If you use RADIUS authentication, you will notice that there are two sets of credentials to enter. The PINsafe credentials are entered in the top part, and the Active Directory credentials in the lower part. Enter the username in the first box as domain\user. Click the Start Session button to get a TURing image. Enter the PINsafe one-time code in the next box.
In the final box, enter your Active Directory password, and click submit.

(NOTE: you actually have to enter different usernames for PINsafe and Active Directory – with the domain prefix for AD and without for PINsafe. However, this is handled automatically for you. You will notice, if you fail login, that the PINsafe username has changed, and the AD username has been inserted in the lower set of credentials.)
Additional Information

Information regarding the configuration of TMG Server to publish OWA or SharePoint may be found in the TMG Server help under Firewall policy.

For assistance in PINsafe installation and configuration please contact your reseller.
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