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PNA Cert Renewal

This document describes how to renew
the PNA certificate which allows the i0OS
users to have Push enabled and working.
It covers both v4 and v3 appliances.

This applies to on-premise instances as
all cloud instances are covered by direct
maintenance, therefore our engineers will
apply the changes directly.

To perform the following operation you'll
need to be either an accredited reseller

Update Appliance for V4

If you have a v4 appliance and you have
internet access you should only need to
access the appliance through the CMI,
available through a Putty session.

CMI > Main Menu > Administration >
Update Appliance > Swivel Core Products

You can also run all the update options,
and get the appliance updated, and be
sure to verify the file is downloaded. A

File and Path

First step is to download the file: section
iOS Users: pna

Access the appliance through Filezilla,
WinSCP or scp and get the file either

The file is: PushNotificationCertProd.p12

or a swivel admin with full access to the
appliance, meaning you'll have to enter
the command line to apply the changes.

For v4 there is a yum update available at
the CMI. For v3 there is manual update
only. For HA environments please be sure
to have the VIP or load balancer pointing
to one of the appliances and start by
performing the update to the other.

tomcat restart will happen so the file will
be fully available. If there is no
connectivity try flush cache and the
Update appliance options again.

If the above is not efficient please
download and upload the file - read the
below sections.

directly to the correct folder (see path
below) or to the /home/admin folder. cd

For a V4 the folder is at: /usr/local/tomcat/webapps/sentry/WEB-INF/classes/pna_certs/

For a V3 the folder is at: /usr/local/tomcat/webapps/pinsafe/ WEB-INF/classes/pna_certs/



https://kb.swivelsecure.com/w/index.php/How_To_Configure_Push_Mobile#iOS_Users
https://kb.swivelsecure.com/w/index.php/How_To_Configure_Push_Mobile#iOS_Users

Filezilla or WinSCP

With Filezilla or WinSCP is quite straight
forward, you just need to access the
appliance and copy paste the file. It should
keep the ownership “swivel:swivel” (can be
checked through the command line).

sftp://admin@10.10.110.140 - FileZilla (A
File Edit View Transfer Server Bookmarks Help

2 B0 oo . maes
Host: sftp:»’flO.lO.llOAl.e! Username: |admm | Password: |u"lu | Port: | [ OuickconnectEi

Status: Diret{nry Ustiné of "fusn’locél}apache-tnmcatﬁ‘wétlnappslse'ntrw’WEB—INF!([asséslpna,cer‘ts“ successful -
Status: Disconnected from server v
Local site: ‘fhomeluserfpownloadsf v ||| Remote site: !.fu5r.flocaUapache—tomcatfwebappsfsentrnyEB—INF.fclasses.fpna_certs [ =]
Udacity Intro to Information security B T I .
v €] v [¥ local
r v [@) apache-tomcat
Filename ~ Filesize F* v [ webapps
ADagentlog20180919.zip 270,479 zi v [ sentry
Copia de SGMNE_184-UMC18_5Sol Autentic Forte_Doc Ap_Tab Conf... 12,331 xll.-. v 2 WEB-INF
‘M PushiNotificationCertFrod.p I v [ classes H
Swivel Secure - PPT Template 2018 - Standard Ratio without instruct... 936,540 p
Swivel Secure - PPT Template 2018 - Standard Ratio.pptx 960,153 p .
Swivel Secure_ Google as SMTP Server.pdf 587,658 p iz Jlisade) s
SwivelSecure_GoogleAsSMTPServer.pdf 1,243,219 p S
TSU Webinar_ Integration between SalesForce and TeamSupport .ics 4,844 ic MEINE I e D aTe i
Word_Template (1).docx 153,500 di~ PushNotificationCertDev.p12 3,199 pl2-file
Word_Template.doix 153,509 de
fA0e 165b-c2d8-464d-3779-a34414bd4b96 0 Fi,
. -

Selected 1 file. Total size: 3,301 bytes 2files. Total size: 6,500 bytes

After having the file at the correct folder If this isn't possible for some reason you
it would be advisable to check the can restart tomcat from the CMI,
ownership, done through the command accessible through a putty session.

line of the appliance (Putty session). The
password for this access is available for
accredited resellers only.

Swivel Maintenance (c) 2017 Tomcat Menu

Tomcat Status : Running

Port 8080 : HTTPS = True
Port 8443 : HTTPS = True
1) Stop

2) Restart

3) HTTPS

4) Certificates
5) SSL Protocols
0) Back

select: 2J
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uNIX and direct scp

The below instructions start from being at the Note: for a v3 please change the path to
folder with the certificates to access the

appliance (if needed) and sending the file Just/local/tomcat/webapps/pinsafe/ WEB-INF/
from the Downloads folder to the classes/pna_certs/

/home/admin folder of a v4 appliance:

root@SwivelSec:/home/user/Certificates# scp -i Certificate.pem
/home/user/Downloads/PushNotificationCertProd.p12 admin@[appliance ip]:/home/admin

Go to CMI (putty session) > Tools and Utilities > Command Line:

# mv /home/admin/PushNotificationCertProd.p12
/usr/local/tomcat/webapps/sentry/WEB-INF/classes/pna_certs/PushNotificationCertProd.p12

# cd /usr/local/tomcat/webapps/sentry/WEB-INF/classes/pna_certs/
After which change the ownership:
# chown swivel:swivel PushNotificationCertProd.p12

Verify the rights and ownership of the file which should be the following:
-tw-r--r-- 1 swivel swivel 3301 Sep 20 10:33 PushNotificationCertProd.pl2

And restart tomcat:

# service tomcat restart

Troubleshooting

If after the renewal Push is not working Please report to
properly please either contact your supportdesk@swivelsecure.com if you are
reseller or access the command line to not able to reproduce the above or if you
verify the ownership of the file. feel the need to share other details

regarding this procedure.
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