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Introduction

WatchGuard provides integration instructions to help our customers configure WatchGuard products to work with products created by other
organizations. If you need more information or technical support about how to configure a third-party product, see the documentation and support
resources for that product. Swivel Secure provide a two-factor authentication solution, called Sentry. Future references to the Swivel authentication

solution, will simply be referred to as Swivel Sentry.

Integration Overview

Swivel Sentry is RADIUS compatible and can be used as a RADIUS server. This document describes the steps necessary to integrate the WatchGuard
Mobile VPN, with SSL client software download process and Mobile VPN with SSL client authentication with Swivel?s Sentry two-factor authentication

solution.

This diagram shows the workflow for two-factor authentication through integration with Swivel Sentry, which is described below:
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At a high level:

1. A user initiates primary authentication to the WatchGuard Firebox.
2. The Firebox sends an authentication request to Swivel Sentry.

3. Swivel Sentry checks the password. If it is correct, it responds with a RADIUS challenge (one-time code) to the Firebox.

4. The user is prompted with a second dialog box.

5. If the user types a correct passphrase and Swivel Sentry is set to Dual Challenge On Demand, Swivel Sentry will send a dual channel message
security string message as a one-time code to the user in a specified format (SMS text message, Turing TURing image, mobile phone client

applicationapp, or email).

6. The user submits their one-time code in the second dialog box and sends a second authentication request to the Firebox.
7. Swivel Sentry authenticates the user based on the password submitted in the first authentication request and the one-time code submitted in the

second authentication request.
8. The Firebox receives the authentication results from Swivel Sentry.
9. The Firebox grants the user access. ?

Platform and Software

The hardware and software used to complete the steps outlined in this document include:
? Firebox M400 installed with Fireware v11.10.5



? Swivel Secure appliance server v2, and Swivel Sentry v.10.5.3030 installed on a Windows computer
? FreeRADIUS server 2.2.3

Configuration
Configure the RADIUS Server and NAS entry in Swivel Sentry

1. Verify that the RADIUS server has been enabled in Swivel Sentry. To do this, open the Swivel Sentry Management Console. Select RADIUS > Server
and make sure 'Server enabled' in the drop-down list is set to Yes.

RADIUS>Server «

Please enter the details for the RADIUS server.

Server enabled: Yes o
IP address:

Authentication port: 1812
Accounting port: 1813
Maximum no. sessions: 50
Session TTL: 60
Permit empty attributes: Mo
Radius Groups: Mo O

Radius Group Keyword:

Additional RADIUS logging:  Both

¥

¥

Enable debug: Mo

Apply Reset

2. From the Swivel Sentry Management Console, select RADIUS NAS.

3. In the Identifier text box, type a name for the NAS.

4. In the Hostname/IP text box, type the trusted interface IP address of your Firebox. In our example, we used 172.16.1.1, but your IP address could be
different.

5. In the Secret text box, type the shared secret to use for communication between the Firebox and RADIUS NAS.



RADIUS>NAS =
Please enter the details for any RADIUS network access fervers. A NAS is permitted to accets the
authentication services of the Swivel server via the RADIUS interface.
NAS: :
[denkifier: Wiateh Wi
HestnamaeS [P 17160,
Secret: LR
Groun: T YL . )
EAP protecal Mo =3
Authentication Mode n &
Vendor [(Grouwps): Warchgusrd S
Change PIN warming: L
Terd SEage Auth: Yes o
Allgw Dlank password a1 Stage One Mo o
Send Security String after Stage One: L
Ewen if User a3 Valia Sering: Yoz o
Checic password with nepostony: Mo I
Authenticate non-user with just password: wo 2
Usérname attribute for repositony:
Al JLEFNEThE USETRAMES; Mo o
ARvernalive username attributes
OTC timesut (ming): a
Internal IP ranges:
Send username in challengae: Mo =
Apply Pt

6. Click Apply to save changes.

Configure Swivel Sentry for Two-Factor Authentication using Email

When a user authenticates with two-factor authentication, they enter their passphrase to authenticate and are then presented with a second dialog box
to enter a one-time code. This code is used as the passphrase OTC for the second authentication. The code can be distributed through an SMS text
message, email, TURuring image, or mobile phone client applicationapp. In this example, we will configure Swivel Sentry to send the one-time code
through email.

1. From the Swivel Sentry Administration Console, select RADIUS > NAS.

2. Make sure the Two Stage Auth. drop-down list is set to Yes.
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Configure Challenge and Response Authentication

To allow challenge and response authentication through email, you must first configure Swivel Sentry for two stage authentication:



1. From the Swivel Sentry Administration Console, select Server > Dual Channel.
2. Make sure the On-demand authentication drop-down box is set to Yes.

Server>Dual Channel =«

Please select whether dual channel security string messages are delivered preemptively or on demand
at the point of authentication.

On-demand authentication: Yes 3
On=-Demand Delivery: Mo 2
Allow message request by username: Yes 2
Allow alternative usernames: No 2
Verification Mode: Standard - OTC :

Alternative username attributes:

L ]

Multiple authentications per String: Mo

Confirmation image on message request:  Yes o

In Baund OTC Rule: Mor z
Confirmation key: 1
Call/Naotification gap (s): 10

In Bound SMS Timeout [(ms): 500

Domain Allowed to get OTC:

Apply Reset

Create an Email OTC Group

A group is needed to give authentication rights to users via email. This group could be linked to AD, bu for the example, we will use local users created
in Swivel Sentry:

1. From the Swivel Sentry Management Console, select Repository > Groups.

2. In the empty fields at the bottom of the screen, type in SwivelEmailOTC as a group name.
3. Select the Dual and PINless tick boxes.

4. In the Local XML filed, type in SwivelEmailOTC as the name.

Repository>Groups =
Please enter the repository group information to be used by the Swivel server,
This includes group privileges and Active DenectoryLDAP dedinithon. For XML repository, please copy the group namie inko the definition.
Mabile
Single Dual OneTouch Cilent Admin Helpdesk PINless QATH
Mame: SwvImage
Dafinitions: D eter
Local xXML: Swivellmage

o e Sewivelhd min B o o 1 a

Dafinitions: Delete
Lochl ¥ML:  Swivellmage

Mame: SwivelEmaillTe a a
Definitions: DERE

Local XML:  SwivellmaiQTC

Mgty  Resdt  Oreup Bighti

5. Click Apply to save changes to your configuration.



Create an Email Transport Type
A transport is a method of delivering security strings or other information as one-time code. To set the Swivel Sentry transport type to email:

1. From the Swivel Sentry Management Console, select Transport > General.

2. From the Destination Attribute drop-down list, select email.

3. From the Strings Repository Group drop-down list, select SwivelEmailOTC.
4. From the Alert repository group drop-down list, select SwivelEmailOTC.

Transport>General =

Please enber the detalls for the various transports. Transparts are used to send security strings and alerts to users. To
enable one complete all the available fields.

Warning: Changing the identifier of a transpoet that is in wse will result in the loss of configuration and any queusd
MESSAGEs,

Transports: =
Identifier: SMTP
Class: com. gwiaitechnalogied. pindale. perver transpant. SmipTransport
SLANGS per Message: 1
Copy to alert transporn: MNe 2
Dastination agtribute amal =]
Strings Repositary Group: SwivelEmaiiOTC 2
Alert repository group; SwinlimilQTC 2
OneTouch repository group: ~=HQHE-~

L¥

5. Click Apply to save changes to your configuration.

Configure an SMTP Gateway
You must define an email gateway for Swivel to use.

1. From the Swivel Sentry Management Console, select Server > SMTP and configure your email gateway. In this example, the gateway is set to
smip.wgti.net but your email gateway name/IP address will be different.

Server>SMTP

Please enter the details of an SMTP relay to be used for delivering mail.

Hostname,/1P: iSmtp,wgti.net

Paort: !25

Authentication enabled; |Mo -

Username: !

Password: !

Timeout {secs): !1!]

apply Reset

2. Make sure that there is connectivity between the Swivel Sentry server appliance and the mail gateway.

Add an Authentication User in Swivel Sentry

1. From the Swivel Sentry Management Console, select Reporting > User administration.

2. Click Add user.

3. In the Username text box, type a name for the authentication user. In this example, we use the username leezy.

4. In the Email address text box, type the email address for the authentication user. In this example, we use the email address
leezy.li@watchguard.com.

5. In the PIN text box, type a number to be used as the PIN. In this example, we use 1234.

6. In the Password text box, type a password to use for this user. In this example, we use zG$t@cdc.



Username: leezy

First name: Li
Email address: leezy.li@watchguard.con

Phone number:

PIN: -
Password: R —
Expiry Date:

Custom attribute:

Disabled No

<

Server groups:
SwivelEmailoTC -~
Swivellmage

SwivelAdmin

Reseot OK  Apply Cancel

7. Make sure the SwivelEmailOTC check box is selected.

Configure the Firebox to use a RADIUS Authentication Server

In this procedure, we configure the Firebox to use RADIUS authentication. You can use Policy Manager or Fireware Web Ul. In this example, we use
Policy Manager.

1. From Policy Manager, select Setup > Authentication > Authentication Servers.

2. Select the RADIUS tab.

3. In the IP address field, type or select the IP address of the Swivel Sentry appliance.
4. In the Secret text box, type the RADIUS secret you configured on the Swivel Sentry.



¢ Authentication Servers

Firebox RADIUS | SecuriD | LDAP | Active Directary

heake sure he Server can successiully accept and process RADILS authentication
requests,

Primary Server Setings | Backup Server Settings |

[¥ Enable RADILE server

P Address: | 17216128 ﬂ
Port: | 1812
Secret |>+=H<+cm>+*

Contirm Secret: |‘”'""""“

Timieout: | Sﬁ seconds
Retries: | |
Group Aftritute: | 1=

DesdTme | 10 [mirntes ¥ |

| ox | caneal | new

5. Click OK.

Configure Users and Groups on the Firebox

1. From Policy Manager, select Setup > Authentication User/Group.
2. From here, you can add users or groups to match those defined on your RADIUS server or use the default SSLVPN-Users group for authentication.



7. Authorized Users and Groups B

Defing wsers and groups o use in policies and sliases. Make sure fhe user or group name you add
matches m user or group alrendy configured on your suthentication server.

Mo IT‘mﬂ |mmmm5m IDewuﬁm [ B,
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Configure Mobile VPN with SSL on the Firebox

1. From Policy Manager, select VPN > Mobile VPN > SSL.
2. Select the Activate Mobile VPN with SSL check box.

3. From the Firebox IP Addresses drop-down list, select the IP address or domain name to which Mobile VPN clients will connect.
4. Configure the Networking and IP Address Pool information to meet your network needs.



Wihen you activale Mobils VPN with S5 the “SSUVPN.Users® group and the “WalchGuard SELYPNT polty ana
creabad bo allow Mobds VPN with 551 connections from ths internel ta the external intertace.

¥ Bctivabe Moblie WPH with 551

Gereral |Mmm|mm[
Firobon IP Addresees
Type or ssiect o Firebio: I sckdoess 0r comsin name for SSLVER users i0 conrct 1o,
Primary: [ 10.138.117 54 | Bache =]

Hetworking and IF Address Pool

Chiooze 1 medhod the Fireboo: uses fo Serd raiic through the YN bunnel. Select Bridge WPH traffic
By weand 10 Bxricie the Liger B0 o netanork woul specily. Smect Route VIPH Traffic if you 'wark Bhe
[Firibaaie: b Foae WFN Iradfc 10 Spebified networks o risourcss,

[Roi.ﬂd WP traffic EI

™ Force all cliont traffic through unnel

0+ Alorwy access o o Trusted, Opbional, snd Custom nstworks
(™ Specity sbrwed resounces

I [ 2 i R i

Wirbual P Adidrass Pool

Enler & subnet thal is not used by compbers locally cornecied fo the Finebox. Your Firebo
allcrays 55 Mods PN with SEL user(s).

[19z.168.013 004

g | concel | b |

5. On the Authentication tab, select the RADIUS server.
6. We recommend that you enable the Force users to authenticate after a connection is lost check box, but it is not required.



Wihen you activale Mobils VPN with S5 the “SSUVPN.Users® group and the “WalchGuard SELYPNT polty ana
creabad bo allow Mobds VPN with 551 connections from ths internel ta the external intertace.

I+ Bctivabe Moble VPN with S5
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7. Click OK.

When Mobile VPN with SSL is enabled, an SSLVPN-Users user group and a WatchGuard SSLVPN policy are automatically created in your Firebox

configuration to allow SSL VPN connections from the Internet to the external interface of your Firebox. You can use these groups or create new groups
to match the user group names defined on the authentication server.

Download Mobile VPN with SSL Software with Swivel Sentry

1. From the web browser of a client computer, open the Mobile VPN with SSL client software download page on the WatchGuard Firebox. The URL for
this page follows this pattern: https://<device interface IP address>:4100/sslvpn.html The initial authentication page looks like this:

Username: |leezy

’ -
@atchG uard Password: [sessesss

Danain: IR&DIUS ;_l

Login Roset I

2. After you click Login, you will receive an email that contains a one-time code. The email should include content similar to this:
Swivel One Time Code

637485
3. When prompted, enter the Swivel Sentry One Time Code. In our example the one-time code to enter is 637485.




' 4 lpgzy:One-Thme Cod
|®atchGuar’d —_—
Apply Reset

4. When authentication is successful, you will see the Mobile VPN with SSL client software download page and you can select the client software for
your computer operating system. For more information, see Fireware Help.
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Mobile VPN with SSL Client Authentication

After you download and install the Mobile VPN with SSL client on your computer, you can use the same authentication process to connect to the Firebox
with the SSL VPN client.

WatchGuard Mohile ¥PN with 551 | x| |

WatchGuard

Firebox SSL

Server: |10.138.117.54 =

User name: ||¢¢ zy

Password: iﬂﬂﬂ*ﬂ
Iv Automatically reconnect

Connect Cancel |

Version 11.10.0 [Build 46831 4]




WatchGuard Mobile ¥PN with SSL Ed

leezy  One-Time Code

| ******l

Troubleshooting
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