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1 Authentication Manager



2 SAML based Authentication

Swivel Secure is developing a new SAML integration provides a new range of capabilities that optimise the application of Swivel Authentication for
accessing Cloud Applications.

This is now part of version 4 of the Swivel authentication platform, renamed as "Sentry". For more information, please see Sentry User Guide.
These capabilities include

1. Adaptive, Risk-based authentication: Enforcing the appropriate level of authentication depending on various risk factors

2. Single-Sign-On across multiple cloud applications

The mechanism behind these capabilities is a points system. Points are awarded to a user for successful authentication but also for other factors such
as their IP address, the time of day etc etc.

The number of points awarded for different forms of authentication can be varies as can the number of points required to access each service or
application.

This means a completely customised and optimised authentication system can be deployed.



3 Prerequisites
Swivel Version 3.10.3 or later

Swivel Authentication software (Product in development and not yet available)



4 Configuring the Swivel server
4.1 Configuring the Swivel Agent

On the Swivel Administration console configure the Swivel Agent, see Agents How to Guide. By default there is a local Agent, and if the Authentication
manager and Swivel are on the server it can use this.

4.1.1 Enabling Session creation with username

To allow the TURing image, Pinpad and other single channel images, under Server/Single Channel set Allow session request by username to Yes.

4.2 Configuring the Admin login

An Administrator account is required to login who is a member of the PINsafeAdministrators group, or group as defined below.



5 Authentication Manager Installation on a Swivel Appliance

The software comes as a web-archive (.war) file called swivelauthenticationmanager.war. Using WinSCP or similar copy the
swivelauthenticationmanager.war file to /usr/local/tomcat/webapps2 folder.

This should automatically create the following folders:
/usr/local/tomcat/swivelauthenticationmanager

/home/swivel/.swivel/db/SwivelAuthenticationManagerDB

5.1 Configuring the Swivel Authentication Settings
Edit the settings.properties file in
/usr/local/tomcat/swivelauthenticationmanager/classes/settings.properties

The following values should be set for a Swivel hardware or virtual appliance:

pinsafessl=false

pinsafeserver=localhost

pinsafecontext=pinsafe

pinsafesecret=secret

pinsafeport=8181

imagessl=true

imageserver=Swivel_ DNS_Public_Name
imagecontext=proxy

imageport=8443

selfsigned=true

certificateIssuer=SAML_SP

encryptionType=DSA
publicKeyFilePath=/keys/pinsafe/ssl/dsapubkey.der
privateKeyFilePath=/keys/pinsafe/ssl/dsaprivkey.der
certificateFilePath=/keys/pinsafe/ssl/dsacert.pem
administrationGroup=PINsafeAdministrators
timeoutPolling=60000

Note: Sentry's administrationGroup by default is set to Swivel Admin, after a migration this group must match the admin group set in the core, which by
default was PINsafeAdministrators.
After saving the settings restart Tomcat, such as through the CMI

If you have changed the shared-secret for the local agent on the Swivel core server you need to set the secret on the authentication manager
to match.

pinsafessl=false True/False, Comunication with the Swivel core, using SSL or not
pinsafeserver=localhost Comunication with the Swivel core, localhost if installed on the same server
pinsafecontext=pinsafe Comunication with the Swivel core, the Swivel installation name
pinsafesecret=secret Comunication with the Swivel core, the shared secret defined on the core
pinsafeport=8181 Comunication with the Swivel core, port used for communication, 8181 for the proxy
imagessl=true True/False Comunication with the Swivel core, using SSL for images

imageserver=Swivel_DNS_Public_Name Comunication with the Swivel core, The IP addrss used for Swivel images and usually publicly available
through the Swivel proxy

imagecontext=proxy Comunication with the Swivel core, for obtaining authentication images, use proxy for an appliance
imageport=8443 Comunication with the Swivel core, for obtaining authentication images, use 8443 for an appliance

selfsigned=true True/False Comunication with the Swivel core, for obtaining authentication images, True to allow self signed certificates
certificatelssuer=SAML_SP

encryptionType=DSA

publicKeyFilePath=/keys/pinsafe/ssl/dsapubkey.der

privateKeyFilePath=/keys/pinsafe/ssl/dsaprivkey.der

certificateFilePath=/keys/pinsafe/ssl/dsacert.pem

administrationGroup=PINsafeAdministrators

timeoutPolling=60000

5.1.1 Additional settings

federatedIDAttribute=email The Federated ID Attribute can be defined, if it is not specified, it defaults to email.



5.2 Key and Certificate generation

Key and Certificate Generation

5.3 Swivel Authentication Manager Login
Using a web browser connect to the Swivel Authentication Manager:
https://IP_or_Hostname:8443/swivelauthenticationmanager

Login with a user who is a member of the administrationGroup on the Swivel server, the default value for this is
administrationGroup=PINsafeAdministrators, which is the default Swivel Administrators group.

Adinistrative login can also be restricted by IP source, see Filter IP How to Guide.
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Swivel Authentication
Manager Login

Username:
Password:

OTC:

© 2014 Swivel Secure. All rights reserved Version: 1.0.1827
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Swivel Auth
Manager Lo

Username:
admin

Password:

A succesful login should load the Swivel Authentication manager default page:
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5.4 Integration

Integration of SAML-enabled services and applications will depend in detail on the applications themselves. However on the Authentication Manager
side of the integration you need to

1) Give the service provider a name.

2) State the number of points required before the user can gain access.

3) The IP addess or host name of the cloud service, specically the SAML2.0 Endpoint for the service
4) The cloud servive URN, this will be part of the SAML Assertion that the cloud service will send

If required the Authentication Manager's metadata can be generated by using the Generate IdP metadata function.

5.5 Authentication Methods



B AR Authentication Methods

k Applications

b Users
Description Score When Successful
b Authentication Methods

b Generate ldp metadata Turing 50
¥ Logging Configuration lUsername and Passwaord 20
F View Log

Soft Token 100

In order for a user to be allowed access to the cloud applications they must attain a significant number of points. Points can be attained by "rules" or by
successfully authenticating to the Authentication Manager

The number of points awarded for each for of authentication is defined on the Authentication Methods Screen.

5.6 Rules



b Type Rules RUIES

b Applications

b Users
1D Type Rule
k Authentication Methods
b Generate ldp metadata 0 IP Range View
b Logging Configuration 1 Time Range T
b View Log
2 Certificate View
3 Group Membership WView

Rules are the means by which the system administrator can take into account a number of risk factors into account when deciding how a user should
authenticate. The admin specifies the rule and then how many points the user is awarded (or penalised) should the rule be true for that user.

e IP Range Rules

b Applications

b Users
Description Score When Valid
b Authentication Methods

b Generate |dp metadata Internal Metwoark 50 # Edi
¢ Eaggng Conbgiustion Regional Office 20 # Edi
b View Log

For example a user accessing from the local office network may be deemed to be less risky than from other IP addresses and therefore a rule may be
defined that awards 50 points to a user that is accessing from the office.
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Type Rules

Applications
Users
Authentication Methods Description: Internal Network
Generate |dp metadata
Logging Configuration Score when valid: 50
Wiew Log
IP range 192 168.0.0/24

New Rules are being made avaialable all the time. The current list of rules includes

5.6.1 IP address

If the user's IP address falls within a given range or ranges (since June 2014)

5.6.2 Time of Day

Points awarded (or subtracted) if the authentication takes place within a given time period (since June 2014)

5.6.3 X509 Certificate

Points awarded if the user has a valid X509 client installed on their computer (since July 2014)

5.6.4 Group Membership

Points awarded (or subtracted) if the user is a member of a defined group (eg Active Directory group) of users (since Sept 2014)

5.6.5 Known IP Address

Points awarded to a user if they are authenticating from an IP address from which they have previously successfully authenticated from (Due Dec 2014)

5.6.6 Location (Geo-IP)

Points awarded (or subtracted) based on a user's location as derived from their IP address(Due Q1 2015)

5.7 Users

Shows users who have made a log in displaying the following information:

11



Username
Points
Federated ID
IP
Applications

5.8 Logging
5.8.1 Logging Configuration
Log Level: default TRACE, options TRACE, DEBUG, ERROR, WARN, FATAL, The level to log, logs everything below the selected list

5.8.2 View Log

This Displays the Swivel Authentication manager login

Events Per Page: default 10, The number of events to display per page

Page Number: default 1, The page number of logs to display

Log Level: default TRACE, options TRACE, DEBUG, ERROR, WARN, FATAL, The log level to show, displays everything below the selected list

Ascending Date Order: default not ticked, Show as Ascending or descending date

5.9 Logging Out
The Authentiation manager will remember a users session for a period of time, not requiring them to login, unless a logout option has been enabled. For

testing purposes it is useful to logout when the option is not available, and this can be done by deleting cookies, or some browsers such as firefox allow
individual cookies to be deleted or removing them form the file system. The cookie name is usually that of the Authentication Manager URL.

12



6 Testing

13



7 Known Issues
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8 Troubleshooting
Check the Authentication Manager logs, the Swivel Administration Console logs and the Tomcat logs for any error messages

Swivel appliances /var/log/tomcat/catalina.out

No Username entered, or the application does not have permission. Check the logs.

15
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the power of knowing

Swivel Authentication
Manager Login

Access Denied

Username:

Password:

OTC:

Refresh Image

Administrative User cannot login

This is usualy the admin user and by default on the Swivel core, they must be a member of the Swivel Repository Group PINsafeAdministrators, unless
a different setting is configured in the settings.properties file, the default is: administrationGroup=PINsafeAdministrators. If it is different the Swivel core

16



will show a successful authentication, but the Authentication Manager fails due to the incorrect group.
Sample Swivel core login information
Primary:Read user: admin.
Searching encryption key for the IP: 192.168.12.110, agent name found: Primary
Primary:Login successful for user: admin.

Pimary:Processing user admin as channel SINGLE

8.1 Error Messages
Authentication failed for username:

The login attempt failed for the user

Cannot find application for URN:

The application is not configured for authentication, check the Application settings. The URN is supplied to the Authentication manager, and check
against the configured applications to find a matching Entity ID. To have the rule match a particular application set the Entity ID to the URN.

No LoggedUser in session, directing to username page

The user has not logged in so is directed to the authentication page.

Error XBMOH: Directory /home/swivel/SwivelAuthenticationManagerDB cannot be created.
java.lang.OutOfMemoryError: PermGen space
"ActiveMQ ShutdownHook" java.lang.OutOfMemoryError: PermGen space

These errors have been seen when there has not been enough memory available to run the Swivel Authentication Manager. See Heap Space Memory
Management How to guide.

17



9 Google Apps Integration
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10 Using Swivel for Google Apps Authentication

GoogleApps is a Software-as-a-Service approach to email, calendars and online document sharing. Swivel can provide Two Factor authentication with
SMS, Token, Mobile Phone Client and strong Single Channel Authentication TURing, Pinpad or in the Taskbar using RADIUS.

Organisations can configure their GoogleApps domain to use single-sign-on (SSO), all users in the domain are required to use the Swivel
authentication, although with the Authentication Manager it is possible for Swivel to log users in to other applications. This means that rather than supply
GoogleApps with a username/password, you configure GoogleApps to refer to an authentication portal to authenticate the user. The portal collects and
checks the users credentials and passes back the result of the authentication to GoogleApps.

This document describes how Swivel can be configured to act as the authentication portal for GoogleApps.

19



11 Prerequisites
Swivel authentication platform 3.x

Google account

The authentication page must be placed in a location that can be accessed through the internet, usually by using a NAT to a Swivel virtual or hardware
appliance.

Swivel Google Authentication Portal.

20



12 Google SSO

The diagram below is taken from Google Apps reference site

When a user attempts to access a Google Apps application Google Apps will look for the presence of a cookie that indicates that the user is an
authenticated user. If that cookie is not present the user is redirected to the Partner (Identity Provider) Site.

That redirect will include a SAML request. The request includes the url of the Google Apps ACS (Assertion Consumer Service). This is the Google Apps
Service that controls access to Google Apps

SAMLTransaction Steps

Google Partner
(service provider) {identity provider)

Usertries to reach
hosted Google

— START
licat
application 'HERE
Soogle
2 | generates
7 aAML Browser

Google redirects
recu est 3 | brawser to 530 URL

\ Browser redirects
3 ) to 550 LURL
. \\_‘ Fartner parses
4 3AML request,
— authenticates
user

Fartner
5 | generates
SAMNL

reSponse
Partner returns encoded

SAML response to

Browser sends browser 6
SAML response to i /
ACS URL ACS URL 6
verifies
SAML
response Useris logged in to

Soogle application

?\

The Identity Provider (IdP) authenticates the user. If the authentication is successful it creates a SAML response and posts that response to the url of
the Google Apps ACS that it was passed in the SAML request. The ACS then allows the user access as appropriate.
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13 Swivel and Google Apps

Swivel has its own XML-based API that it uses for authentication. There is now an external Swivel application that can interpret the inbound SAML
request, carry out a standard Swivel authentication via Agent-XML and then post the associated SAML response.

Inbound http-post with SAML Request

¥

Authentication Form FINsafe
redentials IdP

e

User [*

]
Fostto Google ACS with SAML REesponse
Agent- XML

SAML
Kesponse

FINsafe
‘

Google
ACS

This application needs to be publicly accessible so that users can authenticate to it, it also needs to be configured as an agent on a Swivel server. More
detailed configuration information appears later in this document.
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14 User Experience

The user opens a browser and accesses googleApps e.g. http:/mail.google.com/a/swivelsecure.net this is then redirected in a new URL includes the
encrypted SAML request.

What the user sees is a login page familiar to Swivel users. This page can be modified depending on the form of Swivel authentication required. The
user authenticates to this form in the same way as any other Swivel authentication form.

Swivel login page

O KNOWINGg

Username:
Password:

OTC:

Dual Channel Authentication

23
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the power of knowing

Username:

user@domain.com

Password:

OTC:

Single Channel Authentication

24




SWIVEL

the power of knowing

o

Username:

user(@domain.com

Password:

OTC:

After the user has submitted the correct credentials, the browser is redirected to the GoogleApps ACS page and then again to the user's landing page.
The user is now authenticated and can access any of their GoogleApps.

25
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15 Install the Swivel Google software

This is usually deployed on the Swivel server, but may be deployed within a Java container such as Apache Tomcat on another server. In HA
deployments with multiple Swivel instances, the Software can be deployed in each instance.

Swivel virtual or hardware appliances: Use WinSCP to copy the AuthenticationPortal-google.war file to /usr/local/tomcat/webapps2

Software installs and older virtual or hardware appliances: copy the AuthenticationPortal-google.war file to the webapps folder of the Apache Tomcat
installation.

The google software should create a AuthenticationPortal-google folder.
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16 Create private keys and certificates

Communication between Google and the Swivel instance is secure through the use of certificates.

16.1 Creating DSA Private Key

DSA key generation involves two steps, and can be done through the command line on a Swivel virtual or hardware appliance:

1.

openssl dsaparam -out dsaparam.pem 2048

2.

openssl gendsa -out dsaprivkey.pem dsaparam.pem

The first step creates a DSA parameter file, dsaparam.pem, which in this case instructs OpenSSL to create a 2048-bit key in Step 2. The dsaparam.pem
file is not itself a key, and can be discarded after the public and private keys are created. The second step actually creates the private key in the file
dsaprivkey.pem which should be kept secret.

Export the key into a DER (binary) format. You can do so with the following steps:

1.

openssl dsa -in dsaprivkey.pem -outform DER -pubout -out dsapubkey.der

2.

openssl pkcs8 -topk8 -inform PEM -outform DER -in dsaprivkey.pem -out dsaprivkey.der -nocrypt

Step 1 extracts the public key into a DER format. Step 2 converts the private key into the pkcs8 and DER format. Once you've done this, you can use
this public (dsapubkey.der) and private (dsaprivkey.der) key pair.

16.2 Creating a Certificate

Once you have your key pair, it's easy to create an X.509 certificate. The certificate holds the corresponding public key, along with some metadata
relating to the organization that created the certificate. Follow this step to create a self-signed certificate from either an RSA or DSA private key:

openssl req -new -x509 -key dsaprivkey.pem -out dsacert.pem
After you answer a number of questions, the certificate will be created and saved as dsacert.pem.
The created keys, dsapubkey.der and dsapubkey.der need to be copied to the keys folder or wherever specified within settings.xml

The dsacert.pem certificate needs to be uploaded to the GoogleApps server.
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17 Configure the Google Swivel install

Edit the AuthenticationPortal-google\WEB-INF\settings.xml file.

pinsafessl default: false - To use SSL communications on the pinsafeport set this to TRUE, to use without SSL set this to False.
pinsafeserver default: adouglas.swivelsecure.net - The hostname or IP address of the Swivel server.

pinsafecontext default: pinsafe - The installation name of the Swivel application.

pinsafesecret default: secret - The shared secret configured on the Swivel server.

pinsafeport default: 8080 - The communication port for the Swivel server.

imagessl default: false - To use SSL communications on the imageserver port set this to TRUE, to use without SSL set this to False.

imageserver default: adouglas.swivelsecure.net - The hostname or IP address used for retrieving images from the Swivel server. This must be
contactable from the internet.

imagecontext default: pinsafe - The Swivel installation name used for retrieving images from the Swivel server. For virtual or hardware appliances this
is usually proxy. For Software installations this is usually pinsafe.

imageport default: 8080 - The port used for retrieving images from the Swivel server. For virtual or hardware appliances this is usually 8443. For a
software only install see Software Only Installation.

selfsigned default: true - To use SSL communications on the imageserver port with a self signed or invalid certificate set this to TRUE, to use without
only the correct SSL certificate set this to False.

certificatelssuer default: SwivelSecure
publicKeyFilePath default: /keys/pinsafe/robssl/dsapubkey.der
privateKeyFilePath default: /keys/pinsafe/robssl/dsaprivkey.der

certificateFilePath default: /keys/pinsafe/robssl/dsacert.pem
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18 Writing the configuration data

From a web browser run the following:

For a virtual or hardware appliance
https://Swivel_google_server:8443/AuthenticationPortal-google/configuration.jsp

For a software only install see Software Only Installation

Click on the Generate ldp Metadata button.

The ldp WS-Metadata button is provided for future enhancements and is not currently used.
This will then generate Metadata files.

Example:

Swivel Virtual Appliance or hardware Appliance:

Metadata successfully written to /usr/local/tomcat/webapps2/AuthenticationPortal-google/generatedldPMetadata.xml
Software installation:

Metadata successfully written to C:\Program Files (x86)\Apache Software Foundation\Tomcat
6.0\webapps\AuthenticationPortal-google\generatedldPMetadata.xml

18.1 Configuring Swivel for Agent XML Authentication

The IdP is usually deployed on the Swivel hardware or virutal appliance, and a default localhost Agent is usually pre-configured. To make any changes
to this see Agents How to Guide

18.2 Configuring Swivel for Single Channel Images
If Swivel Single Channel images are to be used for authentication, then the following guide can be used.

Single Channel How To Guide

18.3 Configuring Swivel for Dual Channel Authentication
If Swivel Dual Channel authentication methods are to be used, refer to the following guide:

Transport Configuration
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19 Configuring Google Apps to use the Swivel IdP
To set GoogleApps to use the Swivel IdP you need to configure the service from the Google Apps admin console.

The settings are under: Security, Advanced settings -> Set up single sign-on (SSO).

Set up single sign-on (SS0)

To set up 350, please provide the information below. S50 Reference

¥| Enable Single Sign-on

Sign-in page URL *
http://demo.swivelsecure.com/idp/pinsafeldp.jsp URL for signing in to your system and Google Apps

Sign-out page URL *
http://demo.swivelsecure com/idp/pinsafeldp jsp URL to redirect users to when they sign out

Change password URL *

http://demo.swivelsecure.com/idp/pinsafeldp.jsp URL to let users change their password in your system

Verification certificate *
A certificate file has been uploaded-Replace certificate

The cerifi

b Fl o oyt e b i
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You need to enter the public IP address of the Swivel IdP, including the port number and upload the certificate generated in the previous section.

You will need to include the port numbers of the Idp unless you have configured the virtual or hardware appliance firewall (see How to run
PINsafe on non-default ports) to map port 80 to the port the Idp is listening on

The dsacert.pem certificate needs to be uploaded to the GoogleApps server. If the existing certificate is being replaced and clicking to Replace
certificate is not working, try in Chrome or Safari web browsers.

31



20 Testing

Browse to the Swivel Google login page to check that it is working:
Swivel virtual or hardware appliance install: https://swivel_appliance:8443/AuthenticationPortal-google/identity_provider.jsp
For a software only install see Software Only Installation

If these work then browse to the google login page, the browser should be directed to a sign-in page. This page is the Swivel IdP. The url is something
like:

http://<idp IP address>/pinsafeldp.jsp?SAMLRequest=fVLJTsMwELQj8Q%2BW79kqKiGrCSpFiEosEQOcuDnOpHXXEjxOA3%2BPm
4KAA72%2BmXnLzMwu3rUiO3AorclpFgeUgBG2kWad06fqOjgnF8XpyQy5Vh2b935jHuGtBY%2FQKTBpkYyGnvTPMcpTIDNeAzAu2mt
%2Fdskmcss5Zb4VVICyvemagbjkvV1FKDsOZVSWi0tju1r7foRnMiTVivBKwpef62NdnbWiL2sDToufEBSrM0SqdRNgmyKUvP2dn0h
ZLyS%2BISmkOCY7bgQx0Oym60qo%2FJhVYOEOIMAuUw%2FdOV1bu1YQC6v38iVHILsAt1whUDJHBOeDwYU12GtwK3A7KeDp8TanG%2B
87ZEkyDEP8Q5PwWBIfAEeZF7yA24BMukBbijftkY0f1a7PEA%2FNsALX4kZskvqulrbvs4y6vSKik%2ByFwpOywccB%2ByeNeHKN{Wae
7%2FV8VibERKE7VjK%2BsNdiBkG65HSVIcVP8%2BSHibTw%3D%3D&RelayState=https%3A%2F %2Fwww.google.com%2Fa%2F
swivelsecure.net%2FServiceLogin%3Fservice%3Dmail%26passive%3Dtrue%26rm%3Dfalse%26continue%3Dhttp%253A
%252F%252Fmail.google.com%252Fa%252F swivelsecure.net%252F %26bsv%3D1eic6yu90ady3%26Itmpl%3Ddefault%26ltmplcache%3D2
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21 Troubleshooting
Check the Swivel logs.
The Tomcat catalina.out file will display error messages relating to creation of the Meta Data.

Virtual or hardware appliance : /var/logs/tomcat/catalina.out

21.1 Error Messages
This account cannot be accessed because the login credentials could not be verified.
We are unable to process your request at this time, please try again later.

The certificates, address or ports may be incorrect.

Login Failed: Invalid user.

Verify the username used is present on the Swivel instance. Check the Swivel logs for failed authentications.
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22 Google Docs Integration

See Google Apps Integration
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23 Huddle

WORK IN PROGRESS PLEASE CONTACT SWIVEL IF YOU REQUIRE THIS INTEGRATION
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24 Overview

Huddle is a content management and enterprise collaboration in the cloud. This document outlines how to add Swivel Two factor and strong
authentication. When a user browses to their huddle account example: https://swivelsecure.huddle.net/ they are redirected to the Swivel login page for
authentication.
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25 Prerequisites
Swivel authentication platform 3.x
Huddle account

The authentication page must be placed in a location that can be accessed through the internet, usually by using a NAT to a Swivel appliance.

25.1 Downloads

AuthenticationPortal-huddle.war software
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26 Baseline
(The version tested with)

Swivel authentication platform 3.9.5
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27 Architecture
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28 Installation

28.1 Configure The Swivel Server
Configure a Swivel Agent (For standard XML Authentication)
1. On the Swivel Management Console select Server/Agent

2. Enter a name for the Agent

3. Enter the Exchange IP address

4. Enter the shared secret used above on the Exchange Filter

5. Click on Apply to save changes

Agents: MName: |Im:a|
Hostname/IP: [127.0.0.1
Shared secret: Iii.iiii.i.i.ii.i.iiri.
Group: | —ANY-— j
Authentication Modes: |.+'-1LL j
Name: s
Hostname/IP: l192.168.1.1
Shared secret: Iliilililillilililliiii
Group: | —ANY-— j
Authentication Modes: |f'—‘aLL j

Delete |

Delete |

Configure Single Channel Access
1. On the Swivel Management Console select Server/Single Channel

2. Ensure ?Allow session request by username? is set to YES
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Server>Single Channel @

Please specify how single channel security strings are deliverad.

Image file: |tL|ring xml j

=
o
1

Rotate letters:

i

[3:]

ul
4

Allow session request by username:

-

o

w
1

Only use one font per image:

=)
4

Jiggle characters within slot:

Add blank trailer frame to animated images:

Text Alpha Value: ISD—
Mumber of complete display cycles per image: |1|:|_
Inter-frame delay (1/100s): Ir
Image Rendering: m
Multiple AUthentications per String: Mo =
Generate animated images: No =

FRandom glyph order when animating:

I

MNo. Characters Visible:

Apply Reset |

28.2 Using additional attributes for authentication

When using additional attributes for authentication see User Attributes How To

28.3 Install the Swivel Huddle software

This is usually deployed on the Swivel server, but may be deployed within a Java container such as Apache Tomcat on another server. In HA
deployments with multiple Swivel instances, the Software can be deployed in each instance.

Swivel appliances: Use WinSCP to copy the AuthenticationPortal-huddle.war file to /usr/local/tomcat/webapps2
Software installs and older appliances: copy the AuthenticationPortal-huddle.war file to the webapps folder of the Apache Tomcat installation.

The huddle software should create a AuthenticationPortal-huddle folder.



28.4 Create private keys and certificates

Communication between Huddle and the Swivel instance is secure through the use of certificates.

28.4.1 Creating DSA Private Key
DSA key generation is given below, and can be done through the command line on a Swivel appliance:

1. Create a DSA parameter file, dsaparam.pem, which in this case instructs OpenSSL to create a 1024-bit key. The dsaparam.pem file is not itself a key,
and can be discarded after the public and private keys are created.

openssl dsaparam -out dsaparam.pem 1024
2. create a private key in the file dsaprivkey.pem which should be kept secret.
openssl gendsa -out dsaprivkey.pem dsaparam.pem

3. Export the key into a DER (binary) format.

openssl dsa -in dsaprivkey.pem -outform DER -pubout -out dsapubkey.der

4. Convert the private key into the pkcs8 and DER format. Once you've done this, you can use this public (dsapubkey.der) and private (dsaprivkey.der)
key pair.

openssl pkcs8 -topk8 -inform PEM -outform DER -in dsaprivkey.pem -out dsaprivkey.der -nocrypt

28.4.2 Creating a Certificate

Once you have your key pair, it's easy to create an X.509 certificate. The certificate holds the corresponding public key, along with some metadata
relating to the organization that created the certificate. Follow this step to create a self-signed certificate from either an RSA or DSA private key:

openssl req -new -x509 -key dsaprivkey.pem -out dsacert.pem

After you answer a number of questions, the certificate will be created and saved as dsacert.pem. The created keys, dsapubkey.der and dsapubkey.der
need to be copied to the keys folder or wherever specified within settings.xml

The dsacert.pem certificate needs to be sent to the Huddle team, see below.

28.5 Configure the Huddle Swivel install

Edit the AuthenticationPortal-huddie\WEB-INF\settings.xml file.

pinsafessl default: false, To use SSL communications on the pinsafeport set this to TRUE, to use without SSL set this to False.
pinsafeserver default: adouglas.swivelsecure.net, The hostname or IP address of the Swivel server.

pinsafecontext default: pinsafe, The installation name of the Swivel application.

pinsafesecret default: secret, The shared secret configured on the Swivel server.

pinsafeport default: 8080, The communication port for the Swivel server.

imagessl default: false, To use SSL communications on the imageserver port set this to TRUE, to use without SSL set this to False.

imageserver default: adouglas.swivelsecure.net, The hostname or IP address used for retrieving images from the Swivel server. This must be
contactable from the internet.

imagecontext default: pinsafe, The Swivel installation name used for retrieving images from the Swivel server. For appliances this is usually proxy. For
Software installations this is usually pinsafe.

imageport default: 8080, The port used for retrieving images from the Swivel server. For appliances this is usually 8443. For a software only install see
Software Only Installation.

selfsigned default: true, To use SSL communications on the imageserver port with a self signed or invalid certificate set this to TRUE, to use without
only the correct SSL certificate set this to False.

certificatelssuer default: SwivelSecure,
publicKeyFilePath default: /keys/pinsafe/robssl/dsapubkey.der,
privateKeyFilePath default: /keys/pinsafe/robssl/dsaprivkey.der,

certificateFilePath default: /keys/pinsafe/robssl/dsacert.pem,

28.6 Writing the configuration data

From a web browser run the following:

For an appliance
https://Swivel_huddle_server:8443/AuthenticationPortal-huddle/configuration.jsp
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For a software only install see Software Only Installation

Click on the Generate ldp Metadata button.

The Idp WS-Metadata button is provided for future use.

This will then generate Metadata files.

Example:

Appliance:

Metadata successfully written to /usr/local/tomcat/webapps2/AuthenticationPortal-huddle/generatedldPMetadata.xml
Software installation:

Metadata successfully written to C:\Program Files (x86)\Apache Software Foundation\Tomcat
6.0\webapps\AuthenticationPortal-huddle\generatedldPMetadata.xml

28.7 Huddle Integration
Send the following files to the Huddle team sales@huddle.com together with the company name:
dsacert.pem

generatedldPMetadata.xml

28.8 Additional Installation Options
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29 Testing the Installation
Browse to the Swivel huddle login page to check it is working:
Swivel appliance install: https://swivel_appliance:8443/AuthenticationPortal-huddle/identity_provider.jsp

For a software only install see Software Only Installation

Swivel login page

) SWIVEL

Lllﬂ'.- \‘lr-'l..l'a L -. ll Irl‘l

Username:
Password:

OTC:

Dual Channel Authentication
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i SWIVEL

the power of knowing

Username:

user@domain.com

Password:

OTC:

Single Channel Authentication
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SWIVEL

the power of knowing

o

Username:

user(@domain.com

Password:

OTC:

If these work then browse to the huddle login page which should redirect to the Swivel authentication page to give a login. Example:
https://swivelsecure.huddle.net/
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30 Uninstalling the Swivel Integration
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31 Troubleshooting
Check the Swivel logs.
The Tomcat catalina.out file will display error messages relating to creation of the Meta Data.

Appliance : /var/logs/ctomcat/catalina.out
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32 Known Issues and Limitations
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33 Additional Information

For assistance in the Swivel installation and configuration please firstly contact your reseller and then email Swivel Secure support at
support@swivelsecure.com.
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34 Oracle WebLogic
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35 Overview

This document outlines the integration of Oracle WebLogic with Swivel using SAML with Swivel as an Identity Provider (IdP). It assumes that the Identity
Provider and SAMLSwivelDemo app are installed on the same Swivel appliance.

Swivel can provide Two Factor authentication with SMS, Token, Mobile Phone Client and strong Single Channel Authentication TURing, Pinpad or in the
Taskbar.

To use the Single Channel Image such as the TURing Image, the Swivel server must be made accessible. The client requests the images from the

Swivel server, and is usually configured using a NAT (Network Address Translation), often with a proxy server. The Swivel virtual appliance or
hardware appliance is configured with a proxy port to allow an additional layer of protection.
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36 Prerequisites

Oracle WebLogic

Swivel 3.9 onwards

Swivel AuthenticationPortal.zip. The file containing the IdP and login page to authenticate using Swivel.

Swivel SAMLSwivelDemo.zip. A simple app which sits on the service provider server to demonstrate how a user needs to be authenticated.
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37 Baseline
Swivel 3.9, 3.10
Oracle WebLogic 12.1.1
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38 Architecture

Swivel is configured as an Identity Provider, see the following Oracle Documentation.
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39 Installation

To implement the solution there are several steps:

¢ Setup up the Identity Provider (IdP) (Authentication Portal)

* Generate the IdP metadata (which is used to create the relationship between the IdP and Service Provider).
¢ Setup the service provider (the federation service and its association with the Idp)

¢ Create a user within PINsafe and Weblogic

e Install the demonstration application

e Test the solution

39.1 Swivel Integration Configuration
39.1.1 Configuring Swivel for Agent XML Authentication

The IdP is usually deployed on the Swivel hardware or virtual appliance, and a default localhost Agent is usually pre-configured. To make any changes
to this see Agents How to Guide

39.1.2 Configuring Swivel for Single Channel Images
If Swivel Single Channel images are to be used for authentication, then the following guide can be used.

Single Channel How To Guide

39.1.3 Configuring Swivel for Dual Channel Authentication
If Swivel Dual Channel authentication methods are to be used, refer to the following guide:

Transport Configuration

39.2 Configuring the Swivel Authentication Portal

Download and extract the AuthenticationPortal.war file from the AuthenticationPortal.zip and copy this file using WinSCP to /usr/local/tomcat/webapps2
where a a folder called AuthenticationPortal should appear.

Within the AuthenticationPortal folder, there will be folder called WEB-INF, with the settings.xml file (/usr/local/tomcat/webapps2/WEB-INF/settings.xml).
Right click settings.xml and either Edit the file or Open in another editor such as Notepad++.

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<entry key="pinsafessl">false</entry>

<entry key="pinsafeserver">localhost</entry>

<entry key="pinsafecontext">pinsafe</entry>

<entry key="pinsafesecret">secret</entry>

<entry key="pinsafeport">8080</entry>

<entry key="imagessl">false</entry>

<entry key="imageserver">localhost</entry>

<entry key="imagecontext">pinsafe</entry>

<entry key="imageport">8080</entry>

<entry key="selfsigned">true</entry>

<entry key="serviceProviderEndpointURL">https://login.salesforce.com/?saml=02HKiPoin4nQspKPHoScmudQmsKtM.gRKNViSBCMhO5IC52m5VptCNwO.p</entry
<entry key="audience">https://saml.salesforce.com</entry>

<entry key="certificatelIssuer">SAML_SP</entry>

<entry key="publicKeyFilePath">/keys/pinsafe/ssl/dsapubkey.der</entry>
<entry key="privateKeyFilePath">/keys/pinsafe/ssl/dsaprivkey.der</entry>
<entry key="certificateFilePath">/keys/pinsafe/ssl/dsacert.pem</entry>
</properties>

pinsafessl Communication between the IdP and Swivel. If SSL is used on the Swivel server set this to true, otherwise false. For a Swivel Hardware or
Virtual appliance this should be changed to false when using port 8181 if Swivel is deployed in webapps2.

pinsafeserver Communication between the IdP and Swivel. Where the IdP is installed on the same server as Swivel this should be set to localhost.
pinsafecontext Communication between the IdP and Swivel. This is the install context and is usually pinsafe.

pinsafesecret Communication between the IdP and Swivel. By default a Swivel hardware or virtual appliance uses this value as the shared secret.

pinsafeport Communication port between the IdP and Swivel. For a Swivel Hardware or Virtual appliance this should be changed to 8181 if Swivel is
deployed in webapps2 and uses a non SSL connection.

imagessl Communication between the IdP and User. If SSL is used on the Swivel server set this to true, otherwise false.

imageserver Communication between the IdP and User. If SSL is used on the Swivel server set this to true, otherwise false. By default a Swivel
hardware or virtual appliance uses SSL.

imagecontext Communication between the IdP and User. This is the install context and is usually pinsafe.

imageport Communication between the IdP and User. For a Swivel Hardware or Virtual appliance this should be changed to 8443 although 443 or other
port can also be used.
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selfsigned Communication between the IdP and User. If SSL is used on the Swivel server with a self signed certificate then set this to true, otherwise
false. By default a Swivel hardware or virtual appliance uses SSL with a self signed certificate.

serviceProviderEndpointURL the Published Site URL, defined in Setting up the Service Provider. Example:https://192.168.10.10/saml2
audience

certificatelssuer SAML_SP

publicKeyFilePath path to the public key usually /keys/pinsafe/ssl/dsapubkey.der

privateKeyFilePath path to the private key usually /keys/pinsafe/ssl/dsaprivkey.der

certificateFilePath path to the certificate usually /keys/pinsafe/ssl/dsacert.pem

39.3 Create private keys and certificates

Communication between Oracle and the Swivel instance is secure through the use of certificates.

39.3.1 Creating DSA Private Key

DSA key generation involves two steps, and can be done through the command line on a Swivel virtual appliance or hardware appliance:
1.

openssl dsaparam -out dsaparam.pem 2048

2.

openssl gendsa -out dsaprivkey.pem dsaparam.pem

The first step creates a DSA parameter file, dsaparam.pem, which in this case instructs OpenSSL to create a 2048-bit key in Step 2. The dsaparam.pem
file is not itself a key, and can be discarded after the public and private keys are created. The second step actually creates the private key in the file
dsaprivkey.pem which should be kept secret.

Export the key into a DER (binary) format. You can do so with the following steps:

1.

openssl dsa -in dsaprivkey.pem -outform DER -pubout -out dsapubkey.der

2.

openssl pkcs8 -topk8 -inform PEM -outform DER -in dsaprivkey.pem -out dsaprivkey.der -nocrypt

Step 1 extracts the public key into a DER format. Step 2 converts the private key into the pkcs8 and DER format. Once you've done this, you can use
this public (dsapubkey.der) and private (dsaprivkey.der) key pair.

39.3.2 Creating a Certificate

Once you have your key pair, it's easy to create an X.509 certificate. The certificate holds the corresponding public key, along with some metadata
relating to the organization that created the certificate. Follow this step to create a self-signed certificate from either an RSA or DSA private key:

openssl req -new —-x509 -key dsaprivkey.pem —-out dsacert.pem
After you answer a number of questions, the certificate will be created and saved as dsacert.pem.
The created keys, dsapubkey.der and dsapubkey.der need to be copied to the keys folder or wherever specified within settings.xml

The dsacert.pem certificate needs to be uploaded to the GoogleApps server.

39.4 Generating IdP metadata
SAML metadata is generated by the IdP to simplify the mapping process between itself and the Service Provider.

The AuthenticationPortal folder should be located under /usr/local/tomcat/webapps2. In order to gain access to the Authentication Portal webpage, you
must navigate to https://<IPAddress>:8443/AuthenticationPortal/configuration.jsp. (case sensitive).

This will display the configuration page as shown below. From here you should press ?Generate Idp Metadata?.
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&= 192168042

) Home - Google Docs [ Swivel Contact List as ... | ClRoot Sonar [
Authentication Portal Configuration Page

 Generate idp Metadata |
| Generate ldp WS-Metadata |
'_ Read SP Metadata |

If successful, he metadata will be written to the root of the web application with the message "Metadata successfully written to" and the full path and
filename displayed. Make a note of the destination which will be used later when configuring the Service Provider.

39.5 WebLogic Integration Configuration
39.5.1 Configure a WebLogic User

On the WebLogic Administration console main menu select Security Realms, select myrealm then select Users and Groups and then the Users tab to
show following main screen:

%Mluhg:forml;reahs
Configoraton  Users and Groups  Roles and Polices  Credentisl Mappings |~ Providers  Migration

Users  Groups

Thes page displays information about each user that has been configured in s security realm.

¥ Customize this table

Users
Faew
| Mame o Description
?L"a{ﬁvs:mm’ Il}ade Bpplcaton softwane system user,
:-'-ED-C¢1 IThi-.rse-' 15 the default sdministrator,
[T e

Select New then input a username, this should match to the e-mail address of a Swivel user test user. Enter a dummy password as this will not be used
by this integration, then press OK to save.

58



User Properties
The following properties wil be used to identify your new Liser,

= [nchiestes reguired Relds
What would you ke to name your new Liser?

B a douglas@swivelsecu

How would you ke fo desaribe the new User?

Description: My test user

Please dhoose a provider for the user,

Provider: Defaultbuthentcator T

The password is assocated with the login name for the new User,

* Passwond: TTTITTT
* Confirm Password: T
0K Cancel

39.5.2 Setting up the Service Provider

On the WebLogic Administration console main menu select Environment, Servers then select AdminServer(admin). Then select Configuration,
Federation Services and SAML 2.0 General to get the following screen:
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Settmgs for AdminServer

;}fmwum Frofomols  logong Debug  Monitong  Control  Deplyments | Servioes  Seowity | Nobes
Gereral  Chater  Services  Keystores 55 Federathon Services  Deployment  Migration  Tuming  Overoad  HealthMeritering  Server St
SAML 1. 1Source Site | SAML L 1Destraton Sike  SAML 2.0 General  SAML 20 [dentity Provider | SAML 2.0 Service Provider

| Save | | Publish Meta Data

This page configunes the pereral SAML 2.0 per server properties

General

| 45 Replicated Cache Enabiled

‘Gite Info
Contact Person Given Name: Andy
Contact Person Sumamse: Douglas
Contact Person Type: technical L
Contact Person Company:
Contact Person Telephone Number:
Contart Person Email Address:
Organization Hame: Swivel
Grganization URL:
Publshed Site URL: https: {152 168042 7001 /s armi2
Entity ID: SAML_SP

Published Site URL should be your WebLogic URL + /saml2 and the Entity ID should be SAML_SP to match up other aspects of the configuration.

Ensure that under the Bindings option, Recipient Check Enabled is not checked and is therefore disabled. Enter other details as appropriate then press
ave.

Then, from the same screen, select SAML 2.0 Service Provider to get the following screen:
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i ettings For AdminServer

Configuration Proteosis  Loggng  Debug  Momitoring  Contrd | Deploymends  Services  Seasity  Nokes
| Genarsl | Chster | Sarvices | vaysiores | 55L | FederationServices | Deployment | Mgraten | Turing | Overioad | Meaith Morstoring | Serv
. SAML Ll5SwrceSie SAML 1 I Desbnabon Stz SAML 2.0 General SAML 2.0 [denbiby Provider  SAML 2.0 Service Provider

This page configures the SAML 2.0 par SETVEr SENOE DIovder Droperties

| Emabled

A Abways Sagn Authenticalion Requests
Force Authentication
Passove

| Omby Accept Signed Assertions:

Authentication Request Cache Size: 10000

Authentication R t Cache Ti it 300

o POST Dne Use Check Enabled

< POST Bimding Enabled

< Artifact Banding Enabled

Preferred Binding: POST T|
Default URL: hiftp-/{152 168,042 7001/SAMLSwivelDema
Save

Ensure the checkboxes are set as above and for the Default URL enter the path to the SAMLSwivelDemo. Press Save. Making sure that the Published
Site URL is your WebLogic URL and by adding /saml2. E.g. http://192.168.10.10/saml2 - This is your serviceProviderEndpointURL.

Going back to the section Setting up the IdP, you can go back to the settings.xml and add for example:
<entry key="serviceProviderEndpointURL">https://192.168.10.10/saml2</entry>

?

39.5.3 Specifying the IdP

On the WebLogic Administration console main menu select Security Realms, select myrealm then select Providers and Authentication to show following
main screen:
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A Ao e B TP R e W L T e NG B VO S P O AR [ 1 B LN S, B Y0 D S0 B BT, [ ) T . e T of R e
Seyred i s dfenend dels vieren sk m DA evern o DERE. Foui e i sonfigu o Bl Rdarier Bufeninphon. rocader et sioas g b sk sl usery srd grouss o orranus meissey of S oo Larver

ol L, Rl

destfurase sima Froseire

L | Cwms | || Fesmier Srowng i Iof T Fopvous | Pt
]
iy [ Werumm
Tt L e aler et s b e whers P rorler [T ]
ot e ity Bpna Sy wepli, g [odeeiin B o proodier [T ]
b L] Faorier Shpmry | b 20f' ] P | Rt

Select New to create a SAML2ldentityAsserter and name it SAML2ldentityAsserter as shown here:
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Pressing OK will take you to the following screen.
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At this point you need to activate the changes. One way you can do this is from the main menu select Environment, select Servers then select

AdminServer(admin). Then select Control. Select the checkbox next to AdminServer(admin) and Shutdown. Then restart the server and logon to the
admin console.

Return to the same screen and select the SAML2ldentityAsserter.

Settings for myrealm
Configuration  Users and Groups  Roles and Polces  Credential Mappings ~ Providers  Migration

Authentication Pastword Validstion  Authorization  Aduccation  Flole Mapping  Awditng  Credentisl Mepping | Certification Path

A Aushenbicaton provicer alows WisbLogic Server by ertablsh Srust by valcating & user, You must have ore AuthenBoation provider in 8 secunty re
desgred to access different data stores, such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentcation provider that allows

¥ Customize this table
Authentscation Providers

Mew | | Deiete | || Reods

|| Mame Description
(T —— isbLogee Austhanteaton Provider
| betomittgentyrsserter | Webtoge Tdenty Assertion provides
" gﬂﬁgmﬁu | AL 2.0 Ity Assertion Provider. Supparts Secusity Assertion Markup Langusge v2

e I:e!-.-teiﬂawu

Then select Management to get the screen below:
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Scttings bor SAMLIdentityAssiorier
Corfigraton  Managensest  Morabon

O thes page, you can add, delete, and view SAML 2.0 ideniity provicer parinens for ths SAML 2.0 Ideraity Asserter,

 Custonsre the tabde
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Select New and New Web Single Sign-On Identity Provider Partner as shown below:

Settings for SAMLEIdentityAsserterd

Configrabon  Management  Mgraton
On this page, you can add, delete, and view SAML 2.0 denbity prowider partners for this SAML 2.0 Identity Asoerter,

¢ Customize this table
Identity Provider Partners

Hew Delte

]mm%mmmwmmw

[| P WiebSenace Ideniity Provider Partner

Mew | | Delte

Theere ane na items i display

Select New then locate and select the IdP metadata as shown below. Press OK to save
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treal;e a SAML 2.0 Web Single Sign-on Identity Provider Partner
OK | || Cance
Partner Properties

Use this page to:

* Enter the name of your new Single Sign-on [dentity Provider partner
+ Specify the name and location of the SAML 2.0 metadata fie that you recsived from this new pariner
* Indicates required fields

Please specify the name of the partrer,

Web550-dP-Parner-0
Please specify the name of the file containing the partner metadata document,

Path: C:\vApache Tomcat 7.0.14webappa‘manager‘.generatedIdPMecadata.xml

Recently Used Paths: C:'¥oradeMddeware \user_projectsdomainsibase_domain
C:\Users'adouglas'workspace 3.9, 2\SAML Orade
C:\

Current Location: 192. 163.0.42 | C: \Usars \ adougias | workspace 3.9, 2 | SAMLOrade

i externalTooBulders
) settings
Ll WM

L0l | Cmcal )

Thus will take you to the following screen:

I Settings for SAMLZIdentityAsserber
Configuration Mamagement Migration

On this page, you can add, delete, and visw SAML 2.0 idenity provider partrers for this SAML 2.0 [dentity Assarber.

B Customize this table
Identity Provider Partners
[ [edatie

==

| name &
| [ | webS50-1d@ Partner-0

M."_, Dot

? Select WebSSO-IdP-Partner-0 which will take you to the following screen:
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Settings for SAML2Tdentity Asserter

Gemeral  SiteInfo | Singhe Sor-On Soring Certificate | Transport Layer Chent Cartificate  Single Sign-On Service Endponts | Artifact Resolubion Service Endpeints

Configures & SAML 2.0 Web Sngle Sign-on [dentity Prawider Partnér's General Propérties

The paramebens that can be set on ths Administration Console page Can alse be acoessed programmatically via the Java nberfaces that ane slenified in this help fopic, For

Orverview
Name: Webss0- 1P Pariner-0 TH
+ Enatiled .
Descriptinn: A
Authentication Requests
Identity Provider Hame Mapper Class Hame: M
I
Issuer URI: SAML_5P L
+ Wirtual User =
i
Redirect URIs: ol
Py

/ SAHLSwivelDeme/ *

Ensure Enabled and Virtual User are checked and that Redirect URIs is set to /SAMLSwivelDemo/*. Press Save to save your settings.

39.5.4 Credential Mapping Provider

On the WebLogic Administration console main menu select Security Realms, myrealm then select Providers and Authentication to show following main
screen:

aﬂmsfmmmﬂm

Configuration  Users and Groups  Roles and Poldes  Credential Mappings  Providers  Migration

|.ﬁuu:mb:a1hn Password Vabdaton | Authorization  Adjudicaion | RoleMapping  duditing  Credenbial Mapping  Cerbification Path = Keystores
A Credential Mappeng provider allows WeblLogc Server to log into a remofe system on behalf of a subject that has alneady been authenticated, You must have one Cred
Cradenital Mapping prowicers in & security resim.
¥ Customize this table

Credential Mapping Providers

] Do a8 recler Halaprer Weblogic Credential Mapping Provider

_Mew | | Dolte | || Roonder

Select New and then enter a name of SAML2CredentialsMapper and select type of SAML2CredentialsMapper as below (then Press OK to save):

65



b‘.uatﬂ a New Credential Mapping Provider
oK | || Cancel

Create a new Credential Mapping Provider
The folowing properties will be used to identify your new Credential Mapping Provider,

* Indicates required fiekds

The name of the Credential Mapping Provider,

* Nomes SAMLICredentizlsMapy
This is the type of credential mapping provider you wish to aeate.

Type: SAML2CredentiaiMapper B

Select SAML2CredentialsMapper then configuration and Provider Specific. For the Issuer URI enter SAML_SP as shown below (then press Save):
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Settings for SAML2CredentialsMapper
Configuration Management = Migration

Common  Provider Specific

Save

Uise this page to configure provider -spedific information for this SAML 2.0 Credential Mapping provider,

Essuer URE: SAML_SP
Hame Qualifier:

Default Time To Live: 120
Default Time To Live Offset: -5

Web Service Assertion Signing Key Alias:

Web Service Assertion Signing Key Pass Phrase:

Please type again To confirm:

Hame Mapper Class Name:

[/| Generate Attributes

39.5.5 Setting up the demo application

On the WebLogic Administration console main menu select Deployments to get the main screen looking as such:
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summary of Deployments
Control = Monitoring
This page deplays & kst of Java EE sppications and stand-alone application modules that have been installied to this domain, Installed appbcations ¢

firat selacting the apphcation name and using the controls on this page.
To instal & new application or module for deployment to targets in this domain, dick the Install button,

 Customize this table

L}DCPh'rmm'S

inatal | | Update | | Delete |3mtv Stop ~
l!'ph'l! Health Type
There are na items to display

| (] Hame &

install Update Delate | St ~ Sop ~

Select Install then locate the WAR file for the SAMLSwivelDemo as such:

LAnstall Application Assistant
Back | |_Next | || Fiish | | Cancel

Locate deployment to install and prepare for deployment
Select the fie path that represents the application root directory, archive file, exploded archive directory, or sppcation module descriptor that you w
fiedd,

MNote: Only valid file paths are deplayed below. If you cannot find your deployment flies, uplsad your fle(s) andfor confirm that your apphcation contg
CAlsers\adouglas'workspaced 8 A5 AMLSwivelDemo\build\SAMLSwivelDemo war

Path:

Recently Used Paths: C:\Users\adouglas workspace 3.5, 2\SAMLSwivelDemo \buid
Ciiusersiadoughas workspace 3.9. SAMLDeme Duld
C:\Users\adouglasiworkspace 3.9, XSimpleDemo ibuld

Current Location: 192, 168.0.42 | C: | Users | adouglas | workspace 3.9, 2 | SAMLSwivelDemo | buld

2 ) saMLSwivelDema.jar
9 8 saMLSwivelDemo.war

Back | | Neat | || Firish | || Cancl

? Click Next, Next then Finish (using all the default options) to result in the following Screen:
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[sMessages
# All changes have been activated. Mo restarts are necessary.,
o The deployment has been successfully installed.

summary of Deployments
Control  Monitoring
This page displays a list of lava EE applications and stand-alone application modules that have been installed to this domain,

first selecting the application name and using the controls on this page.
To install a new application or module for deployment to targets in this domain, dick the Install button.

[ Customize this table

Deployments
| inatall | [ Update | [ Delete I Stat v | | Stop ~

[]| name &

[ = I‘E]SMS'MUQDEM

nstall | [ Update | | Delete is:mw Stop

The Demo should now be accessible.

39.6 Additional Installation Options
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40 Verifying the Installation

Open a web browser and enter the URL for the root of the demo. In this case: http://weblogicserverURL:7001/SAMLSwivelDemo

This will direct the user to the identity provider?s login page as such:

192.168.042:808

% SWIVEL

Usermname:
Password

QTC

T

As per standard logon, enter the username and password (if required), start the session, enter the OTC and press ?Login?

If successful you will be authenticated and redirected to the SAMLDemo page as such:

L 192168042

Smple page to help demonstrate that this web applcation was accessible when authenticated

70



41 Uninstalling the Swivel Integration
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42 Troubleshooting

Check the Swivel logs

42.1 Enabling WebLogic debugging

To enable SAML logging On the WebLogic Administration console main menu select
AdminServer->Configuration->Debug->Weblogic->Security->SAML2 and enable.

Now you can go to Diagnostics ->Log files ->ServerlLog to view what is happening.

42.2 Error Messages

javax.security.auth.login.LoginException: [Security:090377]ldentity Assertion Failed, weblogic.security.spi.ldentityAssertionException:
[Security:090377]ldentity Assertion Failed, weblogic.security.spi.ldentityAssertionException: [Security:096537]Assertion is not yet valid
(NotBefore condition). at
com.bea.common.security.internal.service.ldentityAssertionServicelmpl.assertldentity(ldentityAssertionServicelmpl.java:89)

This has been seen where the time on the Swivel server is ahead of the WebLogics server. Ensure they both have the same time.
<BEA-000000> <[Security:096552]lllegal destination: https://<server_name>:<port>/saml2/sp/acs/post of assertion response.>

This is due to the Recipient destination value not matching the local (SP) assertion consumer URL. On the Weblogic Console => Environment =>
Servers => AdminServer => Configuration => Federation Services => SAM 2.0 General => disable ?Recipient Check Enabled? checkbox.
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43 Known Issues and Limitations
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44 Additional Information

For assistance in the Swivel installation and configuration please firstly contact your reseller and then email Swivel Secure support at
support@swivelsecure.com.
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45 Salesforce.com
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46 Introduction

This document covers the integration of Swivel with Salesforce.com.

76



47 Prerequisites

Salesforce.com Adminisrative Account

Swivel virtual or hardware appliance or server

PINsafe salesforce software Download and unzip the salesforce.war file

The Swivel server needs to be accessible accross the internet for the Salesforce.com server to connect, and the IDP is usually deployed so that it can

also be access from the Internet. For security using a Swivel hardware or virtual appliance, the IDP is usually deployed in /webapps2 and accessible on
port 8443 (or using a PAT on the appliance using 443)
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48 Baseline

Salesforce 11, 12

Swivel 3.8, 3.9
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49 Architecture

Salesforce.com users authenticate using SAM-L authentication against Swivel
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50 Installation

50.1 Salesforce.com Configuration
50.1.1 Allow Authentication

Contact Salesforce.com to enable Federated SSO

50.1.2 Configure Single Sign On

Using an administrative user logon to Salesforce.com and select 'Setup' from the top right button with the the user name on.

P
. -||- |II| ‘ ‘ ‘ ‘H ‘H ‘

00

Each version of Salesforce is slightly different but each should have a screen similar to the below reached from Setup->Administrative Setup->Security
Controls->Single Sign-On Settings
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Click on Edit. At this point you should get something similar to the screen below:
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a) upload the certificate and set the issuer

b) set the login URL and logout URL to point to the instance of salesforce-pinsafe you will have running (pointing to the instance is fine as it will re-direct
to the logon page automatically)

c) set the remaining settings as above

Entity ID The issuer in SAML requests generated by Salesforce, and is also the expected audience of any inbound SAML Responses. If you don?t have
domains deployed, this value is always Entity ID https:/saml.salesforce.com. If you have domains deployed, Salesforce recommends that you use your
custom domain name.

Ensure the users that you wish to use SSO are using a profile that has SSO enabled. Click Manage Users->Users. The profile assigned to each user is
on the right hand side.
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Click on the profile and find the SSO option as shown below, ensure it is enabled. If it isn't then click edit and enable it.
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Ensure the users have a Federation ID which will map to their Swivel username. Click Manage Users->Users, select a user then enter the Federation ID
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50.2 Configure The Swivel Server
Configure a Swivel Agent (For standard XML Authentication)
1. On the Swivel Management Console select Server/Agent

2. Enter a name for the Agent

3. Enter the IP address or hostname for the server where the salesforce.war is installed, if installed on the same server as the Swivel server use
127.0.0.1 or localhost, a default entry may already exist for this

4. Enter the shared secret to be used above on the below server configuration.

5. Click on Apply to save changes
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Agents: MName: |I|::r:al

Hostname/IP: |127.0.0.1

Shared secret: Iiiiiiiiiiiliiiiiiiiiii
Group: | =AY - j
Authentication Modes: |ALL j
Mame: |IIS

Hostname/IP: |192.168.1.1

Shared secret: Iii.iiii.i.i.ii.i.iiri.
Group: | —ANY-— j
Authentication Modes: |f'iLL j

Delete |

Configure Single Channel Access
1. On the Swivel Management Console select Server/Single Channel

2. Ensure ?Allow session request by username? is set to YES
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Server>Single Channel @

Please specify how single channel security strings are deliverad.

Image file: |tL|ring xml j

=
o
1

Rotate letters:

i

[15]

7]
4

Allow session request by username:

-

o

w
1

Only use one font per image:

=)
4

Jiggle characters within slot: I

Add blank trailer frame to animated images:

Text Alpha Value: ISD—
Mumber of complete display cycles per image: |1|:|_
Inter-frame delay (1/100s): Ir
Image Rendering: m
Multiple AUthentications per String: Mo =
Generate animated images: No =

FRandom glyph order when animating:

MNo. Characters Visible:

I

Apply Reset |

50.3 Access Device or Application Integration
Client Side Installation

1.The SAML-salesforce war (salesforce.war) should be placed near a Swivel installation on a webserver. This could be a Swivel virtual or hardware
appliance. On a Swivel virtual or hardware appliance this would need to be copied to the /usr/local/tomcat/webapps?2 folder.

2.Inside the saleforce war exists a properties file (WEB-INF->settings.xml). Initially this will look something like:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">

<properties>

<entry key="ssl">false</entry>

<entry key="server">localhost</entry>

<entry key="port">8080</entry>

<entry key="context">pinsafe</entry>

<entry key="imagessl">true</entry>

<entry key="imageserver">demo.swivelsecure.com</entry>
<entry key="imagecontext">proxy</entry>

<entry key="imageport">8443</entry>

<entry key="secret">secret</entry>

<entry key="selfsigned">true</entry>

<entry key="salesforceURL">https://login.salesforce.com/?saml=02HKiPoin4nQspKPHoScmudQmsKtM.gRKnViSBCmMhO5IC52m5VptCNwO. p</entry>
<entry key="audience">https://saml.salesforce.com</entry>
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<entry key="certificateIssuer">http://83.105.30.12:8080/SAMLSalesForce</entry>
<entry key="publicKeyFilePath">./keys/pinsafe/ssl/dsapubkey.der</entry>

<entry key="privateKeyFilePath">./keys/pinsafe/ssl/dsaprivkey.der</entry>
<entry key="certificate">./keys/pinsafe/ssl/dsacert.pem</entry>

</properties>

These settings should be changed to match, additional field values may need to be created as above:
¢ The settings for the local Swivel server

For a Swivel virtual or hardware appliance the settings may be:

<entry key="ssl">false</entry>

<entry key="server">localhost</entry>

<entry key="context">pinsafe</entry>

<entry key="port">8181</entry>

<entry key="imagessl">true</entry>

<entry key="imageserver">demo.swivelsecure.com</entry>
<entry key="imagecontext">proxy</entry>

<entry key="imageport">8443</entry>

<entry key="secret">secret</entry>

<entry key="selfsigned">true</entry>

For a Swivel software install the settings may be:

<entry key="ssl">false</entry>

<entry 'server">localhost</entry>

<entry 'context">pinsafe</entry>

<entry key="port">8080</entry>

<entry key="imagessl">false</entry>

<entry key="imageserver">demo.swivelsecure.com</entry>
<entry imagecontext">pinsafe</entry>

<entry key="imageport">8080</entry>

<entry key="secret">secret</entry>

<entry key="selfsigned">true</entry>

» The settings as per the salesforce setup (Setup->Administrative Setup->Security Controls->Single Sign-On Settings)
¢ The location of the keys (which must match the certificate installed in salesforce)

<entry key="publicKeyFilePath">./keys/pinsafe/ssl/dsapubkey.der</entry>
<entry key="privateKeyFilePath">./keys/pinsafe/ssl/dsaprivkey.der</entry>

50.4 Key and Certificate Generation

see Key and Certificate Generation

50.5 Additional Installation Options
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51 Verifying the Installation

In a browser, go to the root URL for the saml-salesforce client. This will redirect to the logon page. Logging in as a user will send a saml assertion for the
username you logged in as. If this username matches to a FederationID for a user in Saleforce (see above) then you will be logged in as that user
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52 Uninstalling the Swivel Integration
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53 Troubleshooting
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54 Known Issues and Limitations
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55 Additional Information
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