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2 Swivel Secure AuthControl Sentry Version 4

¢ A Tutorial for Administrators

This document describes how to administer Swivel Secure?s AuthControl Sentry version 4, referred to herein simply as ?Sentry?. It assumes no
previous knowledge of the product, so can be used by new users, as well as users upgrading from an earlier version.

This tutorial refers only to administration through the web consoles: it does not include administration of the Swivel Secure appliance itself, which is

covered by a different document. It is therefore assumed that the appliance has been allocated an IP address and connected to the relevant network.

Where instructions may be different for upgraded installations, as opposed to new ones, the upgrade instructions are preceded by the following heading:
e Upgrade

Instructions following this heading are for upgrades only, and are different from new installations. Upgrade instructions are indented.



3 Getting Started

e Logging In

To connect to the main Sentry web administration console, open a web browser and enter the following URL: https://<appliance_address>:8080/sentry
Here, replace <appliance_address> with the IP address of the appliance, or if it has been allocated a name by DNS, the host name. Upgrade Upgrading
users may need to use the old path name, /pinsafe, rather than /sentry. You will be presented with the Sentry login page.

For a brand new installation, there is one user, named admin, so enter this in the username field. Now click on the Start Session button. An image will
be shown with ten random digits.

This is known as a TURing image, and is one of the possible authentication methods supported by Sentry. For a new installation, it is the only method
available. To use this image, you need to apply your PIN, which will be allocated to you, to the string of digits, selecting the digits corresponding to the
indexes above the string. In this particular case, the initial PIN for the admin user is 1234, so you should enter the first 4 digits shown in the OTC field: in
the example above, 2476, then click Login. If this is the first time you have logged in, you will be presented with the End User Licence Agreement, which
you will be required to accept in order to proceed.

This agreement will not be displayed on subsequent occasions, although you can recall it if required, as explained below.
¢ Status Screen

This is normally the first screen you will see when you log in. It shows a summary of the current settings. Note that it also includes a link to the EULA.
Although the Status Page is the default page shown after logging in, you can also enter the full URL of a different page, or bookmark a specific page,
and after logging in, you will be taken directly to that page.

¢ Help

Notice that on nearly every page, there is a Help link. This links to the appropriate web page on https://kb2.swivelsecure.com, and provides more detail
on the options contained within the page.

e Entering the Licence

The first thing you need to do when setting up your AuthControl Sentry server for the first time is to enter the licence information. You need to enter this
information on the following pages, in this order.

¢ Server -> Name

When referring to specific pages in the administration console, we will always use the above notation. The first part of the page name, before the ->
symbol, refers to a top-level menu item on the left-hand menu, in this case Server. Click on that menu to expand it to show the sub-menu. Now click on
the second part of the name, in this case Name. The appropriate page will be displayed.

Enter the site ID you have been allocated by Swivel Secure. This is unique to your installation, and is required in order to install the licence. It identifies
your company both to the licence key server and to the Swivel Secure Mobile Connection server. You can also enter the name of the server, which is
displayed at the top of the page. This is optional, and mainly useful if you have more than one appliance, as a quick way of identifying them. The third
field on this page will be explained later. Click Apply to save these settings.

¢ Server -> Licensing
Use this page to enter the licence details, after you have entered your site ID. If you attempt to enter the licence details before the site ID, it will fail.

You should have been provided with a License Key. This, together with the Site ID, is enough to extract the License Information from the Swivel Secure
License Server. However, if your appliance has not been configured with internet access, you will need to request this information from Swivel Secure:
contact supportdesk@swivelsecure.com to request this information. In this case, you should set the Online option to No, to prevent the appliance from
attempting to contact the license server. Click Apply to save the licence information. If it is correct, your current entitlements will be displayed. If it is not,
an error message will be displayed. NOTE: if you later upgrade your licence, and your appliance has internet access, all you need to do is to return to
this page and click Apply to retrieve the updated license information. If your appliance does not have internet access, you will need to request the
updated license information from Swivel Secure once again.

¢ Creating A Repository

First of all a note on what a repository is: put simply, a repository is a source of users. Every user belongs to exactly one repository. Taking the user
information from the repository source (server) into the application database is referred to as User Synchronisation, or ?User Sync?. Your appliance is
provided with one repository. This is an internal repository (different types of repository will be described later), and contains the single admin user. You
could maintain all your users in this repository, but most administrators prefer to synchronise their users from the company?s user directory. The most
common directory is Microsoft??s Active Directory, and we will describe adding an Active Directory as a source of users here. If your user repository is
not Active Directory, please read the more detailed notes on Repositories, later on.

¢ Repository -> Servers
This page is where you create your repositories.

You will see the single repository, named ?Local XML? for reasons that will be explained later. Click on New Entry and enter the name of your
repository. If you will have multiple repositories, you will want to give this a meaningful name. In this case, we will simply call it ?Active Directory?. Select
Active Directory as the type, and click Apply.

You will notice that the name ?Active Directory?, or whatever you have named your repository, has been added to the Repository sub-menu. Click on it.

There are a number of details you might need to enter here, but typically all you will need is the address of a domain controller, and the username and
password of an Active Directory user with rights to read the directory: the username should be qualified with the domain, either as domain\username or
as username@domain. Note that, since Sentry does not modify the Active Directory, this account does not have to be an administrator account. Note
also that the Hostname/IP can either be the name or IP address of a specific domain controller, or simply the domain name, assuming that your DNS will
resolve that correctly. You may also wish to select the port as 636 (Domain LDAP SSL), for increased security. If you do, you should also set the option
Allow self-signed certificates to yes, unless you have installed a commercial certificate on your domain controller. The other setting you may wish to set
now is the Synchronization schedule. This determines how often Sentry connects to your domain controller to retrieve users. If you leave it at the default
setting ?NEVER?, then you can still sync users manually from the User Administration page, as explained later. We will discuss the remaining options
later, but for now, leave them as default. Click Apply to save the settings. You may want to try the Browse in window button to confirm that you can
connect to your domain controller ? we will discuss the repository browser later. Repository -> Groups To quote the help page: ?Groups are used within
Swivel to manage user rights, messaging and other features. A Swivel group can include users from multiple repositories, and each user can be a
member of multiple groups?. Put simply, the Repository -> Groups page defines two things: What rights each group is allocated The mapping between
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Sentry groups and Repository groups

Sentry comes with a number of groups pre-defined. You can use the groups provided, you can modify or delete them, or create your own. You do not
have to use all the groups provided for all repositories (or indeed at all): any group for which you do not provide a definition for a given repository will be
ignored. You will see across the top the list of rights that groups can be allocated. The first 4 and the last: Single, Dual, Push, Mobile App and OATH
refer to the different authentication methods that Sentry supports. Admin indicates that the members of this group are system administrators, who are
given full rights over the administration console. Helpdesk users have limited rights, mainly limited to user administration: the exact rights allocated to
helpdesk users can be changed as required. The final right is PINless: members of groups with the PINless right will not be allocated PINs (but see
later), and will use the PINless versions of the various authentication methods. Below the rights buttons are the mappings that associate Sentry groups
with repository groups. Where Active Directory is concerned, you can use the Browse button to select the appropriate Active Directory group, rather than
manually entering the full group name.

It is assumed that you have previously allocated Active Directory groups, and are sufficiently familiar with Active Directory structure to be able to locate
the relevant groups.

e User Administration

You are now ready to start importing users. Click on the User Administration menu. This is probably the page that administrators, and certainly helpdesk
users, will see most of.

First, a summary of the controls on this page: Max No. Users: this simply controls the maximum number of users that will be displayed. It does not relate
to the number of licensed users, and can be altered as required. Users per page: this sets the number of users that will be displayed at one time. If there
are more users than can fit on one page, page controls will be displayed to select different pages. Repository: this drop-down allows you to select which
repository of users is displayed. State: allows you to limit the displayed users to those in a given state: user states will be discussed later. User Search:
this allows you to search for users according to the value of a selected attribute, such as username, surname etc. Custom attributes will be discussed
later. Members of group: allows you to restrict the display to members of a specified group. View: determines what information is displayed about the
users. The categories in this drop-down will be described later. Next is a row of buttons: Search: applies the selected settings from the controls above:
most drop-down selectors trigger this option automatically. Reset: resets the selected settings to the default. Purge: permanently removes all users
marked as deleted. Undelete: removes the deleted mark from all users. Add User: (for editable repositories only: see later), display a screen to add a
new user to the repository. Import: (for editable repositories only: see later), display a screen to import a list of users to the repository. User Sync:
executes a manual user sync, to import or update users from the selected repository. Sync Count: executes a 27dummy? user sync, to determine how
many users would be added, modified or deleted. All the above controls act on the entire user set. To administer a single user, click on that user

Edit allows you to change attributes for an editable user. We will talk about editable repositories in the next section. Policy allows you to modify certain
policies regarding the user.

Reset PIN allows you to set the user?s PIN directly. When set from here, policies regarding PIN composition are ignored, so for example, you can set a
PIN of 1234 even if sequences are not allowed. View Strings allows you to view a user?s current security strings. You can also request a new single
channel string for a user. Possible uses for this are described later.

Send String will send a user a new dual channel string. The user must have the Dual right for this to show. Resend sends the user a randomly
generated new PIN. It does not, despite the name, resend their existing PIN. App Provision sends the user a mobile app provision message. The user
must have the Mobile App right for this to show. Lock locks the user?s account. If the account is already locked, this button shows as Unlock. Remove
for editable users only, removes the user from the repository. History shows the recent activity for a user. You can select from a list of activity types.

e Managing Repositories
We will now look in more depth at how repositories work and the different types of repository.

¢ Repository Types
There are several different types of repository: the two most common are XML and Active Directory.

¢ XML Repository

An XML repository is, behind the scenes, simply an XML file. The main advantage of an XML repository is that the users can be entered directly into the
User Administration page. This is an example of a writeable repository, of which more later.

e Active Directory Repository

An Active Directory repository defines a connection between the application database and a Windows Active Directory (AD) Domain Controller (DC).
Note that it is a defined Domain Controller: we are often asked if we can define multiple DCs, to which the answer is no. However, you can specify the
domain name as the host, which can be resolved by DNS dynamically. The online help page goes into more detail on configuring AD repositories, but 2
features should be mentioned, which will be expanded on below: it is a read-only repository, as opposed to the XML repository being writeable, and it
uses LDAP, in common with other repository types.

¢ Writeable and Read-Only Repositories

Repository types can be split into writeable and read-only repositories. ?Writeable?, means that the users can be created, edited and deleted directly
within the user administration page. When you do this, the users are automatically synchronised with the database. Another feature is that you can
import text files containing user details into writeable repositories, using either CSV or XML ? the XML import uses the same schema as the XML
repository, which is defined in the online help page. XML, ADAM and LDAP Writeable are the writeable repositories, the others being read-only.

e LDAP

Lightweight Directory Access Protocol (LDAP) is a standard protocol used by Active Directory, and by a number of non-Microsoft operating systems, for
managing users. When defining LDAP repositories, you need to be aware of the directory structure of the LDAP server. Users are defined within LDAP
as being members of a group, and we use the group membership to define how users are imported. All the repositories types supported by Sentry use

LDAP to communicate with the server, except for XML and Database.

¢ Database

A database repository is simply that: the users are imported directly from a database. It is flexible about the database structure, but it expects a single
table (or view) for users, and another for user group membership. More information on defining a database repository can be found in the online help.

e ADAM

The name ADAM is now obsolete: the name that Microsoft now use is Active Directory Lightweight Directory Services, or AD-LDS, but we use the old
name ADAM for convenience. It is, as the name implies, a lightweight version of Active Directory that can be installed on any Windows PC. It works in
more or less the same way as AD, but has the advantage, in our implementation, of being writeable.
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e Agents as Repositories

There is a final type of repository: Agent repositories. These are managed by Agents (of which more later), using the AgentXML API (again, of which
more later). They are not defined within the repository configuration.

¢ Repository Definitions

You define repositories by adding them to the Repository -> Servers page. All you need to add here is the name and the type. This creates a new entry
in the Repository menu, where you can define the repository details. Configuring repositories is covered in more detail in the online help.

¢ Repository Group Management

We have already discussed the uses of repository groups, and described how to set the group mapping for Active Directory. The same Browse feature
is available for other LDAP repositories as well. For XML repositories, typically the repository group name is the same as the Sentry group name. For
LDAP repositories, it is the fully-qualified domain name (FQDN) of the group. All members of the group, including members of contained groups, are
imported into the Sentry group. For database repositories, the group mapping should contain the value in the Group column of the User Membership
table or view. A quick note on non-standard features of Active Directory: AD allows inter-domain group membership, so members of groups in other
domains within a forest can be members of a group. Unfortunately, the way it does this is not part of the LDAP standard, so this behaviour is not
supported by Sentry. If you need to support inter-domain membership, you must use the AD Global Catalog, which is like a single-domain view of the
entire forest. It uses different ports from single-domain LDAP.

¢ Helpdesk Group Rights

This menu can only be found from the Repository -> Groups menu. It offers a more fine-grained way of managing which helpdesk users are allowed to
manage which users, for large companies with complicated structures. The online help page describes how it works.

e Custom Attributes

Custom attributes are miscellaneous additional information imported from the repository. They are used to define email addresses and phone numbers
for messaging, can be used to search in the user administration page, and as alternative usernames in authentication ? of which more later.

As with groups, you need to define which attributes from the repository map to the Sentry attributes. A default set of attributes are provided, with default
mappings dependent on the repository type. You can change or remove the mappings ? if there is no mapping, then no value will be stored for the
attribute. You can also add your own custom attributes. Note the other settings for each attribute: Phone Number?: this is a Yes/No flag. The repository
settings allow you to specify that phone numbers can be reformatted, removing or adding country prefixes, additional notation etc. Therefore, the phone
numbers need to be indicated. Sync Rule: this indicates how a user sync treats a given attribute. The default, Synchronised, means that the attribute is
always read on user sync. Initialised means that it is read for new users, but not updated for existing users. Local means that it is never read from the
repository. The reason for this setting is that it is possible for external applications to modify attributes, using an API described later. This prevents user
sync from overwriting the effects of the API changes. Add repository qualifier?: this option allows a prefix or suffix to be added to the attribute value. The
qualifier is defined in the repository settings, and can be applied to the primary username as well, in the repository settings. This is typically used to
create the Windows account name form domain\username, since there is no single attribute that returns that value.

e Messaging

This section defines how Sentry communicates with users, which essentially means by email or by mobile phone. As mentioned above, Sentry uses
custom attributes to control messaging, and the Messaging -> General page defines how. It contains a list of available transports, which is how we refer
to the different messaging mechanisms. You will not need the majority of these, but you may need to add transports that are not shown in the default
list. Swivel Secure support can provide advice on which additional transports are available, and we can develop custom transports if you wish to use an
SMS portal that is not currently supported. If you need to add a new transport class, be aware that the name must be different from all other classes, but
otherwise is not significant. The class name must be entered in full and is case-sensitive. All class names start with the prefix
com.swiveltechnologies.pinsafe.server.transport. For brevity, we will omit this prefix when referring to specific classes, and just give the unqualified class
name. The online help page defines what information you need to enter into this page. You just need to be aware that messaging is used for 3 different
things: Alerts ? basically any message to the user that doesn?t come under the other categories Strings ? dual channel security strings, which will be
discussed later Push notifications ? for Push / One Touch authentication, which will be discussed later The definitions require a single group for each
transport. If you want to define multiple groups to use the same transport, you must create a new transport using the same transport class. Make sure
the transport name is different from the original. You can define multiple transports for different alert groups (and strings groups), but if users are
members of multiple transport groups, only the first one will be used. The Push repository group should only be set on the PNA transport. Once you
have activated a transport by selecting an attribute and either a Strings or Alert group, a new menu item appears for you to enter the details of the
transport. Most of the details are the contents of the various messages, but specific transports require specific additional information, such as gateway
URLs for SMS gateways. A note on SMTP: SmtpTransport does not support secure SMTP, but there is an additional class, SecureSmtpTransport, that
does. The default SmtpTransport uses the SMTP server defined by the system, but the secure SMTP transport defines its own SMTP server. It supports
the StartTLS protocol, as used by mail servers like Gmail.

¢ Agents

Sentry uses a proprietary AP called AgentXML as one protocol for user authentication. See the Agent-XML article for full details. For an external device
to communicate with Sentry using the AgentXML protocol, it must be defined as an Agent, using the Server -> Agents page.

Note that one Agent, named ?local? is pre-defined. This is required, as it is used by all the other applications on the applications to communicate with
the Core. Do not modify this Agent. The essential values for an Agent are the hostname or IP address and the Shared secret. Note that IP addresses
can be specified as sub-nets: for example, 192.168.0.0/24 includes all IP addresses in the 192.168.0.x range. Also, multiple Agents can be defined for
the same address, provided that the secret is different. The Agent device itself must send the secret as part of the AgentXML request for it to succeed.
Agents can be used as repositories as well as for authentication. For this to happen, the Agent must have the option ?Can act as Repository? enabled.
Once this is set, the Agent will appear in the list of repositories on the User Administration page. Note that an Agent can have the same name as a
Repository. If they do, then the Agent acts on members of that repository. This can be useful, but can also have unexpected side effects. Also note that
a User Sync potentially can wipe out the effects of API calls, hence the Sync Rule setting on attributes. This enables attributes to be set by API calls that
are not overwritten by user sync. We will discuss the other Agent settings when we discuss authentication methods later.

e RADIUS

We will be discussing Remote Authentication Dial-In User Service in more detail later, but in brief is it a standard authentication protocol used by many
VPNs and Gateways.

¢ RADIUS -> Server

The RADIUS server is enabled by default, but if you are not using Sentry to authenticate any RADIUS devices, you can disable it. Typically, you do not
need to set an IP address: it will use any IP address available to the appliance. The authentication port is 1812 and accounting is 1813, although Sentry
does not make use of the accounting information. You may need to change these if your device uses non-standard ports. The other options will be
discussed in the section on authentication, later.



e RADIUS -> NAS

This page is used to configure the Network Authentication Server (NAS) devices that will use Sentry to authenticate. Typically, you will need the IP
address or host name and the shared secret: the latter will need to be configured on the device as well. Unlike Agents, you cannot specify a NAS for a
sub-net, only for single devices. The other settings will be discussed later.

¢ Authentication

Sentry provides several different ways for users to authenticate: Single Channel Methods The following methods are all categorised as Single Channel,
and can be used by users with the Single right. Single channel methods always require some form of customisation to the authentication page of the
integrated device or application. Swivel Secure have developed such customisations for a large range of products: see our KnowledgeBase or contact
supportdesk@swivelsecure.com for more information. Single channel authentication is always Session-Based. That is to say, requesting a single
channel image starts an authentication session on the Sentry appliance. This session is both exclusive and time-limited: when a user has an active
session, they cannot authenticate using any other method, and the session is only valid for a limited time. By default, the time limit is 2 minutes, but
methods to change the time limit will be described later.

e TURIing

A ?Captcha? image containing 10 random digits or characters is displayed on screen, and the user selects the ones corresponding to their PIN. In the
above example, if the user?s PIN was 3974, then they would enter as their one-time code the digits corresponding to the indexes 3, 9, 7 and 4, i.e.
8317. The single-line TURing image is by far the most commonly used, but we do offer other formations, by selecting the Image file in Server -> Single
Channel.

e Button

The indexes are not shown in this pattern, but they are the same as on a phone keypad, so for the PIN 3974, the OTC here is 6751.
e Pattern

Here the indexes go from top to bottom, left to right, so the OTC for 3974 is 2708. Pattern2

Again, the indexes go top to bottom, left to right, so the OTC for a PIN of 3974 is 8206. The image type selection is a global setting: it is not possible to
choose different patterns for different users or different integrations.

¢ PINpad
PINpad provides an alternative input method for certain integrations:

The format may vary: some integrations display the numeric keys as rows of 3, 4 and 3 buttons, and the C and R buttons (for Clear and Refresh) are not
always shown. The idea here is that you always click on the buttons corresponding to your PIN: the positions of the buttons vary at random. Clicking on
the button enters the value corresponding to the position of the button, rather than the number on it.

¢ Dual Channel

An email or SMS is sent to the user containing 10 random digits or characters, as with TURing, except that the string is text, rather than an image. By
default, the strings are sent in advance, so any user with the Dual right is sent a string as soon as their account is created, and when they use that one,
a new one is sent ready for the next time. An alternative configuration is to enable On Demand Authentication on the Server -> Dual Channel menu.
This means that strings are not sent out in advance, but only when requested. This means that the integration must be customised to allow a string to be
sent out. The advantage here is that the user only receives the string when it?s needed, reducing the probability of losing it. The disadvantage is that the
user must always be able to receive their strings, whether by email or by SMS. On Demand Authentication is also session-based: see the discussion on
Single Channel to understand what that means. By contrast, dual channel strings sent in advance have an indefinite lifespan, although they can only be
used once. There is a compromise solution: enable On Demand Delivery, rather than On Demand Authentication. With this option enabled, users
receive security strings in advance, but if they have lost their latest one, they can request a new one by the same method as On Demand Authentication.
Strings requested using On Demand Delivery, however, are not session-based.

e OATH Tokens

These are physical tokens, which display random codes using the OATH standard. Swivel Secure can provide branded OATH-compliant tokens, but any
such tokens can be used with Sentry authentication, provided that the token seeds are available. Sentry supports both event-based (HOTP) and
time-based (TOTP) tokens. There are also applications that can act as ?virtual? tokens: Google Authenticator is probably the best-known example of
this. In fact, with the release of version 4, Swivel Secure provides OATH authentication on its Mobile App.

¢ AuthControl Mobile App

Swivel Secure?s AuthControl Mobile app is available for Android, iOS, Windows and Blackberry. Once a user has installed the Mobile App on their
phone, it must be provisioned against the Sentry instance: instructions for this are provided elsewhere. 99 random strings are then downloaded to the
phone, and displayed to the customer in order. When the strings run out, the user must request more. Alternatively, the app can be configured to use
OATH, in which case there is no need to renew the strings. There is also a PC app that provides the same functionality on a Windows desktop. Push
Push authentication uses the mobile app. When the user wishes to log in, a push notification is sent to the phone. The user must respond on the phone,
either with a simple Yes/No, or a known code. This sends back a message, which results in a unique session ID being sent to the Agent. This also
requires customisation to the authentication page.

e Authentication Protocols
We support 3 different protocols for authentication:

Agent XML ? our Proprietary API. This is used in many in-house apps, such as the IIS filter and Credential Provider. This has been mentioned
previously, mainly in respect of using an Agent to modify user details, but the primary purpose of the Agent XML is to provide a means of authentication.

RADIUS ? used by many VPNs and Gateways. Sentry supports a limited range of RADIUS protocols. Only the PAP protocol is available for all
authentication methods, but that is the most widely supported protocol. We also support CHAP, including MS-CHAP versions 1 and 2, but not
EAP-MSCHAP. The only EAP-based protocols that we support are LEAP and EAP-MD5.

SAML ? this protocol is the basis of the Adaptive Authentication methodology. It is an industry standard, used by ADFS among others. The Adaptive
Authentication solution also supports SAML over RADIUS, increasing the range of support for SAML to devices that do not support SAML natively.
There is a separate tutorial on Adaptive Authentication that covers this in more detail.

¢ Other Configuration Settings



The online help provides details of every option on the administration menus. However, there are some features which warrant special mention. These
are listed below.

¢ Changing the Session Validity

As mentioned previously, session-based authentication is time-limited, with a default timeout of 2 minutes. The setting that changes this timeout is on
the Server -> Jobs menu. The setting is Session cleanup: the value is in seconds.

¢ Authenticating to Active Directory and Other Repositories

Swivel Secure?s authentication solutions are targeted primarily as additional authentication: frequently they are used alongside Active Directory
authentication or other username and password solutions, which we will refer to as ?Primary? authentication. However, in some cases, it is useful for
Sentry to perform the authentication to the primary server as well as the Swivel Secure ?Secondary? authentication. We support this for both AgentXML
and RADIUS: in both Server -> Agents and RADIUS -> NAS, there is an option ?Check Password with Repository?. When enabled, this will expect to
receive the AD or other repository password in addition to the one-time code. In the case of AgentXML, it is received as a separate field; for RADIUS,
since it only supports one passcode field, the password and one-time code should be sent as a single value, the password first and no space between
the values. As the one-time code has a known length, the split can be determined. This is the secondary use for repository servers, in addition to
synchronizing users. In the case of LDAP (including Active Directory), a simple bind is performed. This may require the use of an alternative username
to work: see the next section.

Use of this option can cause confusion in some cases, particularly in integrations which already require Active Directory authentication. You should pay
close attention to whether the application you are integrating with connects directly to AD, or whether it passes the password through Sentry. For
example, the Swivel Secure Credential Provider (the previous versions as well as the current), pass the password directly to Active Directory, so if the
Agent is set up to handle a Credential Provider, ?Check Password with Repository? should be set to No. Likewise, when using RADIUS as an additional
authentication, alongside Active Directory, typically you will not use this option. The most common use for this option is with two-stage RADIUS
authentication, which is covered in a later section.

e Support for Alternative Usernames

There are occasions when users need to be referenced by identifiers other than the primary username in Sentry. An example of this is mentioned
above: when authenticating to Active Directory, the unqualified username (sAMAccountName) will not usually work: you need either
domain\accountName, or userPrincipalName (name@domain). Alternative username support needs to work two ways: Sentry should recognise
alternative usernames where appropriate, and it should also provide alternative usernames when authenticating to repositories, as in the previous
section on authenticating to Active Directory. Recognising alternative usernames is useful when integrating with products that use Sentry as a
secondary authentication solution. In this case, the primary authentication method may require the username in a specific format, such as
userPrincipalName. It is inconvenient if the user has to enter two different usernames for the two authentication methods, so the ability for Sentry to
recognise alternative usernames is useful here.

This is supported in both Server -> Agents and RADIUS -> NAS by the option ?Allow alternative usernames?. If this option is enabled, you should also
set ?Alternative username attributes?. This is a comma-separated list of Sentry attributes that should be recognised as usernames for this Agent or
NAS. Note that this is the Sentry attribute name, not the repository attribute name. The most common attribute used here is ?altusername?, which maps
by default to userPrincipalName in Active Directory. When checking the repository password is enabled, you will probably also want to set the
?Username attribute for repository? field. This determines which Sentry attribute to send to the repository with the password. Again, ?altusername? is
the most common value. If left blank, the primary username is sent. When requesting a single-channel image or dual-channel security string, you can
also use alternative usernames. This is often necessary, since the same username is used to request the image/string as to authenticate. The settings
to enable this are on Server -> Single Channel and Server -> Dual Channel respectively, and as before are labelled ?Allow alternative usernames? and
?Alternative username attributes?.

¢ RADIUS Two-Stage Authentication

Sentry supports authentication to RADIUS in two stages, usually referred to in RADIUS devices as ?Challenge-Response?. Note that two-stage
authentication is ONLY supported with the PAP protocol. It is enabled by the ?Two Stage Auth? option on the NAS settings. In this case, the first stage
expects only the password. The one-time code is sent at the second stage. Several other NAS settings also relate to two-stage authentication: Check
password with repository ? we have already discussed this above, but typically, when using two-stage authentication, the repository password is sent at
stage 1. Allow blank password at Stage One ? if the repository password is NOT used at stage 1, then the Sentry password is checked. Frequently,
Sentry passwords are not used, so this option allows stage 1 to pass in just the username and no other information Send Security String after Stage
One ? a typical scenario for two-stage authentication is with dual-channel on-demand authentication. In this case, the user enters the username and
password at stage 1. Only if the password is correct is the user sent a security string from which to extract the one-time code for stage 2. Even if User
has Valid String ? if this option is set to No, and the user already has a valid security string, then a new string is not sent, even if the previous option is
set to Yes. Send username in challenge ? this option is typically only used where stage 2 displays a single channel image on the login page. Since the
image requires the username in order to display, if there is no way to determine it from other information on the page, the username is sent as part of
the challenge string sent back to the NAS, in the form username:challenge. Another use of challenge-response is when a user is required to change
their PIN. The option ?Change PIN warning?, when enabled, returns a challenge message ?changepin? if the user?s PIN is due to be changed. In this
case, the response needs to be in the form cp1=<oldotc>cp2=<newotc>. Here, <oldotc> and <newotc> need to be replaced by the one-time code for the
old PIN and the one-time code for the new PIN, both using the same security string.

¢ Using Security Strings Multiple Times

Both Server -> Single Channel and Server -> Dual Channel have the option ?Multiple Authentications per String?. This is mainly needed for certain
badly-behaved RADIUS NAS?s that make multiple requests for the same user. However, it has also been used to provide temporary passwords: a sort
of ?Multiple-Times Code?. To make this useful, you typically should increase the session cleanup time to a much larger value ? typically a day. A user
can then be issued a security string, and from it extract a code that can be used repeatedly over a short period. Note that the View Strings option on
User Administration has an Invalidate button to terminate this code before it expires, if required.

¢ Logging

Sentry logs most of the activity that occurs in the Sentry application. There is a Log Viewer that allows you to view those logs. However, we are aware
that searching through these logs can be extremely slow, and occasionally fails to give the correct result. We therefore have alternative solutions.
Logger messages can also be sent to Syslog devices, as controlled by the Logging -> Syslog menu. Certain messages can also be sent to a specific
email address as well, as controlled by the Logging -> SMTP menu. You can decide what level of messages are sent by email, how many messages to
accumulate before sending them, and whether to trigger an email on the occurrence of a higher-level log message. There is also a new, much faster log
viewer. For technical reasons, this is a separate application, accessible using the URL path ?/logviewer?, rather than ?/sentry?. You need to log into that
separately from the main administration console. The new log viewer copies the logs to a database, which makes it much faster and more reliable. The
down side of that is that it isn?t always up to date, as it only reads completed log files: the logs are split into separate files, which are closed when they
reach a certain size. You can control the size of the log files on the Logging -> XML menu.



4 PIN Policies and Locking
e Locking

You can control policies for locking user accounts on the Policy -> General menu. In particular: Maximum login tries determines how many successive
failures a user can make before the account is locked Account lockout time determines whether accounts are locked for a limited time, and if so, how
long. Setting this value to 0 means that helpdesk intervention is required to unlock a user account. One thing to be aware of here is that the timed
lockout only begins when the user attempts to log in one time too many. So, if the Maximum login tries is 3, and a user fails to login 3 times in
succession, the timed lockout only starts when they attempt to login for a 4th time, or at least request an image or string for the 4th time. Inactive
account expiry determines how long a user account must remain inactive, with no successful login attempts, before the account is deemed to be
inactive, and locked out. Setting a value of 0 means that accounts are never locked due to inactivity.

¢ PIN Expiry

You can control requirements for users? PINs using options on the Policy -> PIN and OTC menu: PIN expiry indicates how long a user can keep the
same PIN before they must change it. A value of 0 indicates that PINs never expire. You can also set a policy for individual accounts to override this
option. PIN expiry after auto/admin reset is similar to the previous one, but applies to PINs that are reset by helpdesk, rather than by the user. PIN expiry
warning sets a period during which the user is warned that their PIN is about to expire. Note that this is an interval before the actual expiry, so for
example, if this value is set to 7, the first warning will occur 7 days before the PIN actually expires, and will recur daily until the user actually changes
their PIN, or the PIN expires. PIN change grace period this setting applies for one specific scenario only: a user?s PIN expires and their account is
locked. The helpdesk then unlocks the PIN, but does not reset the PIN. In this case, this setting determines how long the user now has to reset their
PIN. Require PIN change after auto setting means that the user must change their PIN immediately after first logging in, if they have been allocated a
random PIN, either on account creation, or using the Resend button from User Administration. Require PIN change after admin reset is similar to the
previous option, but applies after a user has had their PIN manually reset by the helpdesk. Only warn user, do not lock account if enabled, accounts are
never expired because the PIN has expired: users are only warned that they have not changed their PIN. Auto-reset PIN on expiry when enabled,
accounts are not locked when the PIN expires: instead, their PIN is automatically reset to a random value. The behaviour of this option in combination
with the PIN expiry warning setting is noteworthy: if PIN expiry warning is greater than 0, the PIN is changed instead of sending the first warning, so
before the PIN actually expires.

¢ PIN Composition

The following settings apply to PIN composition: Minimum PIN size is the minimum number of digits a PIN can have Maximum repeated PIN digits is the
number of times the same digit can occur in a PIN. So if 0, all digits must be different, etc. Allow numeric sequences for PIN if disabled, sequences such
as 1234, 2468, 9753 are disallowed. Banned Credentials the Policy -> Banned Credentials menu allows you to specify PINs that are not permitted. You
can use ??? to indicate any PIN, so for example, ?19??? prohibits any 4-digit PIN starting with 19.

* PINless

As mentioned previously, users can be designated as PINless. In this case, rather than extracting a one-time code from the security string using a PIN,
they enter the entire security string as the one-time code. The following policies from Policy -> PIN and OTC affect PINless users: PINless OTC length
determines the number of characters in a PINless security string (PINNed security strings are always 10 digits). Always use PIN for single channel
overrides the PINless flag when authenticating as single channel. In this case, users are actually allocated a PIN, but they only need to authenticate as
PINned when authenticating using a single-channel authentication method. For all other methods, they are PINless.

¢ Mobile App Policies

This section describes settings relating to the AuthControl Mobile app. There is one setting on Policy -> General that relates to the Mobile app: Auto
send provision code when enabled, provision codes are automatically sent to users with the Mobile App right, on account creation. Some Mobile App
policies are actually on the Policy -> Self-Reset menu: Allow user self-provision of mobile app if enabled, allows the user to provision their mobile app
using the user portal. If disabled, the helpdesk must initiate mobile app provisioning, unless auto-send is enabled.

Send provision code as security string if enabled, the provision code is sent as a security string. Otherwise, it is sent as an alert. Mobile App Local Mode
if enabled provisions the mobile app with security strings that are generated using the OATH algorithm. This means that the mobile app does not need
to connect to the Sentry server to provision. However, it also means that when the 99 strings are exhausted, the app must reprovision, rather than
simply requesting more strings. Mobile App OATH Mode if enabled provisions the mobile app as a virtual OATH token. Provision Code Validity period
determines how long a provision code is valid. The default is 1 day. URLSs the last 4 options on this menu are URLs that are used for provisioning. You
should not typically change these unless told to do so by Swivel Secure. There are also policies on the Policy -> Mobile App menu that determine what
control the user has over the Mobile App.

e Custom Images
The default email messages include a number of images. You can use these default images, or you can provide your own. If you want to use your own,
you must first change the Base URL setting on the Server -> Name menu. This should be the public URL for your Sentry appliance, and will typically be
the same as that provided for your mobile apps. If you leave the default, https://demo.swivelcloud.com, you can continue to use the default images, but
the custom images you upload will not be available. If you change the base URL to your own, all the default images will still be available, as they are
installed on your appliance. You can upload your own images, or remove the default ones, using the menu Upload Email Images.

¢ Reporting
Reports can be generated on demand, or can be scheduled, as shown by the following menus: Reporting -> Instant
Reporting -> Schedule

We provide a small list of built-in reports, but if you want a report that is not there, please contact supportdesk@swivelsecure.com. New reports can be
added without having to restart Sentry.

¢ Managing OATH Tokens
The OATH menus are provided for administrators to import lists of OATH token seeds, and to assign tokens to users.
Note that tokens come as HOTP and TOTP ? event-based and time-based. If you import a batch of tokens as the wrong type, the only option is to
remove them and try again: however, the Import menu allows you to delete all users in a list, so removing an entire set is simple. TOTP tokens cannot
be synchronised, but rely on the appliance clock being correct to within a minute.

This menu allows you to import tokens: make sure you have set the correct token type on the Policies page first. You can also allocate tokens to users.
Only users with the OATH right can be allocated tokens.

This menu shows all users that have been or can be allocated tokens



e High Availability

High availability settings are largely configured on the appliance CMI, but there are two menus on the web administration that are used with high
availability environments. These menus have no meaning for stand-alone appliances.

¢ Session Synchronisation

Session synchronisation is the process by which an authentication session generated on one appliance is also available on the other. This is managed
by the Appliance -> Appliance Synchronisation menu

Here, you should enter the IP address or host name of the partner appliance in the first field. Typically, the context will be ?sentry?, port is 780807 and
Use SSL should be ?Yes?. ?Ignore SSL Cert Errors? will normally be ?Yes? as well. The Shared Secret should be the same on both appliances and
Synchronise Sessions will be set to ?Yes?. Now every time an authentication session is generated on one appliance, it will be duplicated to the other.
This ensures that it is possible to generate sessions on one appliance, but authenticate on the other. If you are not using session-based authentication,
there is no need to configure this menu. Configuration Synchronisation

Config Sync controls which settings are replicated between appliances. Not all settings can be replicated, and certain ones, in particular scheduled
tasks, should not be the same on both appliances. We always recommend that either customers disable scheduled syncs on the standby, or they offset
them by at least half an hour. The settings here are slightly different from session synchronisation. Here you should set the broker IP to be the primary
appliance IP or host address on BOTH appliances. On the primary ONLY, set ?Act as Broker? to yes: on the standby, leave it as No. The shared secret
should again be the same on both. Enable ?Synchronise configuration? on both.



5 Authcontrol v4 Sentry SSO and Adaptive Authentication
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6 What is Adaptive Authentication?

Swivel Secure's AuthControl Sentry adds to the existing Authentication platform a new means by which you can manage the way users access a range
of on-premises and cloud applications. Specifically if and how they need to authenticate in order to gain access to those services. We refer to this aspect
of the product as Adaptive Authentication, as you can select your authentication requirements depending on the application you are protecting.
Sentry applies a number of rules to determine which authentication method a user needs to complete before accessing a specific service. It does this by
comparing the Trust Score a user achieves according to the rules and the Require Trust Score required for the service that the user is attempting to
access and then offering the user a choice of authentication options that will increase their trust score to the appropriate level.
Where we need to refer to the authentication platform web administration console (on port 8080), we will refer to this as the Core.

e Application
Generic Name for remote access/cloud/web application. Could be for example Saleforce.com, OWA or SSL VPN

¢ Trust Score
An overall assessment of how much confidence we are that this is a valid access request

¢ Required Trust Score
The required trust score a user is required to demonstrate to be allowed access to an application

¢ Rule

An element of logic that is used to help create an overall assessment (Trust Score) of the level of confidence associated with a specific authentication
request

¢ Authentication Method

One of a number of ways that a user can be asked to authenticate.
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7 Getting Started

7.1 Login to Sentry for the First Time

Login to Sentry using URL https://<INTERNAL_DNS_OF_SWIVEL_APPLIANCE>:8443/sentry and accept the EULA. If you can't gain access to the
Sentry Admin Console, try another restart of Tomcat and wait 10-20 seconds or so before trying again.
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End User Licence Agreement

SWIVEL SECURE LIMITED - SWIVEL SOFTWARE LICENCE (Perpetual]

THIS LEGAL DOCUMENT 15 A LICENCE AGREEMENT ["LICENCE") BETWEEN YOU, CUSTOMER Gﬂﬂmﬂj AND
lish company number UHUE:H?DECJ 'SWIVEL'"). BY DOWNLOADING AND/OR INSTALLING THE ACCOMPANYING
H? "LICENSED E ], YOU, OMER, .EI.GHEE TO BE BOUND BY THE TERMS OF THIS LICENCE.

ACTIVATION OF LICENSED SOFTWARE. Swivel shall provide Customer with an activatien key or registration on pa
(the "Lisenca Fee") to either Swivel or a reseller appointed by Swivel (the "Reseller") for the%mensed Software an
documentation [collectively, "Licensed Pmduataﬁ‘

LICENCE. Swivel grants Customer a personal, non-?exclusive licence to use the Licensed Products subject to the |
out in this Licence. Swivel shall have no obligation to provide maintenance or support for the Licensed Products e
maintenance and support for which Customer has a valid, current subscription.

Customer agrees:

P] to use the licensed Software (in object code form only) solely for its own internal business purposes and in ac
avel for each activation key or registration;

El] not to subvert or attempt to disable the activation key or registration [and any such action shall be conclusiv
reach of this Licence);

[iii] not ta reverse e ;gineer, disazsemble, reverse translate, decompile, or in an? ather manner decods the Licens:
deriva the source coda form or for any other reason [and any such action shall be conclusively prasumed a mate
licenca);

(iv] not ta make full or partial copies of Licensed Products em\irt such limited number of back up copies of the Li
code form which are reasenably necessary for Customer's lawful use;

g] not to make any modifications, enhancements, adaptations, or translations to or of the Licensed Products, ex
ose Customer interactions with the Licensed Software associated with normal use and explained in the assecic

g_‘ ]thut the right to use the Licensed Software is restricted by a measure of usage based upon number of users ¢
e specified usun:.as level shall require payment to Swivel or a Reseller of an incremental charge or another licenc
applicable price, tollowing which payment Swivel shall provide Customer with an activation key or registration f;

[vii) to keap a current record of the location of each copy of Licensed Products made by it;

[viii] not to subrlicence, lease, rent, laan, distribute, sell or otherwise transfer the Licensed Products or any rights
icence to any third party except as expressly permitted hereunder; and




7.2 Settings

You can generally access the Adaptive Authentication Admin console using the same username and PIN from a Admin Account on the Core server that
it is working with. However you may need to change some settings first if you are running a non-standard installation.

Instructions below refer to a location <swivelhomes. This is the base directory containing the settings files for all Swivel applications. On an appliance, it
is /home/swivel/.swivel.

The following settings are under <swivelhome>/sentry in a file called settings.properties.

The first section dictates how Sentry should communicate with the Core Server. It is recommended you change the default secret before putting into
production.

pinsafessl=false
pinsafeserver=localhost
pinsafecontext=sentry
pinsafesecret=secret
pinsafeport=8181

The next section dictates how Adaptive Authentication should retrieve images from the core

imagessl=false
imageserver=localhost
imagecontext=proxy
imageport=8443
selfsigned=true

This entry determines which Core server group a user must be a member of in order to access the Adaptive Authentication Admin console. If you want
the same users to administer both Adaptive Authentication and the Core, you can generally leave this setting at its default as shown below.

administrationGroup=SwivelAdmin

The administration group attribute can be specified through the CMI menu, Appliance Menu > Sentry Menu > Set Administration Group

7.3 Accessing the Web Administration Console

If the settings are correct then you can access the admin console login by going in a browser to http(s)://<swivelserver>:8443/sentry and then following
the link to the admin login. Here, <swivelserver> is the IP address or host name by which the Swivel appliance is accessed.

You can then login to AuthControl Sentry Adaptive Authentication using the same credentials as for the core Sentry administration.

7.3.1 Troubleshooting Login

. If no TURIing image appears, check that the settings.properties are correct for your installation.

. If you see a session start in the Core logs but no authentication request then check the settings for pinsafeserver etc in settings.properties.

. If there is an authentication request but the Core logs indicate that the agent is not authorised, check that there is an Agent defined on the
core administration for localhost (127.0.0.1), and that the secret for that Agent matches the one in settings.properties.

. If the Core indicates that the authentication was successful but you still cannot access Adaptive Authentication, check on the Core that the
user is in the group defined in settings.properties, e.g. SwivelAdmins.

. If you cannot reach the Adaptive Authentication Admin Console it may be because access to the admin console is not possible from your IP
Address. Check the settings in <swivelhome>/sentry/security.properties. This file shows the IP Addresses from which the admin console is
accessible. The default is admin.iprange=0.0.0.0/0 which allows access from anywhere. A setting of 192.168.0.0/16, for example, would
restrict access to the 192.168.x.x address range.

a »~ W=

7.4 Setup Sentry Keys
Before you are able to create a Single Sign On configuration, you will need to setup the application URL and some Keys.

To specify the application URL you need to use the appliance CMI Menu. Select the Appliance menu, then select Sentry Menu and then select the
option Set Application Root URL.

Keys are used to secure the communication between Sentry and Cloud Services. Please see a separate article: How To Create Keys On Cmi.

You will need to use the certificate you generate when creating SAML integrations. This can be retrieved from the View Keys menu option of Swivel
Sentry
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Rules

Applications
Authentication Methods
View |dP Metadata
Keys

Users Active Sessions

User History

Log Viewer

General Configuration

Application Images

Keys

Type Path

Public Key fhome/swivel/.swi
Cert /home/swivel/.swi

Private Key /home/swivel/.swi

7.5 Viewing Certificate and Metadata

The certificates you have created will be required by cloud services in order to secure the communications between the cloud service provider and the
Sentry installation. The certificate information is contained within the Sentry IdP Metadata and can be access by the cloud service provider via the View

IdP Metadata link.

If the cloud service provider is not able to consume this metadata, the actual public key and certificate are also available for download from the Sentry

Admin Console.
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AuthControl Sentry

The AuthControl Sentry allows cuthentication to be managed in a better way through the us
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8 Defining Applications

Applications that support federation standards such as SAML and ADFS will use those standards to integrate with Sentry. Legacy applications and
services will need to integrate in a different way and they will use Swivel Secure?s Proprietary Claims approach which works in a similarly way to SAML
but works with the constraints of non-cloud systems such as VPNs.

The flow is as follows:

1. The user goes to the Sentry Universal Login Page and selects the VPN application.

2. The user is asked to present credentials as per the policies and the Sentry uses these credentials to request a Claim for that endpoint.

3. The user is redirected to the VPN login page with the claim as the password parameter.

4. The user logs into VPN using their username and claim.

5. The core then validates the claim, checking that the claim was issued for this endpoint. So in this case the Application name on the Sentry
must match the NAS name on the core.

To create a new application, go to the Applications section and click on Add Application:
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Applications

Name Type
Mimecast SAML
Solesforce SAML
Google Apps SAML
JuniparVPN RADIUS VPN

\ ServiceMow SAML

|
TestApp RADIUS VPN
GoloMeeting SAML
CitrixNetscalerVPM RADIUS VPN
ApplicationB SAML
PulseSecure SAML
Onelogin SAML
Officadsh SAML
CiscolSA RADIUS VPN
19
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A list of default applications will be displayed. If the application that you need to integrate with does not appear on the list click SAML-Other or RADIUS
VPN-Other depending of the integration type required.
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m" RADIUS VPN - Ciaco ASA WSel
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Example SAML Application:
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By default, Sentry returns a single assertion, using the federated ID as defined in the application. Note that this value must correspond to a Sentry
attribute defined in the Sentry Core. You can request additional SAML assertions by clicking "Add Attribute"

SAML Application

Mama nitpfashomos.micrasoft.com/ s/ 2008/08/id
Format urn:oasiznameste SAML:Z Dattrnome-format:
Sentry Attribute email

-

The name and format are dependent on the target application. All attributes must be defined as custom attributes in Sentry.

There are some application images added by default. If you need to add a new application image or update the existing ones, please go to the section
Application Images.
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9 Defining Authentication Methods

Sentry supports a range of user authentication types. These can be assigned different numbers of points. Generally, the stronger the authentication the
more points are allocated to the authentication type.

For example, if you were using Sentry to protect two services, one more security-critical than the other, you could enforce two-factor authentication for
the more secure service by

* Making the required trust points for the more secure equal to 200 and 100 for the less secure.
e Allocating 200 points to two-factor authentication types (e.g. token) and 100 points for Image-based authentication (e.g. PINpad).

Then when the user attempts to access the more secure service they will be prompted to use a two-factor authentication method and only be allowed
access if they complete authentication in that way.

You can assign any scores you like to any authentication types, being mindful of the points required to access services and the points that a user can
gain from the rules.

All authentication types are enforced by the Swivel Core Server. Current Supported Types Are

Password Check of Users Repository (eg AD) Password
TURIing Image-based authentication via TURing Image
PINpad Image-based authentication via PINpad Image
SMS SMS-based authentication

Soft Token AuthControl Mobile Client Authentication
OneTouch AuthControl Sentry Push Authentication
OATH Token OATH Hardware Token
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Authentication Methods

Deseription Seore When Successful

T e T ———

| Pinpad 50
ﬂl, | | 4 TURing B0
L
i Username and Pasaword 20

Oath Token 100
Mabile app 100
S 100
Onelouch 100

If a type of authentication is allocated zero points, it means it is not supported by this installation of Sentry

When a user tries to access an application, they will be offered the lowest point authentication method, although they can select an alternative method if
they choose. By default, the user will be able to select all authentication methods.
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Imorales

I I """"""""""""" pt

Username and Poseword

Pinpad ==

TURing

Dﬂth Tnken e el

Mobile app

SMS

Onelouch

Alternatively, an administrator can select the option only to show authentication methods for which the user has the rights to use. To do so you have to
go to General Configuration and tick Show Allowed Authentication Methods By Rights check-box. This way users will only see authentication methods
that they can actually use.
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General Configuration

550 Enabled

log Level

Show Mlowed Authentication Methods By Rights

Delete Lags Clder Than [days]

Shenw End User Licence dgreemant

—

TRACE

3

30
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When a user accesses the service and is shown the authentication method, the authentication method will also show the service name / logo to indicate

which service the user is trying to access.
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10 Defining Sentry Rules

By allocating points to Services and Authentication Types, you can use Sentry to implement a set of static rules that dictate how a user needs to
authenticate to certain services. Sentry rules allow you to add a dynamic element to user access, meaning that you can refine the access rules to reflect
the specific risk elements of a user?s access.

Rules

Rules Number Of Rules

IP Range 1 Q, Vien
Time Range 0 Q, Vien
Certificate U] Q, Vien
Group Membarship 0 Q, Vi
Known [P 0 Q, Vien
GeaolP 0 Q, Vi
Geo YVelocity (0 Q, Vien
Compound 2 Q Vi
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To define a rule, you set the parameter for that rule and then the score when that rule is valid. For example, for IP address you specify the IP address
range and a score. The user will be allocated that score if their IP address is part of the specified range. Scores can be positive or negative.

You can specify multiple rules of each type

You can currently specify rules based on the following user and environmental attributes.

10.1 IP Address (White List or Black List)

These rules allow you to add trust points if the user is coming from a whitelist IP address or deduct points if the IP address is on a blacklist.

Parameters:

IP Address Range, e.g. 192.168.0.0/24

Examples

IP Range Rule

Mame Whitelist
seara Whean Valid b
IP range 192.168.0.0/2%

M
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b
| IP Range Rule

Mame Blacklist
Seara When Valid B0
IP range 123.123.0.0/2%

MG

10.2 Time Range

Allows you to add points or deduct points based on the time of day that the user is attempting access.

Parameters:
Start of Time Range: Start of time range of interest
End of Time Range: End of time range of interest

Example:
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Time Range Rule

Mame

Seora When Yalid

Start of time range

End of time range

Working Hours
60
09:00

1700

WIS

10.3 Certificate

Allows you to add points if the user has a valid client-side X509 Certificate installed

Parameters:
None

Example:
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Certificate Rule

MName Managed Device

Seore When Valid bl

Ml

For further details on configuration, check Client Authentication using Certificates

10.4 Group Membership

Allows you to add or deduct points based on whether a user is a member of a particular group.
Parameters:

Name of Group. The name of the Sentry Users group that is of significance.

Example:
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Group Membership Rule

Name Admins
Score When Valid -60
Mame of group Administrators

MRS

10.5 Known IP

Allows you to add points if a user is attempting to access a service from an IP address that they have successfully accessed before.

Parameters:

Maximum Number of IP Address: Sentry will record up to a maximum number of IP addresses that a user has successfully authenticated from to cover
for example home and office IP Addresses

Number of Days since Last Access: The number of days after the last successful authentication that an IP address will be treated as being significant.

Example:
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Known IP Rule

Name Home And Office IP
Score When Yalid b0

" Maximum number of IPs per user i
Number of days since last access b

L

10.6 GeolP

Allows you to add or deduct trust points based on from which country a user is attempting access, according to their Geo IP location.
Parameters:
Country Code: List of ISO-3166 standard country codes related to this rule. List is comma separated, eg GB,FR

Example:
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Geo IP Rule

Name Countries Where We have Offices
Score When Valid |
Country code GB,US,ES,DE

MG

Allows you to add or more likely deduct points based on the user's apparent average speed since their last login. This uses their Geo-IP location at their
current and previous location, and the elapse time. This rule is primarily designed to detect logins from someone other than the authorised user, at a
geographically remote location.

10.7 Geo Velocity

Parameters:
Speed Limit (MPH): the average speed which must be exceeded for this rule to apply. Note that this is in miles per hour.

Example:
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Geo Velocity Rule

Name hrea based
Seore When Valid B0
Spead Limit[MPH) 100

Ml

10.8 Compound Rules

Compound rules allow you to combine already created rules and accessing applications to add or deduct trust points for the user.

Rules can be combined to support both simple and complex set of access rules. For example you may decide that Username and Password from a
Known IP Address in a safe country is as safe as two factor.

Parameters:
Rule/Application 1: A List of Rules and Applications

Operator: Operators AND,OR,XOR,AND NOT. Will allow to select if you want both rules/applications to be true to give or deduct trust points or one of to
be true, or one has to be false etc.

Rule/Application 2: A List of Rules and Applications

Example:
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Compound Rule

Mame

Score When Valid

Rules

Admin and not working hours

Pulgaeeum?
Offinadol
(DiseofSA
Warking 1lours
Adiiins

41 B

50
WD ¢
ot

4O

AN O |

-
Mulsatiacure?
Offieaddh
CisoohSA
Mfarlking e

Aeliming

M

This also allows you to specify rules that only apply to specific applications e.g.
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Compound Rule
1 | d
_ Name Admin and not working hours
i | Score When Valid b0
il | Rules
PulsaSacyr? & J'iﬂD : . Wlimacas
Officalsh on felashoren
ClaendbA KON o)l s
Warking Heurs AMEY MG duniperi
Aellng SardaaMow
* i :
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11 Single-Sign-On
Single Sign-On allows a user to carry points that they have attained by authenticating to one application when authenticating to another application
(within the same browser session).

This means that if a user has authenticated to one service they will be automatically logged-on to another service that has the same or lower required
points value.

To enable single-sign-on select the SSO Enabled setting under General Configuration.

For RADIUS VPN applications the credentials will be required to access if the application does not have any session active.
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12 Setup Authentication for Start Page (Optional)
If needed, from 4.0.5 onwards, you can configure the points required to authenticate before showing the start page.

In General Configuration, enter the Points Required for Start Page.

Start Page

General Configuration

Rules
Applications

Authentication Methods

S50 Enabled
View |dP Metadata
Keys
Log Level
Users Active Sessions
User History
Log Viewer Show Allowed Authentication Methods By Rights
General Configuration
Application Images Delete Logs Older Than [days]

Show the password field

Points Required for Start Page

Show End User Licence Agreement

If you specify more than 0 points, you will get the RBA Login to enter the Start Page.
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3 swivelsecure

l 'JEE rname

Submit

Additionaly, it's possible to configure what applications are shown in the Start page per user group, by going to the application page and selecting
"Restrict by Group".
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Restrict by Group

Groups

Yes ' No

| Swivellmage

SwivelAdmin

SwivelHelpDesk

| SwivelMobile

| SwivelToken

| SwivelSMS

| SwivelSMTP

| SwivelPinless

| SwivelMexmo

Back
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13 General Operation and Diagnosis
13.1 Users Active Sessions

The Users Active Sessions Screen will display any users that are currently logged in via Sentry and it will indicate how many points they attained as part
of that authentication.

Users Active Sessions

Username Points  IP Last Access Federated ID
morcles 70 1921681116 }ﬁjﬁg& ;  Imorales
Imorales 10 172168118 mﬁiﬁ% 4 Lganulevics@test.swivelsecur

13.2 User History

The User History Screen will display a user?s recent login history, including IP address, access date and points. If there is any GEO IP rule defined, the
location of the user?s authentication will be displayed as well.

The user history information is used by the known IP rule, so if a Known IP has been defined, the number of last logins stored will depend on the
information set on the rule. This screen also allows an administrator to remove the records associated with a user.
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User History for admin

IP Address Lcation Points

192.168.11.116 I 16
192.168.11.116 100 10:
192,168 11.116 3bb3 16:

Delete records

13.3 Log Viewer

The Sentry server logs authentication and other events, which can be viewed on the Log Viewer page.

You can choose what level of logs to view from the drop-down list.
On General Configuration, you can select if you want to delete the logs and if so, how long to keep the logs.

By default Delete Logs Older Than (days) is set to 30. If that value is set to 0 the logs will not be deleted. If it is set to 1 it means that the logs will be
deleted that are older than 1 day.

The scheduled task to delete logs by default will run every day at 23:00. This can be changed if the attribute deleteLogsJobCronExpression is added
into settings.properties, e.g. deleteLogsJobCronExpression=0/5 * * * * ?.
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General Configuration

590 Enabled

log Level

Show Mllowed Authentication Methods By Rights

Delete Lags Glder Than [days]

Shew End User Licence dgreemant

TRACE

30

Ml

il
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14 Azure AD as a Data Source
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15 Overview

This document describes how to use Azure AD as a Data Source.
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16 Prerequisites

e Enable Azure AD Domain Services.
¢ Enable Secure LDAP.

e |tis also necessary a connection between Swivel and Azure AD SLDAP

16.1 Implementation

You can follow the instructions on this article here.

Please have a read in this instructions on this article [1] and also [2]
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17 How To Configure OATH Mobile

17.1 Overview

OATH authentication allows a mobile device to be prompted a new OTC every 60 seconds without requiring the connection to AuthControl Sentry.
Optionally, this can be changed to every 30 seconds for compatibility with Google and Microsoft Authenticators. See below for more details.

17.2 Prerequisites
Swivel AuthControl Sentry v4 onwards
Swivel Mobile Phone Client Version v4 for One Touch Mobile client based solution.

Swivel Server Details SSD for mobile client with OATH enabled.

17.3 Swivel core configuration

In order for a user to be able to use the mobile app as a OATH token they must be allocated the right to use the OATH mode of operation. This is done
by ensuring that they are a member of a group that has this right.

Mobile client users must install the Swivel Mobile Phone Client from the app store.

17.4 Configuring OATH policy settings
On the Swivel Administration console select Policy -> Mobile App and ensure the below settings are configured:

Set Mobile App OATH Mode to Yes
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3 swivelsecure

Status
_ Polic Mobile A
Log Viewer y / PP 9
Server Set the polices to be downloaded to mobile app.
* Policy
> General Allow user self-provision of Yes v
> PIN and OTC mobile app:
» Password
+ Self.Reset Send provision code as No v
security string:
> Helpdesk " .
» Banned Use long provision code: Pley, ™
Credentials
> Console Login Use 30 second timestep for hNa
» Mobile App OATH:
» Reporting
» Issuer for OATH token
[policy _dualchannel] label:
Logging
P : Enforce HTTP Header No
eEyegN Checking:
Database
Mobile App Local Mode: No v
Mode
Repository Mobile App OATH Mode: iy
RADIUS Baset4 Encode Username No v
Migration in provision URL:

Other relevant options on this page are:

e Use 30 second timestep for OATH - if this is enabled, OATH codes are compatible with Google and Microsoft Authenticators. AuthControl
Mobile Authenticator also supports this.
¢ Issuer for OATH token label - this only applies to 30-second OATH mode, and sets part of the label for authenticator display
Note that OATH mode (60 second timestep) is compatible with Push authentication provided that local mode is not also enabled.
17.4.1 Notes for 30 Second Mode

Note that if 30 second mode is enabled, provisioning can only be done using the QR code, in AuthControl Mobile Authenticator, Google Authenticator,
Microsoft Authenticator or any other compatible authenticator app.

Please note that for 30 second mode, the URL placeholder needs to be url5, rather than url4. See the article on provisioning mobile apps for more
details.

As 30-second timestep does not send any information back to Sentry, it is not compatible with Push authentication.

You can have both 30- and 60- second timestep tokens. Changing the setting only affects new tokens created after the change and does not change or
invalidate tokens created before the change.
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17.5 Define a group of Mobile OATH users

On the Swivel Administration console, select a group of users that will be using Mobile OATH authentication and ensure that the OATH box is ticked
then click Apply.

OATH Mobile Users

3 swivelsecure

Sl Repository>Groups @
* Log Viewer
& Server Plaase anter the repository group infarmation to be used by the Swivel server,
B Palicy This includes group privileges and Active Directory/LDAP dafinition. For XML repository, please copy th
B Logging Single Dual
B Massagang
B Database Hamae: Swiveladmin 7 7
i Definitions:
B Rapository 5 y
reers repoTest: Swiveladmin
& Types
e Grouns -
& Attnbutes M Swivellmage “
o repoTest Definitions:
a2
REEVR repoTast: Swivellmage
B Migration
& Applance Mame! SwivelHelpDask s el
B oaTH
Definitions:
B Config Sync
@ Reporting repaTest: SwivelHelpDask
* Ligar Administration
L] wa Configur n Namaea; SwivalMobie oy
* Upload Email images Definitions:
* Administration Gui repoTest: SwivalMobde
17.6 Testing

For testing OATH you can click App provision button on the user admin screen for the user that has been configured as a mobile OATH user and then
provision the device with the URL or QR Code as explained:

Provision the device via URL. Please read more on Provision URL page.

Provision the device via QR code. Please read more on QR Code page.

17.7 Troubleshooting

Security code is showing instead of OATH Token

Please ensure that the SSD server for that Site ID has been configured as OATH and local mode is set to false. After changing the setting in SSD
server, the users must me re-provisioned.

Check the Swivel logs for error messages

Error Messages:

CANNOT_CREATE_TOKEN for the <username> user does not belong to the OATH Group

This error can be seen where the button App Provision is clicked on the User Admin Console and the user does not have OATH permission. To solve
that you need to add the OATH right to the group the user is member of.

OATH token does not allow the authentication.

When you click Provision App ensure that a token for that user has been created. For that you can go to the OATH/OATH Tokens screen and check that
a new token has been created for that user.
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9 swivelsecure

T OATH>OATH Users @
* | og Viewer

Server Total number of users : 2
Policy Users per page . 50
Logging Search by username :
Messaging Search by serial ID °
Database
Search
Mode
: Username Allocated Token
Repository
RADIUS : Assign Token...
Migration
d Imorales Imorales
Appliance

O

OaTH

o OATH Policies
o DATH Tokens
o OATH Users

Config Sync
Reporting

® User Administration

¢ Save Configuration

& Upload Email Images

¢ Administration Guide

e | ogout

If the token has not been created, ensure that the policy Mobile App OATH Mode is set to Yes.
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18 How To Configure Push Mobile
18.1 Overview

Push (or OneTouch) authentication allows a mobile device to be prompted by the Swivel server to let the user authenticate by pressing a confirm button
on the mobile device screen, via a Swivel mobile application. You can see how that works on the following video:

18.2 Prerequisites

Swivel AuthControl Sentry v4 onwards

Swivel Mobile Phone Client Version v4 for One Touch Mobile client based solution.
Swivel Server Details SSD for mobile client with OneTouch enabled.

Swivel Server will need connection with Google and Apple servers: android.googleapis.com:443, fcm.googleapis.com:443,
gateway.push.apple.com:2195, feedback.push.apple.com:2196

18.3 Swivel core configuration

In order for a user to receive the Push / OneTouch Mobile push message they must be allocated the right to use the OneTouch mode of operation. This
is done by ensuring that they are a member of a group that has this right.

In addition they must be in a group associated with an Push / OneTouch transport. The transport must be the PNA (push notification authentication)
Transport for Push / OneTouch Mobile client users.

Push / OneTouch Mobile client users must install the Swivel Mobile Phone Client from the app store. You can see how that works on the following
videos:

18.4 Configuring Dual Channel settings

On the Swivel Administration console select Server/Dual Channel and ensure the below settings are configured:

Set On-Demand Delivery to Yes

Set Allow message request by Username to Yes

In Bound OTC Rule: Confirm key - enter the digits defined under Confirm Key to authenticate, example: if 1234 is entered then confirm by entering
1234 on the telephone keypad. OneTouch Mobile client solution currently only supports the confirm key mode of operation Confirmation key: (may be
shown as [server_dualchannel_inboundconfirmkey]): The key(s) to be pressed to confirm authentication Call/Notification gap(s) (may be shown as
[server_dualchannel_inboundcallgap]):

Domain Allowed to get OTC: Indicates the domain (e.g. http://localhost:8080, http://domain) authorized to get OTC. That is used by 2 way transport

like Push Voice telephone or Push Mobile PNA (push notification authentication). The domain will correspond with the domain client (e.g. AuthControl
Sentry, OnePushDemo, ...). If the value is * it will allow all the domains.

In Bound OTC Rule: Confirm Key -
Confirmation key: 67890
Call/Motification gap (s): 10

In Bound SMS Timeout (ms): 500

18.5 Define a group of Push Users

On the Swivel Administration console, select a group of users that will be using Push authentication and ensure that the Push box is ticked then click
Apply.

Push Mobile Users
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Repository>Groups ¢

Please enter the repository group information to be used by the Swivel server.

This includes group privileges and Active Directory/LDAP definition. For XML repository, please copy
single Dual

Name: SwivelAdmin V] ]

Definitions:

repoTest: Swivelfdmin

MName: Swivellmage V] [

Definitions:

repoTest: Swivellmage

Mame: SwivelHelpDesk V] V]

Definitions:

repoTest: SwivelHelpDesk

Name: SwivelMobile [l ¥

Definitions:

repoTest: SwivelMohile

Name: SwivelSMTP [ [

Definitions:

repoTest: SwivelSMTP

Name: SwivelToken [ V]

Definitions:

repoTest: SwivelToken

18.6 Define a Push Transport
On the Swivel Administration console, select or create a Push Transport

For OneTouch Mobile Client this will be the PNA (push notification authentication) Transport

Push Mobile Client Transport

57



Identifier: PRA
Class: com.swiveltechnologies.pinsafe.server.transport.PNATransport
Strings per message: 1

Copy to alert transport: Mo -

Destination attribute: platformandpushid -
Strings Repository Group: -——-NONE-— hd
Alert repository group: —MNONE-— -
Push repository group: SwivelMaobile -

Configure Push Transports Configure a One Touch Mobile Client (PNA) Transport
The PNA (push notification authentication) Transport is preconfigured, no configuration changes are required unless requested by Swivel support

Timeout (ms): default 30000. Notification timeout. If the notification is pressed or arrives after the specified time, a message will be shown to the user to
indicate that the Authentication Request has expired. 0 is no Timeout.

Notification title: Text displayed on the device notification.
Notification body: Text displayed on the authentication screen of the Swivel Mobile App.

iOS cert password: iOS certificate password which should correspond with the kind of certificate that is being used: production or development. The
certificate used will depend of the attribute 'Production environment'.

BB URL: Push URL for BB10 Swivel Mobile App.

BB application id: BB10 Swivel Mobile App's identifier.
BB password: Push password for BB.

Android key: Key related with the Swivel Mobile app used.

Production environment: Indicates if the current environment is development or production. Depending of this value the certificate used to send the
notification to the device will be the production one or the development one.

18.7 PNA configuration
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Timeout {ms):
MNotification title:
Motification body:
iI0S cert password:
EE URL:

BB application id:
BB password:

Android key:

Production environment:

Messaging>PNA ¢

300000

Authentication request received

Do you want to continue with the authentication?
SRR RRRRRRRRRRRERRRD
https://cpl253.pushapi.na.blackberry.com
1253-8719a7580rn086467000co209r608800a860
SRR RRRRRRRRRRRRERD

AlzaSyAi- Ko 1WOmQr7 frrgMeHWVgxgBRAWGC 30w

Yes -

Please enter the details for the Push transport. Platforms supported: 105, WFS, BE10, Android

l Apply ” Reset |

18.8 PNA V5 Configuration
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Messaging>PNAV5 ¢

Please enter the details for the Push transport. Platforms supported: i05, WP8, BB10, Android

Timeout {ms): 300000

Motification title: Authentication request received

Motification body: Do you want to continue with the authentication?
i0S cert password: FEAAEEIE R R RN R R R

BB URL: https://cpl1253.pushapi.na.blackberry.com

BE application id: 1253-8719a7580ri086467000c0209r508800a86
BB password: FEENEEE R AR NN R RS

Android key: [AIzaSyCWMrCle6zwXvpLWG-dxzzIwgklfiSCYUS|

Production environment; |MNo ¥

| Apply || Reset |

18.9 iOS Users

A renewal of the certificate might be due to happen from time to time as for now this is a non permanent certificate. Instructions and file: APNS Push
Certificates

Bear in mind that v4 has an Update available but for internal database type we suggest that you either update the appliance and get the newer version

(4.0.5) or if you decide to go for the manual option we strongly advise you to change from Internal to Appliance Database - there is a known bug when
tomcat is restarted for v4.0.4 using the Internal database - check: https:/kb.swivelsecure.com/w/index.php/Migrate_How_to_guide

18.10 Android Users

For AuthControl Mobile App v5 please ensure you create a PNA_V5 as Push Transport. Open it and replace the Android key by the following:
AlzaSyCWMrCle6zwXvpLWG-dxzzlwgklfiSCYUs

18.11 Testing

For testing OneTouch you can use AuthControl Sentry adaptative authentication system or RADIUS with OneTouch enabled.

18.12 Troubleshooting

Check the Swivel logs for error messages

Error Messages:
Calling or sending notification to user "push” failed, error: The transport destination is empty.

This error can be seen where the user is authentication with the PNA and if the Mobile device has not been provisioned.

Authentication failure. Please Reprovision the device

The mobile device needs to be provisioned.

The authentication request expired

The authentication request took too long to reach the Mobile Client and is no longer valid. A large time difference between the mobile client and the
Swivel server can cause this error. To increase the value, change the PNA Transport Timeout (ms): to a larger value or to 0 to prevent timeout.
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PNA user id error

The wrong User is associated with the Provisioned mobile device. Provision with the correct user.
Calling or sending notification to user "gfield" failed, error: The transport destination is empty.

This can be caused wherethe SSD has a value of false for Push. To allow OneTouch Mobile this value needs to be true. To check this, verify on the
Swivel Administration Console User Administration, View by Attributes to see platformandpushid.
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19 How To Provision Mobile Apps

19.1 Provisioning Mobile Apps
This article sets out how to set up your Swivel installation to provision the Swivel AuthControl Mobile App using the preferred Quick Provision Approach.
To be able to use quick provisioning you'll first need to contact Swivel Secure to enable this feature if it hasn't been enabled.

Please note that quick provisioning only works with SMTP transports. You cannot provision a mobile app with SMS.

19.2 How it works
The provisioning works in the following way.

1. User is sent a Provision Message

2. User accesses the provision url on their mobile (by clicking the link or scanning the QR code)
3. Mobile accesses the url, that takes the device to the Swivel Mobile Client Server

4. Mobile downloads the specific server settings required for that client

5. Mobile then uses those settings to access the Swivel Core Server to be provisioned

For this process to work the Swivel server needs to be allocated a Site ID and have a method of sending the required message to the user to be
provisioned.

19.3 Site ID

When the mobile app is provisioned, it contacts the Swivel Mobile Configuration (SMC) server and presents its Site ID, and in return is given the server
settings for that customer. To request a site ID you need to send a request to Swivel Support and include the following details:

e The public hostname/ip address of the Swivel server, along with the port number, context, and where the server is set to use SSL. A typical
entry would be

Host: swivel.company.com
Port: 8443

Context: proxy

SSL: true

You may also optionally state two other settings to define whether you wish the clients to work in Local Mode and if you want to use One Touch

One Touch: true
Local: false
OATH: false

Swivel support will inform you of your Site ID and this needs to be enter on the Site ID field on the Server - Name screen.

Server>Name @

Please enter the name by which this Swivel server should be known.

Site ID: 1234567890

Server Name: SwivelPimary

l Apply H Reset |

19.4 Provision URLs

The URLs that will be used to contact the Swivel SMC server are set under Policy -> Self Reset.
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URL provisioning: https://smc.swivelsecure.net/smc/provision/

URL to get settings: https://smc.swivelsecure.net/smc/getsettings/
URL complete: https://smc.swivelsecure.net/smc/complete/
QR Code URL: https://smc.swivelsecure.net/smc/qrcode?text=

19.5 Quick Provision Link

If the user can access their email on their mobile device they can be sent an email that contains a url that will instigate the provision process.
Alternatively this url can be sent as a Text Message.

To use this method of provisioning you need to ensure that on the Messaging configuration screen, eg Messaging -> SMTP, the following text is
included:

To automatically provision your device, click the following URL: $URL_COMPLETE%SITE_ID/%$NAME/%$CODE

When the message is sent to the user the %URL_COMPLETE%SITE_ID/%NAME/%CODE will be replaced by the SMC url, the site-id, the user's
username and the user's provision code.

19.6 QR Code

The other option is for the provision message to include a QR code that the user can scan from their Swivel Mobile App in order to start the provision
process.

The Swivel User Portal includes an application that will display the QR code relevant to the provision message. This needs to be available via the
internet so that the provision message can include a link to it. For example if your userportal is deployed as https://portal.domain.com:8443/userportal,
then the QR code should be available from https://portal.domain.com:8443/userportal/getQRCode?text=

To use this approach the provision message must be in html format include text along the lines of
Click here to view QR Code: urld

When this message is sent to the user, url4 is replaced by the html required to pull in the image.

19.6.1 Note for 30-second timestep

If you select 30-second timestep mode, you must change the placeholder to url5. The default provision template contains url4, so make sure you look for
that and change it. You should also remove the provision link, as it is not compatible with 30-second timestep mode.

19.7 Policies
There are a number of polcies you can set around the provision and use of the Swivel Mobile App.

19.7.1 Provision Policies

These policy settings define how the provsion process operates and are on the Policy -> Self Reset page

Allow user self-provision of mobile client: |Yes W
Send provision code as security string: [No W

Log device information when provisioning: |Yes V|

Provision Code Validity period (seconds): 1360000

Allow user self-provision of mobile client o . o )
If set to yes the user can, at any time, request a new provision code via the user portal. If set to no then once a user has provisioned a mobile
device, the only way to provision a new device is via the admin console.

Send provision code as security string
If this is set to No, then the provision message will be sent to the same destination as all other alert messages, usually an email address. If
this is set to yes then the provision message will be sent to the same destination as their security strings, usually a mobile phone number. This
option allows the system administrator to ensure that provision messages are only sent to the users registered mobile device

Log device information when provisioning
If set to yes, any http headers parameters sent by the mobile device will be logged against that user's device. If a mobile client attempts to
download security strings and presents a different set of headers to that that was logged when the device was provisioned, the request will fail

Provision Code Validity period (seconds)



For how long the provision code is valid

19.7.2 Usage Policies

When a mobile client is provisioned it downloads a set of policies from the Swivel Server. These policies are set on the Policy->Mobile Client screen

Policy>Mobile Client

Set the polices to be downloaded to mobile clients

Allow user to enter PIN: Yes Vv

Allow user to choose how to extract OTC: |Yes W

Allow user to browse strings: No w

Provision is numeric: No W

Show Settings: No

Sync Index: No W

Support Email Address: support@domain.com
Support Phone Number: +44 1234 5678

VPN URL Scheme:

Apply Reset

These policies are

Allow user to enter PIN
If the user has a PIN they can enter that PIN into the mobile client and it will extract the associated one-time code. If this policy is set to Npo,
the user will be shown the security string and the user will have to perform the one-time extraction mentally.

Allow user to choose how to extract OTC
If the user is allowed to enter their PIN, if this policy is set to yes, the user can opt to disable PIN entry

Allow user to browse strings
The mobile client will work sequentially through the security strings that it has downloaded, however if this policy is enabled the user can

browse through strings, eg skip strings. THis maybe required where the user has to use a specific string in order to authenticate (eg for
MSCHAP authentication)

Provision is numeric

Should the user need to enter their provision code manually, by setting this you yes the mobile client will display a numeric only keypad on the
provision code entry screen

Show Settings

If Quick Provision is being used, there should be no reason for a user to be able to view their settings. However this policy enables the user to
see these settings

Sync Index

Some RADIUS protocols work in such a way that only a specific security string can be used to authenticate. Syncing the index means the
Swivel Mobile Client will always use the security string that the server is expecting. To Read more about Sync please go here
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Support Email Address, Support Phone Number
These support details will be shown to the user when they access the help screen on the mobile client

VPN URL Scheme
Certain versions of the mobile client may support the launching of a VPN client. This setting defines the format used to enable this

19.8 Troubleshooting

A key question when diagnosing provisioning issues is to determine if the Swivel Client is contacting the Swivel server or not. If there are no log entries
in the Swivel logs when the provision fails, it implies the error is a configuration or network issue prior to this stage in the process/

User clicks the link or scans the QR Code and nothing happens This implies the settings for the SMC server are not correct

User sees the initial config screen then provision fails with connection error Check site is set and site id settings are correct Check that the urls
are accessible. To test this you can paste

http(s)://<site id settings>/AgentXML?xml=<?xml version="1.0" ?><SASRequest><Version>3.6</Version><Action>ping</Action></SASRequest>
Where site id settings represents the server, port and context set for your server ID
You should see a response

<?xml version="1.0" encoding="UTF-8"7?>
<SASResponse>

<Version>3.6</Version>

<RequestID/>

<Result>PASS</Result>

</SASResponse>

Check the validity of the certificate and also check that there are no issues in relation to weak ciphers or encryption standards
Invalid Provision Code If the user gets an invalid provision code check when the code was sent and how long the validity of the code is sent to. If this

is an HA pair, need to ensure that the same appliance that issue the provison code also received the provision request from the mobile or that Session
Synchronisation has been enabled/
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20 Licence key

20.1 Swivel Licence Keys
Since Version 3.11 the Swivel Licence keys work in a difference way. They differ from previous licence keys in the following ways.
* The licence is issued to a specfic installation and therefore cannot be transferred from one server/installation to another
* The licence key is used to contact the Swivel Licence Key server to download details of the entittements the customer has purcahsed. This

means when a customer wants to upgrade or renew their licence, they do not need to enter a new licence key, merely refresh the licence key
they are given. See License Key Update.

When an organisation become a Swivel customer they are allocated a Site ID. This uniquely identifies their installations and is used as part of the mobile
device provisioning process and can also be quoted on support tickets etc.

It is also used as part of the key for encrypting licence keys, therefore licences will be issued for specific Site IDs. If, at the time of purchase, an
organisation does not have a licence key, one will be allocated to them.

20.2 Entering Licence Keys
The licence information is sent in a document that contains both the Site ID and the Licence Key.

First you need to ensure that the Site ID has been set correctly. To do this go to the the Server->Name section and check that the site-id matches that
on the licence document. If not then enter the Site-id procived and click apply.

Server>Name ¢

Please enter the name by which this Swivel server should be known.

Site ID: 1234567890

Server Name: SwivelPimary

| Apply || Reset |

Then go to the Server -> Licence screen and ensure that on-line is set to yes and then enter the Licence Key into the Licence Key field.
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Server>License @

Flease enter your Swivel license key below.
License key: SN NNINIIRRRRRRRR RS
License information:

Online: Yeg -

I Apply H Reset ]

Then click apply

Server>License @

Licence for 200 users. Started 03-Jan-2016, expires 03-Jan-2017.

Please enter your Swivel license key below.
License key: SRNNEN NN RRREN
License information: essssssssssssssssssstaasd

Online: Yeg -

l Apply ” Reset ‘

The appliance will need access to the internet and to DNS to download the licence key information

You will see a message listing the licences associated with the licence key and the Licence Details will be populated.

20.2.1 Off Line Licence Key Entry

If, for any reason, it is not possible to allow the Appliance to contact the Swivel Licence Server then it is possible to set the On-Line mode to Off. In this
case, the licence information needs to be entered manually. You can retrieve your current licence information from a browser, using the following URL:

https://ssd.swivelsecure.net/slksext/licence/my-licence-key

Replacing "my-licence-key" with your actual license key.

20.3 Updating Licence Information

With older versions of the software (prior to 3.11), requesting more users required a new licence key. With the new system, the licence key remains the
same, but the license information changes.

20.3.1 Updating Licence Information Online

When you update your licence, it is not automatically updated in the appliance. However, if the appliance is online, all you need to do is to go back to the
Server -> Licence page and click Apply for the latest licence information to be downloaded.
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20.3.2 Updating Licence Information Offline

If your appliance is not able to connect to the internet, then you must retrieve your new licence information and replace it in the Server -> Licence page.
Use the same URL as above:

https://ssd.swivelsecure.net/slksext/licence/my-licence-key

Replacing "my-licence-key" with your actual license key.
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21 Mobile App Privacy Policy
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22 Notes

This document referes to requisites of Authcontrol Mobile App.
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23 Privacy Policy
Swivel Secure?s mobile app requires access to:
e The Camera app to allow scanning of QR codes in our provisioning messages to ensure easy user provisioning.
* The Storage to save the information required to communicate with your AuthControl Sentry system and the storage of the security strings, that
are downloaded as part of the provisioning process, allowing authentications even when no mobile phone signal is present.
¢ The Phone app to allow users to directly call their helpdesk from within the application for support and assistance.
¢ Your Email app to contact your company?s helpdesk via email for support and assistance.

No other information is accessed, copied, collected or stored either within the app, on the phone or anywhere else.
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24 Need more help?

Please contact your partner or create a support ticket in our support portal https:/supportdesk.swivelsecure.com/dashboard
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25 Mobilelron Integration

AuthControl Sentry/Cloud to Mobilelron

Integration Notes
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26 Overview

Swivel Secure can provide strong and two factor authentication to the Mobile Iron. AuthControl Sentry is a linux based IdP for SAML federations. It is
provided as on-prem or Cloud Saa$ flavours, providing an adaptative authentication multifactor, managed by a system of points, depending on the
factor used and the target app to access. This document outlines the details required to carry this out.
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27 Prerequisites
Working Mobilelron (Mobilelron Sentry appliance) Mobilelron Core 9.X and Connector 9.X AuthControl Sentry 4.x
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28 How does it work

At App level we use conditional access to Cloud Saa$S federated with SAMLv2. The Federated Identity works in 3-way trust with Access between
Identity Provider (IDP), Service Provider (SP) and the Access provided by Mobilelron AdminPortal/Access Gateway.
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29 SwivelSecure Configuration
29.1 Enabling Standard Federation - Sales Force

The standard federation involves just this 3 fields:
e Portal URL: (this Endpoint URL can be found on the Setup -> Security Controls -> Single Sign-On

Settings page in Salesforce.com, listed as ?Salesforce Login URL? under the Endpoints section. It is unique to your Salesforce.com instance and
domain.

¢ Entity ID:, Reflected on SalesForce SSO configuration for My Domain
¢ Federeated id: That needs to match with the attributed defined on Salesforce.com and Swivel
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SAML Application

Applications
Authentication Methods
View |dP Metadata

Note: The Endpeoint URL is used only if the ACS [Assertio
SAML [Security Assertion Markup Language) request.

User History

Name Salesforce
Leg Viewer
General Configuration
Application Images
Salesforece.png e
Image -
Points 0
Portal URL https://yourdomain.salesforce.com?

Endpoint URL

Entity ID https://saml.sentry.salesforce.com

Federated Id email

Once that we have a working federation from AuthControl Sentry and the SP, (in the example we will use SalesForce), this is just a standard SalesForce
and Custom IdP federation on MI Access console, as the MFA part from Swivel will be triggered once the MI Access has approved the connection.
AuthControl Sentry provides a metadata url to quickly get the XML from IdP. It uses POST method for federation.
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Rules

Applications

Authentication Methods Swivel + SalesForce
Demo
View |IdP Metadata No description

Folicy Name: Dafault Policy

Keys
Users Active Sessions

User History

Log Viewer

General Configuration

Application Images

SAML Customization of Mobile Iron settings, Portal URL, Entity ID and Federated ID:
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Name SalesForce secured by Ml Access

T— Salesforce secured.png W

Points 100

Portal URL https://milabses-dev-ed.my.salesforce.com?so=00D0Y000001ktKL
Endpoint URL

https://access.mi-labs.es/Mobilelron/ace/9bbd9547-11f8-4a8f-b943

Entity ID

Federated Id email

SAML Customization in the Sales Force Side. Settings for Mobile Iron.
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Back to Single Sign-On Settings

Name
SAML Version

Issuer
identity Provider Certificate

Request Signing Certificate
Request Signature Method
Asseortion Decryption Certificate
SAML Identity Type

SAML Identity Location

Service Provider Initiated Request
Binding

Identity Provider Login URL
Identity Provider Logout URL
Custom Error URL

SAML Single Sign-On Settings

Edit Delete Clone Download Metadata SAML

SwivelAccess
2.0

https:/faccess. mi-labs.es/Mobilelron/acc/Ob6d9547-1118-4a8f-b043-
eb16bccc2905/Mdp

C=US, ST=California, L=Mountain View, O=Mobilelron, OU=Support, CN=Signing
Expiration: 12 Jul 2047 08:45:42 GMT

SelfSignedCert_12Jun2017_174925
RSA-SHA256

Assertion not encrypted

Usemame

Subject
HTTP POST

hitps://access.mi-labs.es/Mobilelron/acc/ObBd9547-1118-4a8f-b943-e816bccc2905
hitps://ssauth.mi-labs. es:B443/sentry/singlelogout

Just-in-time User Provisioning
Usaer Provisioning Enabled

Endpoints

Salesforce Login URL
OAuth 2.0 Token Endpoint

https://milabses-dev-ed.my.salesforce.com?s0=00D0Y000001 ktkL
https://milabses-dev-ed.my.salesforce.com/services/oauth2/ioken 7so=0000Y000C

Edit Delete Clone Download Metadata SAML

After the application settings definitions have been applied the aplications are available in AuthControl Sentry's web portal.

81



6 swivelsecure

Ple

<

salesforce

W

SalesForce secured by Ml Access

User Login in Authcontrol Sentry with SalesForce using the MI Account



sales.user@mi-labs.es

SSO for SalesForce using Mobile Iron and Turing image from SwivelSecure. This means that the user logs in using the Swivel Secure credentials, by
the selected method (in this case Turing image) into the Sales Force (without the need of using Sales Force Credentials).

83



sales.user@mi-labs.es

Password

‘ brc

- ‘_'..‘ _;_, ,-_.Fa.--._-‘_ TS Sy PR E TN :p*t e = 1 -

A 2tk Q8 QU238 B

mdw S m‘!‘ﬂﬂy LSy S

Successfull login in Sales Force.
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&= - -

Home Chatter Campaigns Leads Accounts Contacts Opportunities

Take Salesforce with you where

Run your business from any mobile device with the

Expand All | Collapse All

Getting Started
4o
L\ 4 ’ Al Build App
Lightning Experience t" o Generate a basic app with just
Migration Assistant \\ S e
Switch to the modern, intelligent
Salesforce.
Get Started
SSp——
Name

29.2 Enabling Standard Federation - Office 365

In the case of Office365, AuthControl requires that the main federation must be performed with ADFS. On a working federation, a complement has to be
installed on ADFS 3.0 server.
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Settings | Languages | Logging | Advanced

Swivel URL: [https v |:// [ssauth mi-abs.es [e443 | 7 [proxy

(W] Allow self-signed certificates
! Iﬁmd: R R M MR

Confiurn Secret: | ™"
] Allow non-PINsafe users
[ Ignore domain prefix

Auto-show Image

hitps: //ssauth mi-labs. es: 8443/proxy/SClmage

hittps: //ssauth. mi-labs. es: 8443/ proxy/SCPinPad

0K Cancel

Swivel ADFS Authentication Provider, version 1.0.6.2, Copyright ® Swivel Secure Ltd 2015

There?s a couple of choices depending if the customer is using ADFS Proxy servers or not.
This plugin installs Swivel Secure product as an MFA to be applied via ADFS Authentication Policy Settings.

Set AuthControl Sentry / Swivel Secure as Authentication Provider
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Primary | Multi-factor
Configure multi-factor authentication (MFA) settings.

Users/Groups
MFA is required for the following users and groups:

ES\SwivelUser-Group

Devices

MFA, is required for the following devices:
] Unregistered devices

¥ Registered devices

Locations

MFA is required when accessing applications from the following locations:
\v] Extranet

(v Intranet

Select additional authentication methods. 'v'ou must select at least one of the following methods
to enable MFA:

[ Cetificate Authentication
[v] Swivel Authentication Provider

On AuthControl Sentry side, we will create an Application configuration with MI Access, IdP and Office365 endpoints:
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Note: The Endpoint URL is used only if the ACS [Assertion Consumer Service) is not supplied in the
SAML (Security Assertion Markup Language) request.

Mame Office3b65 secured by MI Access
'
Image 0365.png
Points 100
Portal URL https://login.microsoftonline.com/login.srf
Endpeint URL https://access.mi-labs.es/Mobilzlron/acc/Pb7ealbb-eP08-4111-8ebl-Oué
Entity ID https://access.mi-labs.es/Mobilelron/ace/9b72a0bé-e908-4111-8ab1-94¢
Federated Id userPrincipalName

This way, ADFS will require PINPAD or Turing image in order to validate and access Office365, in addition to ADFS primary authentication policy.
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MI LABS ES Login

Welcome ES\office.user

For security reasons, we require additional information
to verify your acoount

OTC:
1 2 3 4 5 67 8 7% 0
.I ] l.l (] | .I. l..l I.
e S L I LS ,EJI-?’ Pt
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30 Related Articles

¢ ADFS configuration
https://kb.swivelsecure.com/w/index.php/Microsoft_ ADFS_3_Authentication

90



31 Additional Information

For assistance in the Swivel Secure installation and configuration please firstly contact your reseller and then email Swivel Secure support at
supportdesk@swivelsecure.com

91



32 OATH Seed Conversion

32.1 Introduction

This article explains how to convert the OATH Hard Token seeds from Base16 Hexadecimal to Base 32. This can provide ultimate flexibility for your
Hardware token investment, if you intend to import the OATH tokens to other systems in conjunction with using them on the Swivel Secure platform.

32.2 Pre-requisites

e Swivel Secure OATH Token seeds in their original distribution format (*.txt file and fields separated by space)
¢ Some ability to use Python scripts

e Python version 3.7.3

¢ Python IDLE

* Microsoft Excel or Notepad for CSV file formatting and preparation

32.3 Python Script

import base64

import codecs

import csv

with open('C:\\Users\\admin\\Desktop\\seeds.txt','rt') as input, open('C:\\Users\\admin\\Desktop\\seeds32.txt','w') as output:

csvin = csv.reader (input, delimiter=' ')
csvout = csv.writer (output, delimiter=',")

for row in csvin:
hex = row[1l]
b32 = baseb64.b32encode (codecs.decode (hex, 'hex'))
b32decoded = b32.decode ("utf-8")
csvout.writerow([row[0]] + [b32decoded])

32.4 Microsoft MFA Seed File Formatting Requirements

Note: If you want a stronger authentication solution, consider deploying Sentry SSO with Office 365 to take advantage of Authcontrol v4
Sentry SSO and Adaptive Authentication, with Single Sign On to your other corporate applications - instead of using Microsoft MFA.

Prepare a CSV file in the following format:

upn, serial number, secret key,timeinterval,manufacturer,model

e.g.

daniel.croft@swivelcloud.net,2000123456789, QFA56K3C5CGFDQWCJICDCNNJHGXYD2DDC, 60, SwivelSecure, TOTP
Note that timeinterval should be 60 and that manufacturer and model are just arbitrary text and can be anything.

Import your seed file into Azure AD under Azure Portal > Azure Active Directory > MFA Server > OATH tokens. With the seeds converted to Base
32 using the above Python script you should then be able to successfully activate and use the tokens.
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33 Pinsafe
33.1 PINsafe

PINsafe is the former name of the Swivel Secure core authentication platform. As from version 4, it is known as Sentry. Specifically, we refer to Sentry
Core where we need to distinguish the core authentication engine from the adaptive authentication and single-sign-on engine, Sentry SSO.

You can find a reference guide to the Sentry Core Administration Console here.
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34 Sentry

Sentry is the new context for Swivel Secure appliances. Before it used to be Pinsafe for v2 and v3 appliances.
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35 Sentry SSO with ADFS
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36 Configuring ADFS Support for Sentry
36.1 Introduction

This article describes how to configure an ADFS server to use Sentry to replace the standard Active Directory authentication. This allows a suitably
configured environment to support Swivel authentication for Office 365, for example.

36.2 Requirements

ADFS integration requires version 4.x of Sentry.
36.3 Configuration Procedure
36.3.1 In Swivel Core

ADFS requires the username to be in the format domain\username. To do this, you need to create a Swivel attribute that includes the prefix.

In the Swivel admin console, under the repository details for the relevant AD repository, set the domain qualifier to be the short-form domain name,
followed by "\" - don't forget the backslash at the end.
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9 swivelsecure

0O EHBHHHAB = *

** HHHEEHEHE

Status

Log Wiewer
Server

Folicy
Logging
Transport
Database

Mode

Repository

o Servers

o Types

e Groups
Attributes
Repos Admin
o AD

RADIUS

Migration
Windows GINA
Appliance
OATH

Config Sync
Reporting

User Administration

Save Configuration

Administration Guide

Logout

Repository>AD ¢

Please enter the details for accessing Active Directo

Hostname/IP:

Username:

Password:

Fort:

Allow self-signed certificates:
Synchronization schedule:
Username attribute:

Mark missing users as deleted:
Initial FIN attribute:

Initial password attribute:
Import disabled users:
Import disabled state:

Ignore FQ name changes:
Feformat Phone Mumber:
Frefix to remove:

Prefix to add:

Add domain qualifier:
Repository Domain Qualifier:

Allow expired passwords:




Under Repository -> Attributes, create an attribute - for example, call it "windowsaccountname". In the definition for the AD repository, put the AD
attribute name "sAMAccountName", and under domain qualifier, select "As Prefix".

Mame: windowsusername

Fhone Mumber? Mo ¥

Add repository qualifier? | As Prefix ¥

Sync Rule Synchronised ¥

Attribute: | Delete
Repos_Admin:

AD: sAMAccountMame

Finally, synchronise the AD repository, to ensure that all users have an attribute in the form domain\username.

36.3.2 In Swivel Sentry
36.3.2.1 Edit settings.properties

NOTE: this step is not usually necessary when using version 4.0.3 or later: the correct settings are chosen automatically for ADFS, and can be
overridden in the configuration anyway. This assumes that you have added a domain prefix to the repository, and have created an attribute that uses it.

This file is located under /home/swivel/.swivel/sentry on an appliance. Check the following entries:

. certlificagellssuer ? this must be in the form of a valid URI. It is recommended that you use the public URL of Sentry, but it doesn?t have to be a
real web location.

¢ windowsaccountnamefield=username. This configures the Swivel attribute field to be used to import the username for ADFS. If you have
configured a prefixed attribute above, use the name of that attribute. Otherwise, use an attribute mapped to sAMAccountName without a
prefix, and set the prefix below. This latter option is the only possibility for Swivel version 3.10.5 or earlier.

¢ windowsdomainprefix=domain. This configures the domain name to be prefixed to the ADFS username. If the attribute above already has a
prefix, this should be blank. If not, make sure the ?\? is included. Do not set a prefix if your attribute is already prefixed.

36.3.2.2 Application settings

In the Sentry admin console, create a new application with the following settings:
e Service Provider = ADFS
e Endpoint URL = https://<ADFS_HOST>/adfs/Is/
e Entity ID = http://<ADFS_HOST>/adfs/services/trust

Replace <ADFS_HOST> with the public host name of your ADFS server / proxy. Other than that, the format should not be changed: Endpoint URL
should have a / on the end, Entity ID should not. Also, note that Entity ID starts with "http", NOT "https".
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3

Rules

SAML Application
Applications

Authentication Methods

View |dP Metadata
Note: The Endpoint URL is used only if the ACH

Keys SAML (Security Assertion Markup Language) 1

Uszers Active Sessions

User History

Name ADFS

Log Viewer

General Configuration

Application Images image ADFS.png
Points 0
Portal URL https://<ADFS_HOST=>/ac
Endpoint URL https://<ADFS_HOST=/ac
Entity ID http://<ADFS_HOST>/ad
Federated Id windowsusername

99




36.3.2.3 Certificates

Ensure that you generate a certificate for Sentry that is current.
36.3.2.4 In ADFS Management

36.3.2.4.1 Claims Provider Trust

Create a new Claims provider trust.

!
G File Action View Window Help
&5 2|

[C] ADFs
B[ | Service

Dizplay Name

Oy

4 [ | Trust Relationships

ADFS

Claims Provider Trusts

7 Claims Provider Trusts @
| Relying Party Trusts Jr—

_| Attribute Stores Select Data Source
B [ Authentication Policies

Steps

@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

Add Claims Provider Trust Wizard

Select an option that this wizard will use to obtain data about

(® Import data about the claims provider published enline or ¢

LIse this option to import the necessary data and cerificate
publishes its federation metadata online or an a local netw

Federation metadata address (host name or URL):

https ./ /awivel office 365 swivelsecure com/sentry/meta

Example: s fabrikam.com or https:/4s fabrikam com/

() Import data about the claims provider from a file

|se this option to import the necessany data and certificat:
provided its federation metadata in a file.

Federation metadata file location:
C:\Users'Administrator Documents\generated Metadat:

() Enter claims providertrust data manually

|se this option to manually input the necessany data abou

If you can import the metadata directly from the Sentry URL: that is simplest, but it may not work, due to SSL handshaking issues. In which case,

download the metadata to a file
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and import the settings from that file.

Once you have created the new trust, you will be given the opportunity to add claim rules:

Claim Rules:

Create two rules using the template ?Pass Through or Filter an Incoming Claim?, as follows:
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¢ Incoming claim type = Name ID: it is recommended that you specify the format as Email, and only pass through claims matching your domain

suffix.
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® Incoming claim type = Windows Account Name. There is no need to specify any other restrictions on this claim rule.
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Settings:
You will need to edit the properties of this trust:

¢ Under Advanced, Secure hash algorithm must match the signing algorithm for the Sentry certificate. Version 4 supports SHA-256, but if you
have an older version of Sentry SSO, you must select SHA-1.

104



It

kit | Wi | i e 1 Frein

sl

Ciiaeal Uhins | Unpision | tidpaiits | bl | wal

Sty et oo vt b e o e o s ook st

et bkt |l W

[ ] ] [ o

T T R e

e Under Endpoints, there should be two endpoints configured.
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If not, create them as follows. If they have been created, check that they match the following. Both are SAML endpoints:

¢ Endpoint Type = SAML Single Sign-On, Binding = redirect, Trusted URL = https://<sentry_URL>/sentry/saml20endpoint
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e Under Certificates,
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view the imported certificate,
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then click on Install Certificate.
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Select Local Machine on the next page,
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and on the following page, Place all certificates in the following store. Browse and select Trusted Root Certification Authorities.

36.3.3 Disable Active Directory Authentication

As ADFS is currently configured, you will now have a choice of Active Directory or Swivel authentication. To disable Active Directory authentication:
¢ Edit C:\Windows\ADFS\Microsoft.ldentityServer.Servicehost.exe.config.

Note that you must open your text editor (for example Notepad) as administrator, or you will not be able to save the changes.
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El Microsoft.ldentityServer.Servicehost.exe.config - Notepad =i -
File Edit Format View Help

>

<section name="microsoft.identityServer.web"” type="Microsoft.IdentityServer.UWeb.
</confighectionss
<uri»
<idn enabled="411" />
<iriParsing enabled="true" />
<furis»
<microsoft.identityServer serviceMode="Server™ />
<microsoft.identityServer.web:>
caccep tedFederationProtocols wsFederati "true”™ saml="trus” [/>

LS LoCalAuT

</microsoft.identityServer.web>
<microsoft.identityServer.proxy>
<host name="" httpPort="88" httpsPort="443" tlsClientPort="49443" />
<proxylrust proxylTrustRenewPeriod="248" /> w
< m >

¢ Search for ?<localAuthenticationTypes? and set enabled to ?false?.
* Restart ADFS.

36.3.4 Implement Sentry Authentication Selectively

If you don't want to use Sentry authentication for all ADFS applications, or in all scenarios, you can use the PowerShell cmdlets to control it. Some
examples are given in the following link:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/home-realm-discovery-customization

Potentially the most useful scenarios would be to bypass Sentry for intranet login:

Set-AdfsProperties -IntranetUseLocalClaimsProvider $true
or to use Sentry for selected relying parties only:

Set-AdfsRelyingPartyTrust -TargetName "Office 365" -ClaimsProviderName @ ("Sentry SSO")
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37 Sentry SSO with Cisco ASA

37.1 Introduction

This Document describes how to integrate a Cisco ASA with Swivel Sentry SSO. As Cisco ASA does not support SAML natively, this uses a custom
login page to redirect to Sentry, and RADIUS to verify that the SAML claim is valid. Therefore, this solution is not suitable for use with AnyConnect.

37.2 Configure Cisco ASA

The first step is to create a RADIUS authentication server group, and associate it with a connection profile. We do not go into details on this, as we
presume the customer is familiar with configuring a Cisco ASA. However, please ensure that the server is set to match the Swivel IP address or host
name. Note that the Swivel appliance doesn't support using a virtual IP address with RADIUS. Also, check that the ports match those on the Swivel
RADIUS server (the defaults are 1812 and 1813, which should be correct). Make a note of the Server Secret Key used, as this will need to be entered
on the Swivel server. Do not enable the Microsoft CHAPv2 Capable option.
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You will now need to customize the web page, as follows:
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Select the customization you intend to use, or create a new one. If you create a new one, make sure you associate it with the connection profile that

uses the Swivel server, on the General tab.
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Select Informational Panel. Make sure you check Display informational panel. Then paste the following code in the Text field:

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>

<script>

func

window.location.replace ("https://<swivel_server>/sentry/noSamlEndPoint?returnurlNoSAML="
+ encodeURIComponent (window.location.href)

}
var

tion redirect () {

QueryString = function
// This function is anonymous,

is executed immediately and

// the return value is assigned to QueryString!

var query_string = {};

var query = window.location.search.substring(1l);

var vars = query.split("&");

for (var i=0;i<vars.length;i++) {

}

var pair = vars[i].split("=");
// If first entry with this name
if (typeof query_string[pair[0]] === "undefined") {

query_string[pair[0]]

pair[l];

// 1f second entry with this name
} else if (typeof query_string[pair[0]] === "string") {
var arr = [ query_string[pair[0]], pair([1l] 1;

query_string[pair[0]]

= arr;

// If third or later entry with this name

} else {

query_string[pair[0]].push(pair[1]);

}

return query_string;

b0

$ (document) .ready (function () {

usernamePassedIn = QueryString["username"];
passwordPassedIn = QueryString["password"];
claimPassedIn = QueryString["claim"];

115

+ "sapplicationNameNoSAML=<EntityID>"




if (typeof claimPassedIn == 'undefined') ({
redirect () ;

} else {
$ (' [name=password] ') .val (claimPassedIn) ;
$ (' [name=username] ') .val (usernamePassedlIn);
// $('[name=user#2]') .val (usernamePassedIn);
// $('[name=password#2]"') .val (claimPassedIn);
document .getElementById ("unicorn_form") .submit () ;
}
i
</script>

before you paste it, replace <swivel_server> with the public host name of your Swivel Sentry server. Also, replace <EntitylD> with the Entity ID of the
Sentry application you create - see below.

Secondly, go to the Logout Page tab and enter the following code:
<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>
<script>
function redirect () {
window.location.replace ("https://<swivel_server>/sentry/singlelogout");
$ (document) . ready (function () {
redirect () ;

1)
</script>

Again, replace <swivel_server> with the public host name of your Swivel Sentry server.

37.3 Configure Swivel Sentry
Log into the Sentry administration console. Select Applications. Then click Add Application and select the type RADIUS VPN - Cisco ASA
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Applications
Authentication Methods
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General Configuration

Application Images
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Enter a name - it is recommended that the name is the same as the Entity ID below.

Portal URL should be the public URL of your Cisco server. It is recommended that you use the same address for Endpoint URL, although this will
usually be overridden be the address sent by the Cisco login page.

Entity ID must be the same as the value shown as <Entity/D> in the section above, so that Sentry will recognize the request as coming from this Cisco
server.

37.4 Configure RADIUS NAS on Swivel Core

You need to create a new NAS entry on the Swivel Core application. Log into the Swivel web admin console, and go to RADIUS -> NAS.

Swivel v4.0.3.47506 © 2016

8 swivelsecure

Swivel Cloud Demo

Albernative username attnbutes:
OTC timeout (mins):
Internal [P ranges:

Send vsername in challengea:

o RADIUS>NAS @
= LOQ ViIewer
B Server Please enter the details for any RADIUS nmetwork access servers. & MAS is permitted to
@ Policy access the authentication services of the Swivel server via the RADIUS interface.
@ Loaging
B Meassaging AR B Juniper
@ Database B N alar
@ Mode g
z :.:.I;ZI;GW Identifier; CiscoASA
o Server Hostname/1P:
. _I" -_ Secret: FEEREEER AR R ERR R
@ Migration
@ Windows GINA e =l =
& Appliance EAP protocol: Mone r
& OATH Authentication Mode: Al v
& Config Sync Vender (Groups): Mone '
@ Reporting Change PIN warning: No «
= User Administration Two Stage Auth: ng ¥
. Sav il voraHon Allow blank password at Stage One: Mo v
» Upload Email Images Send Security String after Stage One: Yeg ¥
» Administration Guide Even if User has Valid String: Yes ¥
- Logout Check password with repository: Mo *
One Touch Enabled: Mo *
Authenticate non-user with just Mo *
password:
Username attribute fior repository:
Allow alternative usemames: es ¥

altusernama

]

Mo * Delet

Identifier must be the same as the Entity ID from the Sentry application and the Cisco custom code, in order for authentication to succeed.

Hostname/IP should be the IP address (or hostname) of the Cisco ASA.

Secret must be the same as the one entered on the RADIUS server details on the Cisco.

Everything else should be left as default.

37.5 SSO

For RADIUS VPN applications the login page will be displayed although Sentry has been configured with SSO enabled. That attribute just applies for

SAML applications.
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37.6 Known Issues/Limitations

This method of authentication relies on the default policy for the Cisco portal requiring Swivel RADIUS authentication as the only authentication. It will
not work if additional authentication is required, or if the user needs to select the Swivel authentication policy.

Because this method uses a custom login page, it cannot be used with AnyConnect or IPSEC - only with the Cisco ASA web login page.
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38 Sentry SSO with Cisco ASA using SAML

38.1 Introduction
This Document describes how to integrate a Cisco ASA with Swivel Sentry SSO using SAML.

If your Cisco ASA does not support SAML or you are not licensed to do so, our Sentry SSO with Cisco ASA for RADIUS article can be used instead: it
uses a custom login page to redirect to Sentry, and RADIUS to verify that the SAML claim is valid. The solution is not suitable for use with AnyConnect.

38.2 Setup AuthControl Sentry Keys

Before you are able to create a SAML configuration in Cisco ASA, you will need to setup some Keys. Please see a separate article:
HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

38.3 Convert Sentry Keys to PFX

You will need to retrieve the keys generated above from the /home/swivel/.swivel/sentry/keys folder so that you are able to convert from PEM format to a
PFX file containing the private key.

The openssl command to achieve a PEM to PFX conversion is as follows:
openssl pkcsl2 -export -out Cert.pfx -in cert.pem -inkey key.pem
You will be prompted for a password for the private key and a password for the PFX you are creating This command assumes:
o Cert.pfx is the file being created

e cert.pem is the cert file downloadable from the AuthControl keys GUI
¢ key.pem is the private key you download from the /home/swivel/.swivel/sentry/keys folder using WinSCP

38.4 Download the Sentry SSO IdP metadata

In the Sentry SSO Web GUI (running on port 8443), right click on the 'View IdP Metadata' left hand menu option and 'Save As' an xml file e.g.
SwivelldPMetadata.xml. We will upload this to the Cisco ASA in a moment.

38.5 Configure Cisco ASA

We recommend you protect your SSL VPN endpoint with an SSL certificate and ensure that it is working prior to embarking on this integration.

The below steps all assume that you are administering the Cisco ASA using the ASDM client.

38.5.1 Import the AuthControl Sentry IdP Certificate
In the ASDM, go to Configuration -> Remote Access VPN -> Certificate Management -> Identity certificates.

Click Add. Give the certificate an arbitrary name. Import the PFX created earlier being sure to ensure a password was set and is entered in the
Decryption Passphrase field. Browse to the file and finally, click Add Certificate to validate and import the PFX.

Don't forget to Apply the changes in the ASDM client.

38.5.2 Setup the SAML IdP against the SSL VPN Connection Profile

In the ASDM, go to Configuration -> Remote Access VPN -> Clientless SSL VPN Access -> Connection Profiles, highlight the Connection Profile
assigned to the SSL VPN and click the Edit button.

Under the Basic tab, SAML Identity Provider section, click Manage.
Add a new entry:

¢ IDP Entity ID: (needs to match the entity ID specified in Sentry SSO metadata XML file, in the AuthControl Sentry GUI -> View Metadata
screen you will see the IDP's entity ID listed at the top) e.g. "https://<AuthControlSentryHostname>/sentry/saml20endpoint" . The FQDN
of this entity ID URL should be valid. If not, login to the Swivel Secure CMI -> Main Menu -> Appliance -> Sentry and set the Base URL to be
correct and restart Tomcat. Then view and export the |dP metadata again.

¢ Sign In URL: https://<AuthControlSentryHostname>/sentry/saml20endpoint

¢ Sign Out URL: https://<AuthControlSentryHostname>/sentry/singlelogout

¢ Base URL: (the CiscoASA FQDN hostname) e.g. https://ciscoasa.example.com

e [dentity provider certificate (select the one imported earlier)

e Service provider certificate (select the SSL certificate assigned to the SSL VPN endpoint)
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38.6 Configure AuthControl Sentry
Log into the Sentry administration console. Select Applications. Then click Add Application and select the type SAML - Other
Enter an arbitrary name e.g. "Cisco ASA".

Portal URL should be the public URL of your Cisco server. It is recommended that you use the same address for Endpoint URL, although this will
usually be overridden be the address sent by the Cisco login page.

Entity ID must be the same as the value shown as IDP Entity ID in the Add SSO Server window shown above, so that AuthControl Sentry will recognize
the request as coming from this Cisco server.
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39 Sentry SSO with CiscoASA

39.1 Introduction
This article explains how to integrate a Cisco ASA with Sentry.
If focusses on the setting up of Sentry and the modification of the login pages to support the Sentry integration.

It assumes knowledge of how to configure the Cisco ASA to use Sentry as a RADIUS authentication server. Details of these elements can be found in
the existing integration guide Cisco ASA Integration

For this integration it is recommended that the Swivel Radius server is the only authentication required for this realm.

39.2 Overview
The integration works by

. configuring the Cisco ASA login page to redirect the user to Sentry to authenticate
. user authenticates at Sentry

. user is redirected back to the Cisco ASA login page with a claim

. Cisco ASA login page is submitted with username and claim

. Username and claim are validated via RADIUS

. User gains access

ohwWN =

Therefore the following steps are required

1. Configure Cisco ASA Login
2. Configure Sentry to work with Cisco ASA login page
3. Configure Sentry to accept RADIUS requests from Cisco ASA

39.3 Configure Cisco ASA Login

In order to make the Cisco ASA page work in the desired way once the page has loaded the page must detect if the user has been redirected to this
page from Sentry or if the user have come directly.

If the user has come directly they need to be redirected to Sentry. If they have been directed from Sentry the login form needs to be populated and
submitted.

This is the required snippet that needs adding to the head section of the login pages.
The only modification required is to change SENTRYURL for the actual public url of your sentry install.

Note the applicationNameNoSAML=CiscoVPN. This is important as this application name must match the settings on Sentry

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>
<script>
function redirect () {
window.location.replace ("https://SENTRYURL/noSamlEndPoint?returnurlNoSAML="
+ winndow.location.href + "gapplicationNameNoSAML=CiscoVPN" );
}
var QueryString = function () {
// This function is anonymous, is executed immediately and
// the return value is assigned to QueryString!
var query_string = {};
var query = window.location.search.substring(l);
var vars = query.split ("&");
for (var i=0;i<vars.length;i++) {
var pair = vars[i].split("=");
// If first entry with this name
if (typeof query_string[pair[0]] === "undefined") {
query_string[pair([0]] = pair[l];
// If second entry with this name
} else if (typeof query_string[pair[0]] === "string") {
var arr = [ query_string[pair[0]], pair[l] 1;
query_string[pair([0]] = arr;
// If third or later entry with this name
} else {
query_string[pair[0]].push(pair([1]);
}

}
return query_string;

ION

$ (document) .ready (function () {

usernamePassedIn = QueryString["username"];
passwordPassedIn = QueryString["password"]
claimPassedIn = QueryString["claim"];
if (typeof claimPassedIn == 'undefined') ({
redirect () ;
} else {
$ (' [name=password] ') .val (claimPassedIn);
$ (' [name=login] ') .val (usernamePassedIn) ;

document .getElementsByName ("unicorn_form") [0].submit () ;
}
I
</script>
</head>
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39.4 Configuring Sentry Login
The Cisco ASA VPN needs to be added to Sentry as an Application.
The following entries are required.
¢ Name This must match the name in the redirect url, eg CiscoVPN
e Service Provider SwivelVPN. Indicates this is a VPN integration
¢ Points Number of points required to access the VPN, refer to Sentry User guide

¢ Endpoint URL This is the URL of the Cisco ASA login page configured to work with Sentry
e Entity ID Should match Name.

39.5 Configuring Sentry RADIUS

To complete the integration the Cisco ASA VPN must be added as a NAS on the Sentry server.
The key settings are

¢ |dentifier Must match the Name on Sentry login, eg CiscoVPN
¢ Hostname Must match IP of Cisco ASA VPN

Two stage auth, Check Password with repository should be set to NO

39.6 SSO

If the Sentry login has been configured with SSO enabled then the Cisco ASA login page will work in the same way as other Sentry applications. If a
user has authenticated already with more points than the Cisco ASA requires then the user will gain access to the Cisco ASA without needing to
authenticate again.

39.7 Testing

e Goto to Cisco ASA login url
¢ User redirected to Sentry, user should be prompted for credentials
¢ Supply credentials

Should see Sentry logs including

Login successful for user: username
SSO_CLAIM_CREATED_FOR_USER, username

¢ User should be redirected to Cisco ASA VPN
¢ User should gain access

Logs should include

CiscoVPN:Processing user username as channel CLAIM
CiscoVPN:Login successful for user: username

39.8 Troubleshooting

The scripts on the login page work by injecting values into the login page and submitting this page. To work therefore the standard login page must have
a form called unicorn_form that has an input field called login for the username and an input field called passwd for the password as shown in the
javascript.

By "called" the html must have the name attribute set to this value
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40 Sentry SSO with Citrix Netscaler

40.1 Introduction
This article explains how to integrate a Citrix Netscaler with Sentry via SAML.

It assumes knowledge of how to configure the Netscaler and that a Virtual Server has been already created, missing just the SAML authentication
configuration.

40.2 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on your Netscaler Citrix account, you will need to setup some Keys. Please see a separate

article: HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys
menu option of Swivel AuthControl Sentry.

40.3 Setup SAML SSO on Citrix Netscaler

To configure SAML SSO settings on your Citrix Netscaler account you have to access your Admin console. You should see an Admin console with an
option "Authentication > Dashboard" similar to the one below:

*% NetScaler VPX (10)

Dashboard Configuration Reporting

+ System MetScaler > Authentication » Authentication Servers

=+ AppEx i -
akii Authentication Servers

+ Traffic Management
ithentication sérver condigusations here
=+ Optirsization
5 Add Test
+ Security
Name Type Server NamefServer [P
+ MetScaler Gateway

— Buthenbicatson

Legs

Show Unlicemsed Features

Integrate with Citrix Products
i XenMobile
e MenApp and NenDedktop

bt Unified Gateway

On the Authentication Servers screen you have to click on the Add button. You will be shown a create authentication server screen with a Choose
Server Type options where you have to click on "SAML".
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Dashboard Configuration Reporting

+ Hack

Configure Authentication SAML Server

SAML_test
SAML

Lerbhcale idame
sentny-rea-cert |+
hittpe/f192, 168.11.115:8084, sentny/sal

hilps/r192. 168.11. 115:E0 B4 fsentry, ar

T e M
¥
) r Mame
CHmN SWre el SBCUTE.Com
Repect Unsigned Adfert
CiFF =
SAML B ing”
POSET =
et it Aathent ¥ et
local
Facta
L - E
AET T oG B L g
255
liribute vang Service Inde
255
Reguested Authe W
Exact =

You will have to enter a name for the Authentication SAML Server and fill in the details for your AuthControl Sentry such as:

IDP Certificate Name - Click on + and a screen like the one displayed below should be displayed. Browse to the RSA PEM files created earlier to
upload the certificate and select PEM as a Certificate Format:
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Install Certificate

Install Certificate

Certificate-Key Pair Name®

sentry-rea-cert

Certificate and Key files are stoved in the folder ‘nsconfigs/ssif on appliance

Cartificate File Marme”

reacert.pem Browse --_i +
Key File Mame

Ire =]
rsaprivkey.pem Browse =] +
Certificate Fornnat
@ PEM & DER
Pascwond
TTIII L]

Certificate Bundle
#*| Motify When Expires

Wetification Pesiod

0

After you have entered all the certificate details click Install

Set the Redirect and Single Logout below, where <FQDN_OF_SENTRY_SERVER> is the public DNS entry of your Swivel AuthControl Sentry server,
e.g. swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a port number e.g.
swivel.mycompany.com:8443

Redirect URL - htips://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint

Single Logout URL - https://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Issuer Name - E.g. citrix.companyname.com

(The value set in here will be used to configure the Citrix Netscaler application on AuthControl Sentry)

Signature Algorithm - RSA-SHA256

Digest Method - SHA1

After you have entered all the details as above click Create

Now the SAML authentication server has been created. To configure the Virtual Server used to log in to use SAML authentication, select Netscaler
Gateway > Virtual Servers and click Edit. You should see a screen like the one below:

126



% NetScaler VPX (10)

Dashboard Conliguration Reporting

4+ Back

VPN Virtual Server

Basic Settings

L Demo Maeimism Users a
fdress 10.40,242,185 M Login i
Pant 433 F
St @ lp ICA Ony true
DP Sercer Profile Enable futhentic ation true
ogin dnce false Windoas EFA Fluginl
Deible Hag false
D State Fiust true
false WA Py & : false
AppFlew Logging  Talse Enable Device Certificate false
Certificates
1 [ r
i 1 v
Aurthentication

Primary Authentscation

1 SARAL P

Prafiles

HTTP Profile  nshttp_default_strict validation

Published Applications

Mo Mext HOP Server

Mo Lirl

To add the SAML authentication server click + on the Authentication section. Select Policy as SAML and type Primary. Click the Continue button.
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Choose Type

Policies

Choose Policy®

SAML EI

Choose Type®

Primary :EI

The below screen will be displayed. Click + to add Add Binding:

Choose Type

Choose Type
Policies
Choeose Palicy Choose Type
SAML Primary
| Add Elndmg: Edit |
Priority Policy Name Expression

Click + add to add a new Policy Binding:

Choose Type Policy Binding

Policy Binding

Select Policy”

Click to select > |+
Binding Details

Priomty”

110

Set a name for the SAML policy, select the SAML server configured before and add on Expression ns_true.
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Choose Type Fohcy Einding Configure Authentication SAML Policy

Configure Authentication SAML Policy

Blame

SAML_policy

Authentication Tvpe

SAMI
Sepver”

SAML _test 3 + (|~

Expression”

Operators - |

Saved Policy Expressions w | | Frequently Used Expressions -

After those parameters have been set click the Create button. Then the policy bind screen will be displayed again with the new policy selected.

Choose Type Policy Binding

Palicy Einding
Select Policy”

SAML_policy > |l

P More
Binding Details
Prioity”

110

Click Bind. The below screen will be displayed.
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Choose Type
Policies
Chogse Palicy Chepse Type
SAML Primary
| Add Binding | Edit |
Priority Policy Name Expression
110 SAML_policy ns_true
Close

Click the Close button. The virtual server will have now the SAML authentication set. Click the back button and save the current configuration.

40.4 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here

40.5 Setup AuthControl Sentry Application definition
Please note: you must have setup a Citrix Netscaler SAML SSO prior to defining this Application entry within AuthControl Sentry. This is so that you are

able to populate the Endpoint URL field. Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new
Application definition for Google, click the Add Provider button.
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Rules

SAML Application

Applications

Authentication Methods

View |dP Metadata
Note: The Endpoint URL is used only if the AC

Keys SAML (Security Assertion Markup Language)

Users Active Sessions

User Histor
4 Name CitrixNetscaler

Log Viewer

General Configuration

CitrixNetscalerpng
Application Images Image

Points 0

Portal URL https://citrix.yourdomain
Endpoint URL

Entity ID citrix.yourdomain

Federated Id email
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¢ Name: Citrix Netscaler(Type an Arbitrary name for this Application)

¢ Image: CitrixNetscaler.png(selected by default)

¢ Points: 100 (the number of the points the user needs to score from their Authentication Method in order to successfully authenticate to this
Application)

¢ Portal URL.: (this Portal URL is your companies Citrix Netscaler URL which you can usually access on: https://citrix.mycompanyname.com )

e Endpoint URL: N/A

¢ Entity ID: citrix.mycompanyname.com (This is the Issuer Name configured on Citrix Netscaler SAML server)

40.6 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for Citrix Netscaler SAML authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the Google

Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

40.7 Testing authentication to Google via Swivel AuthControl Sentry

This should be the final step after all previous elements have been configured.

In a web browser, visit the the URL that you setup on AuthControl Sentry as Endpoint URL e.g. https://citrix.mycompanyname.com
Alternatively you can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new Google Icon on which you can click and proceed
with authentication (as you would by going straight to the Citrix Netscaler page)

3 swivelsecure

Plecse select an apphcation

mimecast* saiesfnrce

JuniPer

NETWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you have setup, once you have submitted
your username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
Citrix Nestcaler Application definition.
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Imorales

After we enter the username we are prompted with another authentication method (in this example we use turing)
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NetScaler

Imorales

Pazowerd

After we enter our authentication credentials we successfully will see the web app that we have tried to access.

40.8 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

* The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

¢ The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from Citrix
Netscaler and can be useful for comparison with the Netscaler Citrix SAML Assertion Validator output;

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate been uploaded to Citrix Netscaler?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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41 Sentry SSO with CitrixNetscaler

41.1 Introduction
This article explains how to integrate a Citrix Netscaler with Sentry via SAML.

It assumes knowledge of how to configure the Netscaler and that a Virtual Server has been already created, missing just the SAML authentication
configuration.

41.2 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on your Netscaler Citrix account, you will need to setup some Keys. Please see a separate

article: HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys
menu option of Swivel AuthControl Sentry.

41.3 Setup SAML SSO on Citrix Netscaler

To configure SAML SSO setting on your Citrix Netscaler account you have to access your Admin console. You should see an Admin console with an
option "Authentication > Dashboard" similar to the one below:

*% NetScaler VPX (10)

Dashboard Configuration Reporting

+ System MetScaler > Authentication » Authentication Servers

=+ AppEx i -
akii Authentication Servers

+ Traffic Management
ithentication sérver condigusations here
=+ Optirsization
5 Add Test
+ Security
Name Type Server NamefServer [P
+ MetScaler Gateway

— Buthenbicatson

Legs

Show Unlicemsed Features

Integrate with Citrix Products
i XenMobile
e MenApp and NenDedktop

bt Unified Gateway

On the Authentication Servers screen when you click on the Add button you will be shown a create authentication server screen with Choose Server
Type options where you have to click on "SAML".
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Dashboard Configuration Reporting

+ Hack

Configure Authentication SAML Server

SAML_test
SAML

Lerbhcale idame
sentny-rea-cert |+
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You will have to enter a name for the Authentication SAML Server and fill in the details for your AuthControl Sentry such as:

IDP Certificate Name - Click on + and a screen like the one displayed below should be displayed. Browse to the RSA PEM files created earlier to
upload the certificate and select PEM as a Certificate Format:
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Install Certificate

Install Certificate

Certificate-Key Pair Name®

sentry-rea-cert

Certificate and Key files are stoved in the folder ‘nsconfigs/ssif on appliance

Cartificate File Marme”

reacert.pem Browse --_i +
Key File Mame

- | |
rsaprivkey.pem Browse =] +
Certificate Fornnat
@ PEM & DER
Pascwond
TTIII L]

Certificate Bundle
#*| Motify When Expires

Wetification Pesiod

0

After you have entered all the certificate details click Install

Set the Redirect and Single Logout below, where <FQDN_OF_SENTRY_SERVER> is the public DNS entry of your Swivel AuthControl Sentry server,
e.g. swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a port number e.g.
swivel.mycompany.com:8443

Redirect URL - htips://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint

Single Logout URL - https://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Issuer Name - E.g. citrix.companyname.com

(The value set in here will be used to configure the Citrix Netscaler application on AuthControl Sentry)

Signature Algorithm - RSA-SHA1

Digest Method - SHA1

After you have entered all the details click Create

Now the SAML authentication server has been created. To configure the Virtual Server used to log in to use SAML authentication, select Netscaler
Gateway > Virtual Servers and click Edit. You should see a screen like the below:
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% NetScaler VPX (10)

Dashboard Conliguration Reporting

4+ Back

VPN Virtual Server

Basic Settings

Demo bAmeirimm Lsers a
idcdness 10.40,242,. 185 e Login dttempt
Pont 443 Failed Login Timeout

St @ lp ICA Ony true
P Sercer Profile Enable Authentic ation true
ogin dnce false Windows

Deible Hag false

D State Fiust true

false WA Prowy Session Migration false
AppFlew Logging  Talse Enable Device Certificate false

Aurthentication

Primary Authentscation

1 SARAL P

Prafiles

HTTP Profile  nshttp_default_strict validation

Published Applications

Mo Mext HOP Server

Mo Lirl

To add the SAML authentication server click + on the Authentication section. Select as Policy SAML and type Primary. Click the Continue button.
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Choose Type

Policies

Choose Policy®

SAML EI

Choose Type®

Primary :EI

The below screen will be displayed. Click + to add Add Binding:

Choose Type

Choose Type
Policies
Choeose Palicy Choose Type
SAML Primary
| Add Elndmg: Edit |
Priority Policy Name Expression

Click + add to add a new Policy Binding:

Choose Type Policy Binding

Policy Binding

Select Policy”

Click to select > |+
Binding Details

Priomty”

110

Set a name for the SAML policy, select the SAML server configured before and add on Expression ns_true.
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Choose Type Fohcy Einding Configure Authentication SAML Policy

Configure Authentication SAML Policy

Blame

SAML_policy

Authentication Tvpe

SAMI
Sepver”

SAML _test 3 + (|~

Expression”

I._:IFr&rat{,l.'-i - |

Saved Policy Expressions w | | Frequently Used Expressions -

After those parameters has been set click the Create button. Then the policy bind screen will be displayed again with the new policy selected.

Choose Type Policy Binding

Palicy Einding
Select Policy”

SAML_policy > |l

P More
Binding Details
Fr c:i‘_‘:."

110

Click Bind. The below screen will be displayed.
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Choose Type
Policies
Chogse Palicy Chepse Type
SAML Primary
Add Binding | Edit - |
Priority Policy Name Expression
110 SAML_policy ns_true
Close

Click the Close button. The virtual server will have now the SAML authentication set. Click the back button and save the current configuration.

41.4 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here

41.5 Importing your users into the Swivel Core

Before we are able to proceed with testing SSO authentication to Citrix Netscaler via Swivel AuthControl Sentry we need to ensure that there are users
imported that we can test with.

Ensure that you have setup and configured a repository under the Repository -> Server and Repository -> Name of your repository menus on the Swivel
Core.

Select the Repository on the User Administration screen, and click the User Sync button. For the user you are going to test with, ensure that you have
set their PIN using the Reset PIN button.

41.6 Setup AuthControl Sentry Application definition
Please note: you must have setup a Citrix Netscaler SAML SSO prior to defining this Application entry within AuthControl Sentry. This is so that you are

able to populate the Endpoint URL field. Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new
Application definition for Google, click the Add Provider button.
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Rules
Applications
Authentication Methods

View |dP Metadata

Keys

Users Active Sessions
sar History

Log Viewer

General Configuration

Application Images

SAML Application

Note: The Endpoint URL is used only if the ACS [Assertion Consum
SAML [Security Assertion Markup Language) request.

Mame CitrixNatzcaler
Ci
{:iTrixNetr.c:tser'_n:"g
Image ; h
Paints 0
Portal URL https://citrix.yourdomain

Endpoint URL

Entitg D

citrix.yourdomain

Federated Id email
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Name: Citrix Netscaler(Type an Arbitrary name for this Application)

Service Provider: CitrixNetscaler(select from dropdown list)

Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)
Endpoint URL: (this Endpoint URL is your companies Citrix Netscaler URL which you can usually access on: https:/citrix.mycompanyname.com )

Entity ID: citrix.mycompanyname.com (This is the Issuer Name configured on Citrix Netscaler SAML server)

41.7 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for Citrix Netscaler SAML authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the Google

Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

41.8 Testing authentication to Google via Swivel AuthControl Sentry

This should be the final step after all previous elements have been configured.

In a web browser, visit the the URL that you setup on AuthControl Sentry as Endpoint URL e.g. https:/citrix.mycompanyname.com
Alternatively you can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new Google Icon on which you can click and proceed
with authentication (as you would by going straight to the Citrix Netscaler page)

3 swivelsecure

Placse select an application

mimecast' SEIiES_fDI'CE

JuniPper

NETWOQRKS.

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup, once you have submitted your
username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
Citrix Nestcaler Application definition.
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Submit

After we enter the username we are prompted with another authentication method (in this example we use turing)
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After we enter our authentication credentials we successfully will see the web app that we tried to access.

41.9 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

¢ The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

¢ The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from Citrix
Netscaler and can be useful for comparison with the Netscaler Citrix SAML Assertion Validator output;

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate been uploaded to Citrix Netscaler?

+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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42 Sentry SSO with F5

42.1 Setup SSO on F5
From the F5 BIG-IP Configuration page, select Access Policy -> SAML -> BIG-IP as SP.

| ONLINE (ACTIVE)
| standalone

Statistics »» Welcome

@ s Setup
S Wizards
User Documentation
@ DNS Technical documentation T
guides and release notes,
&ﬁ Local Trale Technical Support web site
s User Documentation
PG
@ﬁ» Traffic Intelligence B s
i Cn the System Preferance
Acceleration the general preferences fo

= : « 3System Preferences
[FIFl Access Policy

Additional Setup Optio

Use the following addition;
vy the system setup, once yo
i system using the Setup 1

Access Profiles

ACLs

« System Device Certifi

Webtops Artifact Resolution i
Senvices vde
Hosted Content
BIG-IP IdP y
Per-Request Policies Altomation A
Secure Web Gateway SAML Resources

Secure Connectivity

Metwork Access

P H Sl B P

Choose External IdP Connecters and click in Create -> From Metadata
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Access Policy » SAML : RIGAP as SP

¢ -~  Local 5P Semvice: | BExternal |[dP Connectors I

Use this application to manage SAML IdF connectors. When you use this BIG-IP system as a SANL service provider, it sends auther
requests o the |dP and in turn receives assertions from the |dP. You can create, edit and delete |dP connections by clicking the resps

buttons.
I i Create
ame « ervices escription a ustom
O] N SAML SP Servi Descripti Partit Cust
] Sentry SwivelSentry Com I Erom Metad:
B Swivel fiade From Templa

Here you will need to import the IdP Metadata file that you can download from Sentry SSO administration console or directly from the url:

https://<sentry_URL>/sentry/metadata.

Click browse to upload the file and enter a name for the Identity Provider Name.

Select File™

generatediletadata. xmi

Create New SAML IdP Connector

|dentity Provider Mame™:
Sentry|

Select Signing Certificate -
Select a value...

ok |

Cancel

After the connector is created, select it from the list and click Edit.
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¢ -~  Local SP Services | BExdemnal IdP Connectors

Use this application to manage SAML |dP connectors.
receives assertions from the IdP. You can create, edit a

[ Edit ] Delete

Select Security Settings, activate ?Must be signed?, select the Signing Algorithm ?RSA-SHA2567 and click OK.

149



Edit SAML IdP Connector

% General Settings

= . Endpoint Settings Authentication Reguest sent by this device to IdP

-& Single Sign On Service ... Must be signed
4 Artﬁau::t F-tesfnlutmn Servi... Signing Algorithm -

S =Rl ~Alllaie

. Security Settings

) Sendice Settings

RSA-SHAZ25G

Certificate Settings

|dP's Assertion Verification Certificate : _
ICommon/Sentry___saml_idp_metadata_cert.crt w

[T] Detach signature when using redirect binding

Select Local SP Services and click Create

Access Policy . SAMI : BIGAP as SP

£ - | Local SP Services | xtemal |dP Connectors

(]| Name « SAML 1dP Connectors Description Fartition

In General Settings, enter a name for the SP service, in the Entity ID enter your F5 URL e.g. https://F5_HOSTNAME, and click OK.
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Create New SANML SP Service

&% General Settings

“# Security Settings
4" Advanced Settings

Mame*:
Swivelsentry

Entity 1D*:
hitps:{if5url.com

SP Name Settings

Scheme ~ Host:
hitps w

Description :

Felay State :

| oK

|

Cancel

After the SP Service is created, select it and click in Bind/Unbind IdP Connectors.

Access Policy » SAML : BIGAP as 5P

1+ - | Local SP Services | External |dF Connectors

SAML |dP Connectors

Description

FPartition

SwivelSentry

Common

Edit || Delete | | Export Metadata

Click ?Add New Row? and select under SAML IdP Connectors, the one that you have previously created. For Matching Source,

Select %{session.server.landinguri} and for Matching Value enter a custom path for the login url e.g. / or /PATH. Click Update to save and then click Ok.
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Edit SAML IdP's that use this SP

IdP Connectors associated with this 5P Service

Add New Row Create New IdP Connector -~ l

Matching Value

[]| SAML IdP Connectors
]

Matching Source

ICommon!Sentry

Yh{session.server landingurit

With the External IdP Connector and the Local SP Service configured, you can now change your existing Access Profile.

Go to Access Policy -> Access Profiles -> Access Profiles List and edit the Access Profile that you want to change or create a new one

Access Policy » Access Profiles : Access Profiles List

1 - | Access Profile List | Access Policy Sync | CAFTCHA Configuration List | NTLM

[* \|Search|
|| Status | « Name + Application | + Profile Type
2] [lm Portal_SAML All
(=] [ Portal_demo All
35 [lw access All

Delete.. || Apply Access Policy
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| ONLINE (ACTIVE)
| Standalone

Access Policy »» SAML : Bl

% - Local SP Services | E

]| Name «

] SwivelSentry

Local Traffic

O Traffic Intell
o i
;_% ramic intelligence

Acceleration

EEH Access Policy
I Access Profiles 3 Fu:ceasﬁnﬂesﬁs!@ I

AAA Servers Policy Sync

ACLs CAPTCHA
Configurations

5350 Configurations
NTLM

SAML
Local User DB

Access Policy: /Common/Portal_SAML (Endings: Deny [default], Allaw)

fallback "] Successhul ign Potbec
Ei_,__ ==—="="" +—s| Advanced Resource Assign ——— +_’)_@
SAML Auth

fallback | Deny

Add Mew Macro

Click in the SAML Auth Action to change the properties and change the AAA server to the previously created SP Service.
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—

J-F'mperties] |rBran ch Rules 1

Name: [SAML Auth |

SAML Authentication SP

| AAL Server [Common/SwivelSentry ¥

| Cancel Q| Save |

42.2 Setup Sentry Application Definition

First we should upload the F5 logo. Find it using a Google Images search or copy it from here:
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Login to the AuthControl Sentry Administration Console. Click Application Images in the left hand menu. Click the Upload Image button on the top right.

Rules

Application Images

Applications

Authentication Methods
View IdP Metadata
Keys

Users Active Sessions

User History o’ cam
Log Viewer . .
m Microsoft
General Configuration Kok Biassini ADFS.pn
Application Images Federation Services
NIy
Cisco.pr
L
CITRIX
CitrixNef

NetScaler
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Browse to the Logo file you have saved:

Rules

Upload Image

Applications

Authentication Methods

View IdP Metadata

Filename Fb_Networks.png
Keys

Users Active Sessions

User History

Log Viewer

General Configuration

Application Images

Then upload the image to the Sentry application and the image should now be available to select, when we go to create a new Application definition for
JIRA.

Login to the AuthControl Sentry Administration Console. Click Applications in the left-hand menu. To add a new Application definition for JIRA, click the
Add Application button and select SAML - Other type.
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Rules )
Application Types

Applications
Authentication Methods

View |dP Matadata -
RADIUS VPN - Ciace ABA w5

Koys

Usera Active Seasions RADIUS VPN - Cltrly Metscalar WS

User History

RADIUS VPN - Juniper w5
Lag Viewar
Genonal Configuration I _

RADIUS VPN - Othar W
Application Imoges

SAML - ADFES Wi

SAML - Citrix Netscalar w5

SAML - GoTabeati ng g o

BAML - Googla W50
SAML 1 w5
SAML « Office 345 w5y

SAML - PulzeSecure T

SAML - Salpsforca w5

|~

AML - ServiceMow W

SAML - SondcWall w5
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Name: F5
Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)

Portal URL: URL to access to F5. The PATH needs to match the Matching Value for the previously created SP Service e.g.
https://F5_HOSTNAME/PATH

Endpoint URL: Leave blank - not required
Entity ID: Identifier of the F5 SAML request. It needs to match the Identifier for the previously created SP Service. e.g. https://F5_ HOSTNAME

Federated Id: email

159



Rules

SAML Application

Applications

Authentication Methods

View IdP Metodata - : ;

Note: The Endpoint URL is used only if the ACS [Assertion Consumer Sel
SAML [Security Assertion Markup Languoge] request.

Users Active Sessions

User Histo
o Name F5
Leg Viewer
General Configuration
Adpplication Images
F&_Metworks.png h
Image =
Points 100
Portal URL https://fSurl.com/

Endpaoint LIRL

Entity ID https://#5url.com|

Federated Id Emuai

Save
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42.3 Testing authentication to Salesforce via Swivel Sentry
This should be the final step after all previous elements have been configured.
Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage. On a Start Page you will be able to see a new F5 Icon on which you can click and proceed with
authentication (as you would by going straight to the F5 page)

6 swivelsecure

AuthControl S

Please selec

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup. You should be presented with
the Sentry username page.
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| psern ame

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the F5 Application definition.

After you enter your authentication credentials you will login into the VPN.
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43 Sentry SSO with GoogleApps

43.1 Setup AuthControl Sentry Keys

Before you are able to create a Single Sign On configuration on Google.com, you will need to setup some Keys. Please see a separate article:
HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

43.2 Setup SSO on Google

To configure SSO setting on your Google Business account you have to access your Admin console by simply going to
https://admin.google.com/AdminHome or by following https://google.co.uk/*Your Company Name*/ You should see an Admin console with an
option "Security" similar to the one below:

Google | Seerch for users, groups, and setngs e.9. v shanng setings e

= Admin console

X2 B = 4 B =

Usirs Company profile Billing Reports Apps Dewvice managen
ddd, rename, and Updiate information View changes and Track usage of services Manage apps and their Settings and securi
MAnEge USEn about your company manege licenses settings devices

When you click on the Security you will be shown security options where you have to click on "Set up single sign-on (SSO)".
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(GOOgIe | Search for users, groups, and setings (@ 9. dive sharing setling: e

ugsers sin in for one wel application, and ase sutomatically signed in for all othes Google web apps. For desl
POP access fo Gmail), users must sign in dinsctly with the usermame and password Set up via the Admin con

Satup 550 with Google identity provider

Choose from either option to setup Googhe a3 your identity provider. Flease add details in the 550 confi

provider. Leam rode

Option 1

530 URL hitps.feccounts.googhe crm!n.-uml.‘-‘ndnhﬂpd:l‘.tﬂ Sdcgta
Entity ID hiipesfsccounte googhe COMYNSami2 Tidped =CO1 B4cgld
Certificate & DOWNLOAD

Owption 2

IDP matadata 4 DOWHLOAD

B Sethup 550 with third party identity provider

T St thind paety a8 yoiuer identity provides, please provide the infoernation bedow. (7]

Sigr-in page URL hipe192.168.11.114:8083/3eniry/sami20endpoint
Sign-out paga URL hEp: 192,168,117, 114:8083/ seniry/singlelogout

Change password URL hHprwww geoghe com

L B bt i chiran Wi D SOcE i vy Cathand Ei Ul k3 v

Verfication certificate & certilicate e has been uplosded. Rep artidficate
Thet covtificane il Mot conzain the public ey for Gocole 10 verify sion-in secuess. I

| Use a domain speeific issuer @

Hetwork masks

You will have to click on the checkbox "Setup SSO with third party identity provider" and fill in the details for your AuthControl Sentry such as:

Set the Login, Logout and Change password URLs below, where <FQDN_OF_SENTRY_SERVER> is the public DNS entry of your Swivel AuthControl
Sentry server, e.g. swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a port number e.g.
swivel.mycompany.com:8443

Sign-in page URL - hitps://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint

Sign-out page URL - https://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Change password URL - http://www.google.com

Verification certificate - Browse to the RSA PEM file created earlier to upload the certificate. When you click save, if successfully imported you will see
a popup message saying "Your settings have been saved."

After you have entered all the details as below click Save

43.3 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here
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43.4 Setup AuthControl Sentry Application definition

Please note: you must have setup a Google SSO prior to defining this Application entry within AuthControl Sentry. This is so that you are able to
populate the Endpoint URL field. Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new

Application definition for Google, click the Add Provider button.
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“| SAML Application
|.

Mote: The Endpoint URL is used anly if the ACS [Assertion Consumer Sarvica) is ne
SAML (Security Assertion Markup language] request.

Mame Google Apps Suite
Ll“ iy

oge " M S 1o 1o
gt Pyl Im

Points (

Portal URL https://docs.google.com/a/mycompanyname

Endpoint URL

Entity D google.com

Federated Id email
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¢ Name: Google

¢ Image: Google.png (selected by default)

¢ Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this
Application)

e Endpoint URL:N/A

¢ Portal URL.: (this Portal URL is your companies google docs URL which you can usually access on:
https://docs.google.com/a/mycompanyname )

 Entity ID: google.com (at the time of writing this documentation, this settings is always the same when using Google, but may be subject to
change by Google.com, so please review the online Google documentation if you find that this Entity ID no longer works)

¢ Federated id: email

43.5 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for Google authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the Google

Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

43.6 Testing authentication to Google via Swivel AuthControl Sentry

This should be the final step after all previous elements have been configured.

In a web browser, visit the the URL that you setup on AuthControl Sentry as Endpoint URL e.g. https://docs.google.com/a/mycompanyname
Alternatively you can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new Google Icon on which you can click and proceed
with authentication (as you would by going straight to the google page)
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6 swivelsecure

Please select an application

mimecast salesforce

Juniper

METWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup, once you have submitted your
username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
Google Application definition.

In this login example we are using the email as a username

168



Google

|. usur@u—t—m.cn.uki

After we enter the username we are prompted with another authentication method (in this example we use turing)
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Google

usen@a-t-m.co.uk

Pazaword

After we enter our authentication credentials we successfully will see the google docs that we tried to access.
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Google

Start a new document

_|_

Project proposal Project proposal
T ’

Roecent decumants

Mo text documents yet

43.7 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

* The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

e The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from
Google and can be useful for comparison with the Google SAML Assertion Validator output;

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate been uploaded to Google.com?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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44 Sentry SSO with GoToMeeting

44 1 Introduction

This document describes how to configure GoToMeeting to work with Sentry SSO. Before following these instructions, you should be familiar with using
Sentry - see the Sentry User Guide for more information.

44.2 Setup AuthControl Sentry Keys

Before you are able to create a Single Sign On configuration on GoToMeeting.com, you will need to setup some Keys. Please see a separate article:
HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

44.3 Setup SSO on GoToMeeting

To configure SSO setting on your GoToMeeting account you have to access your Admin console by simply going to
https://account.citrixonline.com/organization/administration/#identity. You should see an Admin console with an option "Identity Provider" similar to the
one below:

How would you like to configure your SAML IDP?

Upload SAML metadata file i

Now navigate to your AuthControl Sentry View IdP Metadata page and copy the content of this page.
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il domains Identity prowvider

To allow your users to log into Citrix products using sign in credentials you manage, you can configure your ldentity Prov
your users can log in either from the identity provider's website or from your Citrix product’s website using the “Use my c
form.

How would you like to configure your SAML IDP?
Upload 5AML metadata file B

Metadata file

<?xml version="1.0" encoding="UTF-8"?>
<md-EntityDescriptor xminsmd="urn:oasis:names:fc.SAML-2.0:metadata” entitylD="https://192.168.11.115:8443 -
fsentry/sam|20endpoint™s

<md:PPsSODescriptor WantauthnRequestsSigned="false” emorURL="https.//192.168.11.115:8443/sentry

ferrorsaml® protocolsupportEnumeration="urn:oasis:-names:{c:3AML:2.0:.protocol”
validUntil="2017-10-11T14:16:57.864Z">

Support | About Us | Terms of Service | Privacy Palicy
© 2015 Citrie Systems, Inc. Al rights reserved.

Click save. You will see something like the below. Click save again.
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Identity provider

To allow your users to log into Citrix products using sign in credentials you manage, you can configure your ldentity Pros
your users can log in either from the identity provider's website or from your Citrix product’s website using the 'Use my (
form.

How would you like to configure your SAML IDP?
Manual E|

Sign-in page url

hittps://192.168.11.114-8085/sentry/saml20endpoint

Sign-in binding: & REDIRECT & POST

Sign-out page url (optional)

hittps://192.168.11.114:8085/sentry/singlelogout

Sign-out binding: @ REDIRECT & POST

Identity Provider Entity ID

https://192.168.11.114:8085/sentry/saml20endpoint

Vernification certificate

MIIDBTCCAIMgAWIBAgIAKIFRITIENRAMADGCSqGSIbIDQEBCWUAMIGOMQswCOYDVOQGEW]HOJER
MABGALUECAWIV2VOaGVyYnkxETAPEgNVEACMCFdIdGhlcm|SMOQBwDOYDVMOOQKDAZTD 2ZWwxDDAK
BgNVBASMAZRIQIEPMADGAIUEAWWGCVUdHISMSkwiwY]KoZ I hveNAQKBFhpsLmlvemFsZXNAC3dp
dmvsc2VidXJILmhvbTAeFwOxNjASMjloiMzQxMzlaFwixNjEwMjlotMz QxMzlaMIGOMQswCQYDVOQG
Ew]HQIERMABGAIUECAWIV2VDaGVYYnkxETAPBgNVBACMCFdIdGhicm)5MQBwDQYDVQOKDAZTd 22

Support | About Us | Terms of Service | Privacy Policy
£ 2015 Citrix Systems, Inc. All ights resened

44.4 Setup AuthControl Sentry Application definition

Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new Application definition for GoToMeeting,
click the Add Application button and select SAML - GoToMeeting type.
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Rules

SAML Application

Applications

Authentication Methods

View IdP Metadata
: Mote: The Endpoint URL iz used only if the ACS [Aszertion Consum
Keys I SAML (Security Assertion Markup Language) request.
Users Active Sessions
User Histor
= Name GoToMeeting
Log Viewer
General Configuration
GroToMeetin 0 b

— GoloMeeting.png o g
Application Images *

Points 0

Pertal URL https://legin.citrixonline.com/saml/sp/client?se;

Endpoint URL

Entity ID https://legin.citrixonline.com/zaml/zp

Federated Id email

Name: GoToMeeting
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Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)
Portal URL: URL to access to goToMeeting (It does not require modification)
Entity ID: Identifier of the GoToMeeting SAML request (It does not require modification)

Federated Id: email

Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for GoToMeeting authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the

GoToMeeting Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self
with AuthControl Sentry here )

44.5 Testing authentication to Google via Swivel AuthControl Sentry
This should be the final step after all previous elements have been configured.

Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.
https://mycompanysentrydomain/sentry/startPage. On a Start Page you will be able to see a new GoToMeeting Icon on which you can click and proceed
with authentication (as you would by going straight to the GoToMeeting page)

9 swivelsecure

Please select an application

mimecast salesforce

Juniper

NETWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup.
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CITRIX

U S v G L O m

Once you have submitted your username. You should be presented with the Sentry username page.

In this login example we are using the email as a username.

5 GoTokderting

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
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the points required by the GoToMeeting Application definition.

usendswivelzecure.com

After we enter our authentication credentials we successfully will see the GoToMeeting account that we tried to access.
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MY MEETINGS

Get Set Up (I edule 2 Meeting = s A " i Start a Test Mecting D Leam Aboul Calens

MNew Meeting Schedule a meetin

Use this 10 meel amyTime. o wou want o Create 2 meeting

MY MEETINGS = MEETING HISTORY <] Join a Meeting

You don't have any up

44.6 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from GoToMeet

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

Certificate or decryption issues;
Can AuthControl Sentry find the Certificate locally, is it the correct one?
Has the correct Certificate been uploaded to GoToMeeting?
Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel Core s
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45 Sentry SSO with JIRA

45.1 Introduction

This document describes how to configure on-premise Atlassian JIRA to work with Sentry SSO. Before following these instructions, you should be
familiar with using Sentry - see the Sentry User Guide for more information.

45.2 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on your JIRA site, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

45.3 Setup SSO on JIRA

To configure SSO on JIRA a third party add-on is required. There are many SAML plugins available but the plugin that has been used by one of our
partners and integrated successfully is the "SAML 2.0 Single Sign-On for JIRA" plugin by Bitium, Inc.

Goto the AddOns configuration page in JIRA. Search for Bitium and install the "SAML 2.0 Single Sign-On for JIRA" addon:

bitium Search results - All categories v All
b

SAML 2.0 Single Sign-On for JIRA

Bitium, Inc =« Unsupported

N7 [sownroors)

Easily configure JIRA to support SAML 2.0

paid &

262

Free

Installing

Installing SAML 2.0 Single Sign-On for JIRA...

Downloading... Installing...

180




Installed and ready to go!

SAML 2.0 Single Sign-On for Jira v.1.0.5

\/ by Bitium

This add-on has been installed. If you need help getting started, click the link to the add-
on documentation from the Manage add-ons screen.

Once installed, goto the System settings screen in JIRA, to begin the SAML configuration:

o Bl

JIRA ADMINISTRATION

Applications
Projects
Issues
Add-ons

Advar User management A

The plugin configuration screen is located on the left hand menu under Security:
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General configuration

Find more admin tools

TROUBLESHOOTING AND

SUPPORT

System info
Instrumentation
Database monitoring
Integrity checker
Logging and profiling
Scheduler details
Support Tools

Audit Log

SECURITY

Project roles

Global permissions
Password Policy
User sessions
Remember my login

Whitelist

SAML 2.0 Plugin
Configuration

Issue collectors

USER INTERFACE

Default user preferences

System dashboard

Look and feel

SAML Endpoint

ntps:/ R g/ v/ sar
Use this URL in wour KP to initiate a SAML login
Login URL

https:/ .I'EIT EID.swivelcloud.com :8443' sentry/saml20endpoint
The login URL from wour idP
UID Attribute

NameID

The name of attribute that is used for user name (UID). Use special value of NamelD to
instead of attribute.

X.509 Certificate

our IdPs X.509 certificate
Entity ID
https://BITEID.swiveldoud.com:8443} sentry/sami20endpoint

The EntitylD that vour IdP will use

Maximum Authentication Age
7200

Maximum Authentication Age {in Seconds)

[lForce SSO login

If checked, all Jira logins will be made through S50 onhy. You are stronghy encour.
before checking this box or else you may get locked out of Jira.

[1Auto-create User

If checked, user will be automatically created on successful login, using data fror

Default Group for Auto-created Users

jira-software-users v
Auto-created users will automatically be added to the selected user group

182



SECURITY

Project roles

Global permissions
Password Policy
User sessions
Remember my login
Whitelist

SAML 2.0 Plugin
Configuration

Configure the settings as shown in the screenshot, being careful to replace your hostname in the highlighted areas. Leave NamelD as it is.

In the X.509 Certificate field, you will need to paste the Key from Swivel AuthControl Sentry. Navigate to your AuthControl Sentry Keys page and copy
the certificate text into the SAML plugin in JIRA.
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Rules

Applications
Authentication Methods
View |dP Metadata
Keys

Users Active Sessions
User History

Log Viewer

General Configuration

Application Images

Path
Public Key /home/swivel/.swivel/sentry/
Cert /home/swivel/.swivel/sentry/

Private Key
You have chosen to open:
Q’ RS5Acert.rsa.pem

which is: TAT file (1.2 KB)
from: https://192.168.40.35:8:

What should Firefox do with this fi

(® Openwith | Notepad++:

[ ] De this auternatically for fil
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Once all the settings have been configured in the JIRA SAML plugin, save and apply the changes.

45.4 Setup AuthControl Sentry Application definition

First we should upload the JIRA logo. Find it using a Google Images search or copy it from here:
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Login to the AuthControl Sentry Administration Console. Click Application Images in the left hand menu. Click the Upload Image button on the top right.
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Rules

Applications
Authentication Methods
View IdP Metadata
Keys

Users Active Sessions
User History

Log Viewer

General Configuration

Application Images

Browse to the Logo file you have saved:

Application Images

Microsoft

Active Directory ADFS.pn:
Federation Services
Iy
Cisco.pr
' =
CiTRIX
CitrixNet

NetScaler
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Rules

Upload Image

Applications

Authentication Methods

View |dP Metadata

Filename jira_logo.png
Keys '

Users Active Sessions

User History

Log Viewer

General Configuration

Application Images

Then upload the image to the Sentry application:
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Rules
Application Images
Applications

Authentication Methods

View IdP Metadata

w "jira_logo.png" uploaded

Keys

Users Active Sessions
User History

Log Viewer

General Configuration

Application Images

The image should now be available to select, when we go to create a new Application definition for JIRA:
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Atlassian

Y l I RA i

Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new Application definition for JIRA, click the
Add Application button and select SAML - Other type.
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Rules )
Application Types

Applications
Authentication Methods

View |dP Matadata -
RADIUS VPN - Ciace ABA w5

Koys

Usera Active Seasions RADIUS VPN - Cltrly Metscalar WS

User History

RADIUS VPN - Juniper w5
Lag Viewar
Genonal Configuration I _

RADIUS VPN - Othar W
Application Imoges

SAML - ADFES Wi

SAML - Citrix Netscalar w5

SAML - GoTabeati ng g o

BAML - Googla W50
SAML 1 w5
SAML « Office 345 w5y

SAML - PulzeSecure T

SAML - Salpsforca w5

|~

AML - ServiceMow W

SAML - SondcWall w5
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Name: JIRA

Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)
Portal URL: URL to access to JIRA e.g. http://JIRA_HOSTNAME:8080/plugins/servlet/saml/auth

Endpoint URL: Leave blank - not required

Entity ID: Identifier of the JIRA SAML request e.g. http://JIRA_HOSTNAME:8080/jiraSAML

Federated Id: email
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e SAML Application

Applications
Authentication Methods

View IdP Metadata
Note: The Endpoint URL is used only if the ACS [Assertion Co

Keys supplied in the SAML [Security Assertion Markup Language)

Uszers Active Sessions
User History
Mame JIRA

Log Viewer

General Configuration

jira_logo.png
Application Images

Image .¢, NAtlassian

XJIRA

Points 100

Portal URL HOSTNAME:8080)plugins/serviets
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Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for JIRA authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the JIRA

Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

45.5 Testing authentication to JIRA via Swivel AuthControl Sentry
This should be the final step after all previous elements have been configured.
Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage. On a Start Page you will be able to see a new JIRA Icon on which you can click and proceed with
authentication (as you would by going straight to the JIRA page)

5 swivelsecure

Please select an application

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup.

Once you have submitted your username. You should be presented with the Sentry username page.

In this login example we are using the email as a username.
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| usur@u—t—m.cn.uki

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the JIRA Application definition.

195



user@a-t-m.co.uk

Password

lorc

After we enter our authentication credentials we successfully will see the JIRA account that we tried to access.

45.6 Troubleshooting

There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from JIRA and

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

Certificate or decryption issues;
Can AuthControl Sentry find the Certificate locally, is it the correct one?
Has the correct Certificate been uploaded to JIRA?
Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel Core s

196



46 Sentry SSO with Juniper

46.1 Introduction
This article explains how to integrate a Juniper SSL VPN with Sentry.
If focusses on the setting up of Sentry and the modification of the login pages to support the Sentry integration.

It assumes knowledge of how to configure the Juniper to use Sentry as a RADIUS authentication server. Details of these elements can be found in the
existing integration guides Category:Juniper

For this integration it is recommended that the Swivel Radius server is the only authentication required for this realm.

46.2 Overview
The integration works by

1. configuring the Juniper login page to redirect the user to Sentry to authenticate
2. user authenticates at Sentry

3. user is redirected back to the Juniper login page with a claim

4. Juniper login page is submitted with username and claim

5. Username and claim are validated via RADIUS

6. User gains access

Therefore the following steps are required
1. Configure Juniper Login

2. Configure Sentry to work with Juniper login page
3. Configure Sentry to accept RADIUS requests from Juniper

46.3 Configure Juniper Login

To modify the login pages download the sample.zip file from your Juniper and make the required changes to LoginPage.thtml. If you also wish to
support mobile devices you will need to make the same changes to the other login pages, eg LoginPage-mobile-webtoolkit.thtml

sample.zip can be found on Upload Custom Sign-In Pages, which can be found on Signing-in -> Sign-in Pages -> Upload Custom Pages... There you
will be able to see Sample Templates Files on the right side corner as shown below:
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Juniper

Junos Pulse Secure Access Service

Status = o
Configurakion =igTane an - 2
i Upload Custom Sign-In Pages
Clustering Custom sign-in pages allow you to provide customized templates for various pages that ma
IF-MAF Federation | appear during the sign-in process. Refer to the documentation for information about creatin
Log/Monitoring valid templates.
= Authentication
Signing In Sign-In Pages
Endpoint Security
Auth. Servers Name:
abel to reference the custom sign-in page
Admin Realms
Admin Roles Page Type: ® Access Meeting
User Realms Templates File: | Choose File | No file chosen
User Roles Zip rile containing the custom templates and assets

Resource Prefiles

Upload
Resource Policies pros

Junos Pulse

Skip validation checks during upload

Syatem

Import/ Export Upload Custom Pages
Push Config .

Archiving
Troubleshooting

In order to make the Juniper page work in the desired way once the page has loaded the page must detect if the user has been redirected to this page
from the Sentry Auth Manager or if the user have come directly.

If the user has come directly they need to be redirected to Sentry Auth Manager. If they have been directed from Sentry Auth Manager the login form
needs to be populated and submitted.

This is the required snippet that needs adding to the head (eg between the <head> and </head> tags) section of the login pages.
The only modification required is to change SENTRYURL for the actual public url of your sentry install.

Note the applicationNameNoSAML=JuniperVPN. This is important as this application name must match the settings on Sentry

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>
<script>
function redirect () {
window.location.replace ("https://SENTRYURL/noSamlEndPoint?returnurlNoSAML="
+ window.location.href + "&applicationNameNoSAML=JuniperVPN" );
}
var QueryString = function () {
// This function is anonymous, is executed immediately and
// the return value is assigned to QueryString!
var query_string = {};
var query = window.location.search.substring (1)
var vars = query.split ("&");
for (var i=0;i<vars.length;i++) {
var pair = vars[i].split("=");
// If first entry with this name
if (typeof query_string[pair([0]] === "undefined") {
query_string[pair[0]] = pair[1l]
// If second entry with this name
} else if (typeof query_string[pair([0]] === "string") {
var arr = [ query_string([pair[0]], pair[l] ];
query_string[pair([0]] = arr;
// If third or later entry with this name
} else {
query_string[pair([0]].push(pair[l]);
}
}
return query_string;

PO

$ (document) . ready (function () {
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usernamePassedIn = QueryString["username"];
passwordPassedIn = QueryString["password"];

claimPassedIn = QueryString["claim"];

if (typeof claimPassedIn == 'undefined') ({
redirect ();

} else {

$ (' [name=password] ') .val (claimPassedIn);

$ (' [name=username] ') .val (usernamePassedIn) ;
// $('[name=user#2]"') .val (usernamePassedlIn);
// $('[name=password#2]') .val (claimPassedIn);

document .getElementsByName ("frmLogin") [0] .submit () ;
}
)i
</script>
</head>

46.4 Configuring Logout

So that when a user logs out of the Juniper they are also logged out of their Sentry session, the Juniper logout pages need to redirect the user to the
Sentry single Logout page. This is a simpler version of the modifications made to the login page. The following code needs adding to the page in the
logout.thtml file (and mobile device equivalents)

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>
<script>

function redirect () {

window.location.replace ("https://SENTRYURL/singlelogout");

$ (document) .ready (function () {

redirect () ;

1)

46.5 Configure Juniper

After you have set up the login and logout pages you should upload them to Juniper (as a zip file) like on the screen here Sentry SSO with
Juniper#Configure Juniper Login

After you have uploaded the pages, you should configure the Authentication Realms for the new pages that you have created, to do so you have to click
on the Signing In from the left menu. You will be shown the page as below:
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JuniPer

Junos Pulue Securs Ao

Sigrire In
Erdpoint Sesurity
A, Sereers
Adrmin Rasbmi
Admin Boles
T
g Raalms
Vsar Roles
Resource Profiles
Rassurcs Policias
Juifsad Pubia

= Maintenance |
Syakarn
Ty et
Pugh Conlig
Archiving
Troublaskasting

e Service

Signing In

Sign-in Policies

E,'_'_-' - T"H E:-:d:‘:'-_“ E'rﬂl‘;: [an ;ﬂ'

Restrict access to administrators only

Only sdministreter URLE will b seewssible. Hote that Admirisbrabers 2nn sibesnpt b5 3055 in aves if 8 rulas oo tRis page are disablad.

Enable multiple user sesslons
Salect bhiz chack Bax and antar tha bar af jpar usar par realm in Users > User Reslma > [Reale Mame] > Authenbication Pelicy > Limits page. By defsulk, this i 3, or

# Display open user session]s] warning notification

Chock this aptsan to rotily users if thiy have sther active session[s] in pregress whan they stbeept to siga-in. The user has be faliow the insbruetions on B waeming netification page o prece
Select when to display a notification page to users

& Alvays
If the maximum sessien limit per uper for the realm has besn rmached

Hew URL Dralata. Enable || Disabla = & L

2 Administrator URLS Sign-In Page
*ladmind Default Sign-In Page

& User URLs Zign-In Page
- [dctast) DCTestaca
*iclientdemao Swivel Sign In Page
"' ig Lllﬂ.
=iraytests Swivel Sign In Pag
2wivel Juniper FR12
*robintest Robin's Custom Fa
*/pinsafef Pllszafe Demo vBZR
S PIHSAFE-WRY
=japdemar PIMsafe Demg vE2R] 2 stage login
“Jasahamesty Swyivel Juniper FR12
*remoteaccess Swivel Juniper TR13
ipinpad/ pEnpad
Zlgnetoychy SERILMCT
Slonetoucha stage s getouchdstages
“linditex2stageDan’ inditexzstageDan

You have to click on the User URL and select the realm from the available realms box by clicking on it and clicking Add-> button. Refer to the

screenshot below.
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JuniPer

Junos Pulse Secure Access Service

Stakus e
Conflguration f&-__ E

Metviork 1""]35& ntry/
Clustering

- Save Changes
IF-MAP Federaticn

Leg/ Manibaring
User type:

Users Administrators Authorization Only Access
Signing 1 Azai :
'qﬁm_i = - Sign-im URL: "MljaSentry/ Format: <host>/<path
Endpoink Security =
Auth. Servers Description:
- Administrators
Admin Realms
Adrmin Reoles Sign-in page: [ljaSentry S ¥
I;I!_ reate or n r E paige e SIgQnein RGeS
User Realms Meeting URL: “Imeeting/ *

User Roles
Resource Profiles

Authentication realm
Resource Palicies

Junes Pulse Specify how to select an authentication realm when signing in.
= Maintenance

Systemn User types the realm name

Impart Export The user must type the name of one of the available authentication realms.

Push Canfig

Archiving - - . -

bl + User picks from a list of authentication realms

The user must choose ane of the following selected authentication realms when they sign in. IF anly one realm is selected, it is autamati

Available realms: Selected realms:
ADSwivellsers Add = pins afellja
authReamLoreTest

AWSRealm Remove

Chris

clientdemo_Realm -

Move Up

Mave Down

Configure Sign-in Notifications
Pre-Auth Sign-in Motification
Post-Auth Sign-in Motification

Save changes?

Save Changes

Licensad o D1S2MOEYADESIDIE
Copyright & 2001-2011 Juniper Networks, Inc. All rights reserved.

You have to click on your Authentication Realm which you should have set for your user URL.
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Juniper

Status
Configuration
Hetwork
Clusbering
IF-MAP Federation
Log/ Monitoring

= Authentication
Signing In
Endpoint Security
Auth. Servers

Admin Realms
Admin Rales

Usar Realms
User Raoles
Resource Profiles
Resource Pelickes
Juncs Pulse

Systam
Impart Expart
Push Config
Archiving
Troubleshooting

Junos Pulse Secure Access Service

Usar Authenticakicn Bealms =

pinsafellja

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign i

MNew Rule. Duplicate | | Delete + f |

| k When users meet these conditions

1. username is

When more than one role is assigned to a user:

&+ Merge settings for all assigned roles
User must select from among assigned roles
User must select the sets of merged roles assigned by each rule

Maobe: Users that do not meet any of the above rules will nct be able bo sign inbs this realm.

Licensed to 0132MOSYAQESO0IE
Capyright & 2001-2011 Juniper Networks, Ine. All rights resarved,

After clicking on the Authentication Realm you should click on Role Mapping and add a new rule by clicking New Rule In the rule you have to set a rule
like on the screenshot below. This rule will assign the users their role for your Juniper network.
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After setting up Juniper you should be able to proceed by setting up the Sentry Auth Manager.

46.6 Configuring Sentry Login
The Juniper VPN needs to be added to Sentry as an Application.
The following entries are required.

e Name This must match the name in the redirect url, eg JuniperVPN
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e Service Provider SwivelVPN. Indicates this is a VPN integration

¢ Points Number of points required to access the VPN, refer to Sentry User guide

¢ Endpoint URL This is the URL of the Juniper login page configured to work with Sentry
e Entity ID Should match Name.

46.7 Configuring Sentry RADIUS
To complete the integration the Juniper VPN must be added as a NAS on the Sentry server.
The key settings are

¢ |dentifier Must match the Name on Sentry login, eg JuniperVPN
¢ Hostname Must match IP of Juniper VPN

Two stage auth, Check Password with repository should be set to NO

46.8 SSO

For RADIUS VPN applications the login page will be displayed although Sentry has been configured with SSO enabled. That attribute just applies for
SAML applications.

46.9 Authentication with AD/LDAP and Radius

To be able to authenticate with both AD/LDAP and Radius when logging in you have to add few minor changes. You have to modify the script which you
have added at this step Sentry SSO with Juniper#Configure Juniper Login

You have to uncomment two lines:

//$ (' [name=user#2]"') .val (usernamePassedlIn);
//$ (' [name=password#2]"') .val (claimPassedIn);

by removing double forward slashes in front of the $ sign, so it would look like below:

(' [name=user#2]"') .val (usernamePassedIn) ;
(' [name=password#2]"') .val (claimPassedIn) ;

And you have to change the password line above the uncommented code from.

$ (' [name=password] ') .val (claimPassedIn);

To the line below, in the password field we will pass now the password and the claim in the password#2 which we have uncommented above.

$ (' [name=password] ') .val (passwordPassedIn) ;

When you have updated the page, you have to re-upload it by following the same steps like previously on Sentry SSO with Juniper#Configure Juniper
Login

After uploading the the index page you have to change settings on your authentication realm to do so, you have to select your authentication realm and
first to add the authentication server to be your AD/LDAP. After selecting the authentication server you should select "Additional authentication server"
check box and select a previously created Radius server authentication method. The Authentication Realm settings should look similar to the once on
the screenshot below:
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JuniPer

Tumos Pulse Secure Acoess Service

Siatus
shanticptinn Raalms >

R pinsafellja

Clugkenrg ¥ . —— -
TF-MAF Federation @ - :
R Moretaning
= Authentication * Name: pinsafellja
Signing In
Erdpaint Security
Auth. Sarvers
~ Ademanistrators
Admim Realms
Adini= Retad When editing, start on the Role Mapping page
Usar Faslma BEMVErS
Lk Raled

Configuratisn

Description:

Rasource Profiles
Egrource Policiss

Surs Pules

- Maintenance | Authentication: SWIVELWEY-AD v
Sysbem Directory/Attribute; Same as above ¥
L Accounting: Mone r
Pl Corfig
Archiving
Troubleshostirg + Additional authentication server
Authantication =2: pinsafelja b
Username is: = specified by user on sign-in page

predefined as: <USER=
Password |s: = specified by user on sign-in page
predefined as: [<PASSWORD >

# End session if authantication against this server fails

Dynamic palicy evaluation

Sassion Migration

Other Settings
authentication Policy: Password restrictions
Role Mapping: 1 Rule

Save changes?

Save Changes

irdicates reguired Fleld

Lisernsed ko O153A08YADESDOIE
Capyriashe f 2001-2011 Joripar Mabwarks. [ne. All fals resarasd.

46.10 Testing
¢ Goto to Juniper login url
e User redirected to Sentry, user should be prompted for credentials
¢ Supply credentials

Should see Sentry logs including

Login successful for user: username
SSO_CLAIM_CREATED_FOR_USER, username

e User should be redirected to Juniper VPN
e User should gain access

Logs should include
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JuniperVPN:Processing user username as channel CLAIM
JuniperVPN:Login successful for user: username
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47 Sentry SSO with Meraki Dashboard

(This Article is under construnction)

(This integration has not been released yet)
47.1 Setup Sentry Keys
Before you are able to create a Single Sign On configuration on Meraki, you will need to setup some Keys if you haven't previously. Please see a

separate article: HowToCreateKeysOnCmi. You will need the certificate from the View Keys menu option of Swivel Sentry. Download the Cert file and
save it with the .crt extension name.

47.2 Enable SAML SSO in Meraki Dashboard
In Meraki Dashboard menu, go to Organization > Settings > SAML Configuration, enable SAML SSO and click "Add a SAML Idp"

asco Meraki SAML Configuration
SAML S50 @ SAML S50 enabled ¥
ORGAMIZATION
Customer testing org - Consumer URL & https:/in151.meraki.com/saml/login/K3Ld5

X.508 cert SHA1 fingerprint @ |,c-04-73:08:bd:2b:71:76:a1:01:b5:58:7b:63
METWOREK

SLO logout URL (optional) @ |htips://<FQDN_OF_SENTRY_SERVER>:844:

ct ne

Add a SAML IdP

Organization

Administration

SAML SSO = select "SAML SSO enabled"

X.509 cert SHA1 fingerprint = open the saved certificate from sentry and get the fingerprint/thumbprint from the Details. The fingerprint needs to have
colons on every two characters. ex: 00:11:22:33:44...

SLO logout URL (optional) = set the logout url: https://<FQDN_OF_SENTRY_SERVER>:8443/sentry/singlelogout
47.2.1 Add SAML administrator roles
Go to Organization > Administrators > SAML administrator roles

This section is used to assign permissions to user groups in Dashboard. When SAML users log-in, they will be granted whatever permissions have been
assigned to the 'role' attribute included in the SAML token provided by the IdP.

You can create roles based on the username or other attributes of the user.

To create a new role, click Add SAML role and specify the role.
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SAML administrator roles

SAML login history »

Delete | Search SAML roles... - |

L] Role ©+ Privilege ©

[ s BJSTOMER PPEEL. PR RS (Monitor-only)

O Colisg sesls ADMIN (g (Read)

Ll onmmegms o S moni— it S S (Monitor-only) S

Croate rola

Role: |

Organization accass: | Mone v

Mate: Only administrators with Croanizaion access can sdit andfor view
configuration template networks.

Target

ol

47.3 Setup additional role attribute in Swivel Core (if needed)

If you want to use specific roles for the Meraki User roles, you can create the attribute in Swivel Core > Repository > Attributes
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Mame: |merakir0|e

Phone Mumber? Mo ¥

Sync Rule | Synchronised ¥ |

Add repaository qualifier?

Attribute:

Local: |-:u5t|::m |
ldap: |merakiRoIe |

47.4 Setup Sentry Application

You can select Application Images in the left hand menu to upload the Meraki Dashboard logo. (Optional)

I
cisco
Merak

Open the Sentry SSO administration page and Click Applications in the left hand menu. To add a new Application definition for Meraki, click the SAML -
Other select button.

SAML - Other 'Select
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SAML Application

Name

Image

Points

Portal URL

Endpoint URL

Entity ID

Federcated Id

Note: The Endpoint URL is used only if the ACS [Assertion Consumer Service) is not supplied in the
SAML [Security Assertion Markup Language) request.

Meraki

o | I Il I X
cisco-meraki-logo.png 7 CISC O
Vieraki

https://n151.meraki.com/saml/login/K3Ld5b/SKpuNaPW8kLb

https://dashboard.meraki.com

email
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Name = Meraki (Arbitrary name for the application)

Image = the meraki logo

Points = the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application
Portal URL = the Meraki Dashboard Consumer URL that is given when enabling SAML SSO

Entity ID = https://dashboard.meraki.com

Federated ID = email (That needs to match with the attributed defined on Swivel Core)

Save and click edit to be able to add SAML Assertion Attributes to the application. Add the two attributes required by Meraki:

https://dashboard.meraki.com/saml/attributes/username and https://dashboard.meraki.com/saml/attributes/role

SAML Application

Name https://dashboard.meraki.com/saml/attributes/user
Format
Sentry Attribute email
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SAML Application

Name https://dashboard.meraki.com/saml/attributes/role
Format
Sentry Attribute merakirole

https://dashboard.meraki.com/saml/attributes/username # Edit i Delste
https://dashboard.meraki.com/saml/attributes/role # Edit @ Delete
Add Attribute

47.5 Testing authentication to Meraki Dashboard via Swivel Sentry
In the Sentry Start Page, select Meraki Dashboard and login.
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atfran],
cisco
Meraki

Username

If the login is successful, you will login to the Meraki Dashboard and will see on the top right the username that was specified in the user attribute
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et Q search Dashboard
asco Meraki

Organization Welcome to Meraki Dashboard

]

Reqgister Meraki devices

Add your devices to a network to
monitor and configure them
through the Meraki cloud.

47.6 Troubleshooting

There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

¢ The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

e The Swivel Sentry has a View Log menu item which provides details about the SAML assertion and response received from Meraki and can
be useful for comparison with the Meraki SAML Assertion Validator output;

¢ Meraki has a SAML login history which can provide diagnostics about the latest SAML authentication attempt. This can be particularly useful
for verifying the SAML Attributes and various elements within the SAML assertion that takes place between the Swivel Sentry and Meraki. To
get to the SAML Login history in Meraki select Organization -> Administrators -> SAML login history.
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SAML administrator roles

SAML login history »

Customer testing org SAML login history

¢ Administrators

S aarrh -
Status Time Y Source IP Username
Mov 14 15:37:38 ’ 4 e e
UTC t.santos.meraki@swivelsecurs.com
MNow 14 15:19:44 : 5 I
UTC t.santos. meraki@swivelsecure.com
Mov 14 14:33:48 . - ——
T t.santos.meraki@swivelsecurs.com
Mov 14 13:298:54 : 5 e
uTC tsantos. meraki@swivelsecure.com
)1 Mov 14 13:328:13
UTC
ay MNowv 14 12:28:11
UTC

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the Sentry logging or Meraki login history shows
that there is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate Fingerprint been set in Meraki?
e Attributes mismatch.
+ Has the Role been created in Meraki Dashboard?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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48 Sentry SSO with Mimecast

48.1 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on Mimecast.com, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

48.2 Setup SSO on Mimecast

To configure SSO setting on your Mimecast accounts you have to access your Admin console by simply going to
https://console-uk-2.mimecast.com/mimecast/admin You should see an Admin console with an option "Services" similar to the one below:
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When you click on the Services you will be shown different profiles. You have to click on the button "Authentication Profiles" and select the User group
for which to use SSO. For this example we are using "Swivel Users".

mimecast’ administration Console
o
s
=
i
i

After clicking on the authentication profile you will have to fill in the details for your AuthControl Sentry such as:

Set the Login, Logout URLSs below, where <FQDN_OF_SENTRY_SERVER:> is the public DNS entry of your Swivel AuthControl Sentry server, e.g.
swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a port number e.g.
swivel.mycompany.com:8443

Sign-in page URL - https://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint

Sign-out page URL - htips://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Now navigate to your AuthControl Sentry metadata page as below(https://<FQDN_OF _SENTRY_SERVER>/sentry/metadata/generatedMetadata.xml)
and copy the content of this page.
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DpvieedSalgINeP X0 S TnmayTVRD | Bl geF ol Jut rifeyDpetivd S a g TUm® 4 XO5 DDA TN ROT ALY
cwEBS saNBghghk LORwlBAQUF ARDC AREAFALUNI R YE DnardP o dde St aE ARG LT B I 36 A EMD
BudB2FBphT SSEDSRARNTF Ivy SRE +1/Babi 2 rH)2SaRM0NT /L 78500 3nDAVAZ | sHELvaLOF a3
Zedpf gE oy f InUQHAP L [ 1B gF ph9ts 1791 b TsTRSVRkekrderiDden fvaLAAR/ 2Tqh2Cofip
SWDJ-?HHHETI:I;?WI‘:IEP": zFI.H-\"DlcEﬂ:.r\'.’EhBEKIHZMHFHLFBCBLKETMIF’RfPT&M
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Return back on the Mimecast setup
Identity Provider Certificate (Metadata) - Paste copied metadata from your AuthControl Sentry
After you have entered all the details as above click Save and Exit at the top of the page

For more information please have a look at the screenshot below
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48.3 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here

48.4 Setup AuthControl Sentry Application definition
Please note: you must have setup a Mimecast SSO prior to defining this Application entry within AuthControl Sentry. This is so that you are able to

populate the Endpoint URL field. Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new
Application definition for Mimecast, click the Add Application button and select SAML - Mimecast.
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Applications
Authentication Methods
View |dP Metadata

Keys

Uszers Active Sessions

User History

Name

Log Viewer

General Configuration

Application Images Image
Points
Portal URL

Entity ID
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SAML Application

Note: The Endpoint URL is used only if the ACS
SAML (Security Assertion Markup Language] r

Mimecast

Mimecast.png

100

https://login-uk.mimecast.c

Endpoint URL

eu-api.mimecast.com.C75A

Federated Id givenname



Name: Mimecast
Image: Mimecast.png(selected by default)
Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)

Portal URL.: (this Portal URL is Mimecast login URL which you can usually access on: https://login-uk.mimecast.com/m/portal/login note for different
countries it might be a different URL)

Entity URL: N/A

Entity ID: eu-api.mimecast.com.ACCOUNT_NUMBER (Entity ID is a eu-api.mimecast.com. with an Account number such:
eu-api.mimecast.com.C75A125)

Federated id: email

Account Number can be found on the Mimecast Admin Console at the bottom left corner

48.5 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for Mimecast authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the

Mimecast Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

48.6 Testing authentication to Mimecast via Swivel AuthControl Sentry

This should be the final step after all previous elements have been configured.

In a web browser, visit the the URL that you setup on AuthControl Sentry as Endpoint URL e.g. https://login-uk.mimecast.com/logon
Alternatively you can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new Mimecast Icon on which you can click and proceed
with authentication (as you would by going straight to the mimecast page)
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6 swivelsecure

Please select an application

mimecast salesforce

Juniper

METWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup.
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Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the Mimecast Application definition.

In this login example we are using the email as a username

mimecast

user@mimecast. ewivelsecure.com

After we enter the username we are prompted with another authentication method (in this example we use turing)



user@mimecost.swivelsecure.com

Password

After we enter our authentication credentials we successfully will see the Mimecast account that we tried to access.
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48.7 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

¢ The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

¢ The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from
Mimecast

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

» Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Metadata been uploaded to the Mimecast?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?

227



49 Sentry SSO with Netscaler

49.1 Introduction
This article explains how to integrate a Citrix Netscaler with Sentry.
It focusses on the setting up of Sentry and the modification of the login pages to support the Sentry integration.

It assumes knowledge of how to configure the Netscaler to use Sentry as a RADIUS authentication server. Details of these elements can be found in the
existing integration guides Category:Netscaler

For this integration it is recommended that the Swivel Radius server is the only authentication required for this realm.

49.2 Overview
The integration works by

1. Configuring the Netscaler login page to redirect the user to Sentry to authenticate
2. User authenticates at Sentry

3. User is redirected back to the Netscaler login page with a claim

4. Netscaler login page is submitted with username and claim

5. Username and claim are validated via RADIUS

6. User gains access

Therefore the following steps are required

1. Configure Netscaler Login
2. Configure Sentry to work with Netscaler login page
3. Configure Sentry to accept RADIUS requests from Netscaler

49.3 Configure Netscaler Login

In order to make the Netscaler page work in the desired way once the page has loaded the page must detect if the user has been redirected to this page
from Sentry or if the user have come directly.

If the user has come directly they need to be redirected to Sentry. If they have been directed from Sentry the login form needs to be populated and
submitted.

This is the required snippet that needs adding to the head section of the login pages.
The only modification required is to change SENTRYURL for the actual public url of your sentry install.

Note the applicationNameNoSAML=NetscalerVPN. This is important as this application name must match the settings on Sentry

<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js" ></script>
<script>
function redirect () {
window.location.replace ("https://SENTRYURL/noSamlEndPoint?returnurlNoSAML="
+ window.location.href + "gapplicationNameNoSAML=NetscalerVPN" );
}
var QueryString = function () {
// This function is anonymous, is executed immediately and
// the return value is assigned to QueryString!
var query_string = {};
var query = window.location.search.substring(1l)
var vars = query.split ("&");
for (var i=0;i<vars.length;i++) {
var pailr = vars[i].split("=");
// 1f first entry with this name
if (typeof query_string[pair([0]] === "undefined") {
query_string[pair([0]] = pair[l];
// 1If second entry with this name
} else if (typeof query_string[pair[0]] === "string") ({
var arr = [ query_string([pair[0]], pair[l] 1;
query_string[pair([0]] = arr;
// If third or later entry with this name
} else {
query_string[pair([0]].push(pair([1l]);
}
}
return query_string;

b0

$ (document) . ready (setTimeout (function () {

usernamePassedIn = QueryString["username"];
passwordPassedIn = QueryString["password"];
claimPassedIn = QueryString["claim"];
if (typeof claimPassedIn == 'undefined') ({
redirect ();
} else {
$ (' [name=passwd] ') .val (claimPassedIn);
$ (' [name=login]"') .val (usernamePassedIn) ;
//$ (' [name=passwdl]"') .val (claimPassedIn);

document .getElementsByName ("vpnForm") [0] .submit () ;
}
1, 0)) 5
</script>
</head>

After setting the Script on the index page (in the script tag) you have to also add a form with three input fields as below
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<form action="/cgi/login">
<input id="login" name="login" data-swivel="username">
<input id="passwd" name="passwd" data-swivel="password">
<input id="passwdl" name="passwdl" data-swivel="claim">
</form>

This form has to be in the body of the page (in between <body> and </body>) The login page can be found on your Netscaler server usually at the path
/netscaler/ns_gui/vpn/index.html

49.4 Configuring Netscaler

After you have successfully modified the login page, you should configure the Netscaler by adding a new Radius server. To do so you have to click on
the Authentication -> Dashboard.

*2 NetScaler VPX (10)

Dashboard Configuration Reporiing

+ Syctem Blat Aut oz it Authenticatbon Servers
+ AppFupert = s
Authentication Servers
+* Traff {anagement
+ Optimiza
+ Lacur - -
= i Mame Type Server NameServer [P
Dashboard : = s

Show Unlicensed Feotures

Integrate with Citrix Products

w4 XenMobile

&4 NenApp and XenDesktop

w4 Unified Gateway

Click on the "Add" button and Add a RADIUS Server by adding an IP Address or Server Name Port, Time-out and secret (Secret should be the same as
on the Sentry Core). It should look similar to the screenshot below:
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2% NetScaler VPX (10)

Dashboard Configuratian Reparting

+ Back

Configure Authentication RADIUS Server

MetscalerVPMN

- Clase

After you have added a radius server you should be able to see if Netscaler can connect to it (if you have created it prior to this) on the Authentication
Servers screen in the Status column.

go set up the authentication servers to your Virtual Server or to create a Gateway Virtual Server you have to click on NetScaler Gateway -> Virtual
erver
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Integrate with Citrix Products
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&4 Unified Gateway

On this screen (as above) you should be able to to edit or Add a new Gateway Virtual Server to Add a new server you have to click on the "Add" button,
to edit the server you have to select the server by clicking on it once and clicking on the "Edit" button. In this example we are editing the already created
Virtual server.
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You will see a screen similar to the one above, you have to set the Primary Authentication method to be your newly created Radius Server. To Do so
you have to click on "+" on the Primary Authentication. On the new window that pops up you have to select the Policy as being RADIUS and type as
being Primary.

On the next page you have to select the policy. You can click on the arrow button like on the screenshot below, and select your created Radius Server.
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After selecting the radius you have to click on the edit button (pencil) and on the edit screen you have to change the Expression to "ns_true" which might
be selectable from the Saved Policy Expressions column as you can see from the screenshot below.

233



Choose Type Configure Authentication RADIUS Policy

Configure Authentication RADIUS Policy

M
policy_RADILS prirnary_ELITHEAWES
Server®
Metscalervom w4+
e —
Expressicon”
Opemton = || Saved Palicy Exprespang - H Fregquently Used Expresisang =
ns_false
nE_content_type
| ms_mswond
| ms_msgacel
[ | ms_msppt
n Clase | ng cy
| ns_ambdata
ng_mogilla_47
ns_msie

a5 fymantec 73
av_5_Symaritec_6_0
av % Symantec_10
#v_5_Meafee
pf 5 sygate 5 &
pi_5_zonealamm_6_5
av_5 sophos_4
av_5_sophas_5
av_5_sophos_6&
| #5_5_meton -

After setting the Expression click OK. Set Priority to 100 and click Bind. Now your Netscaler should be set up.

49.5 Configuring Sentry Login
The Netscaler VPN needs to be added to Sentry as an Application.
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Rules

RADIUS VPN Application

Applications
Authentication Methods

View |[dP Metadata :
I Mote: The Endpoint URL is used only if it is not

Keys

Uszers Active Sessions

: Name CitrixNetscaler
User History

Log Viewer

General Configuration CitrixNetscalerpng

Image
Application Images
Points 0
Portal URL https://citrix.yourdomain

Endpoint URL

Entity ID CitrixNetscalerVPN
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The following entries are required.
¢ Name: This must match the name in the redirect url, eg NetscalerVPN
¢ Image: CitrixNetscaler.png (Selected by default)
¢ Points: Number of points required to access the VPN, refer to Sentry User guide
¢ Portal URL: This is the URL of the Netscaler login page configured to work with Sentry

e Endpoint URL: N/A
e Entity ID: Should match Name.

49.6 Configuring Sentry RADIUS

To complete the integration the Netscaler VPN must be added as a NAS on the Sentry server.
The key settings are

¢ |dentifier Must match the Name on Sentry login, eg NetscalerVPN
e Hosthame Must match IP of Netscaler VPN

Two stage auth, Check Password with repository should be set to NO

49.7 SSO

For RADIUS VPN applications the login page will be displayed although Sentry has been configured with SSO enabled. That attribute just applies for
SAML applications.

49.8 Authentication with AD/LDAP and Radius

To be able to authenticate with both AD/LDAP and Radius when logging in you have to add few minor changes. You have to modify the script which you
have added at this step

You have to uncomment one line:
//$ (' [name=passwdl]"') .val (claimPassedIn);

by removing double forward slashes in front of the $ sign, so it would look like below:
$ (' [name=passwdl]') .val (claimPassedIn);

You also have to change the password line above the uncommented code from.

$ (' [name=passwd] ') .val (claimPassedIn) ;

To the line below, in the password field we will pass now the password and the claim in the password#2 which we have uncommented above.

$ (' [name=passwd] ') .val (passwordPassedIn);
You have to re-upload/update the page to the Netscaler.

After updating the page, you have to configure AD/LDAP on the NetScaler. Fallow to the Authentication -> Dashboard and click on Add. You have to
enter your AD/LDAP settings and the page should resemble to something similar to the screenshot below.
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After adding an AD/LDAP you can check if NetScaler can connect to it (Status has to be Up on the Authentication Servers page)

You have to go to the Virtual Server and modify the settings for your virtual server to set AD/LDAP to be the primary authentication method and RADIUS
to be Secondary. Follow the same steps to add the authentication methods as on here except that the Expression for AD-TEST should be
"REQ.HTTP.HEADER User-Agent NOTCONTAINS Receiver" and Expression for RADIUS should be also "REQ.HTTP.HEADER User-Agent
NOTCONTAINS Receiver".

This way when you will try to authenticate the password will be checked with AD/LDAP server and the One Time Code will be checked with the RADIUS
Server (Sentry Core)

49.9 Testing

* Goto to Netscaler login url
¢ User redirected to Sentry, user should be prompted for credentials
¢ Supply credentials
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Should see Sentry logs including

Login successful for user: username
SSO_CLAIM_CREATED_FOR_USER, username

¢ User should be redirected to Netscaler VPN
e User should gain access

Logs should include

NetscalerVPN:Processing user username as channel CLAIM
NetscalerVPN:Login successful for user: username

49.10 Troubleshooting

The scripts on the login page work by injecting values into the login page and submitting this page. To work therefore the standard login page must have
a form called vpnForm that has an input field called login for the username and an input field called passwd for the password as shown in the javascript.

By "called" the html must have the name attribute set to this value
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50 Sentry SSO with Office 365

50.1 Introduction
Support for Office 365 authentication is provided through ADFS. Therefore you should follow the guide for ADFS. The only difference is, you should

select the application type SAML - Office 365. This will set the portal URL to https:/portal.office.com, and select a different logo by default, but
everything else is exactly the same.
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51 Sentry SSO with OnelLogin

51.1 Introduction

This article explains how to integrate the One Login Web portal with Auth Control Sentry. This article does not cover the initial setting-up of Sentry and
assumes that you have generated the required keys etc. These steps are covered in other articles , eg Sentry_SSO_with_Salesforce

The following article maybe a useful reference.
https://support.onelogin.com/hc/en-us/articles/201173344-Trusted-1dP-Relying-Party-Trust-

NOTE Onelogin requires http://www.w3.0rg/2001/10/xml-exc-c14n# canonicalisation. Check your version supports this

51.2 OnelLogin Setup

In order to set-up your Onelogin domain to use Auth Control Sentry as its Identity Provider you first need to log into the OneLogin Admin Console.
You then need to go to Settings->Security->Trusted IdPs

This will take you to a page where you can add an IdP by clicking the NEW TRUST button.

Create a new Trust called Swivel (or something of your own choosing) and complete the following settings
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Settings

Trusted IdPs Use SAML Service Providers to allow identity providers in org
organization to sign in users to OnelLogin and the application:

For information on configuring and using trusted 1dPs click he

Configurations Issuer

SAML_SP

The issuer name or URL of the remote identity provider

IaP Login URL

http://192.168.11.107:8080/sen

Where OnelLogin redirects users to initiate SAML SS0O

Email Domains

Automatically initiate Trusted IdP for users on these domains.

' Sign users into OnelLogin

Sign users into additional applications

Issuer

This is the issuer of the SAML assertion. This is set within settings.properties (refer to Sentry Manual ) So this entry needs to match that set with
settings.properties.

IdP Login Url

This will be the external URL of your Sentry login page. For example if the public hostname of your Sentry server is sentry.domain.com this value would
be https://sentry.domain.com:8443/sentry/saml20endpoint

This can also be an IP address and need not be https, but for production hostname and https are recommended.

Email Domains If your one-login account covers multiple domains you can list the domains here that you want to use this IdP. If you only have one
domain this field can be left blank.

Sign Users into .. You can configure this IdP to log users into their OneLogin account only or into this account and any applications that have been
added to this account.
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Trusted IdP Certificate X.509 Certificate *

MIID4jCCASBEAWIBAST JAONVMZMAUYvoMABGCSqGSIb3DQEBBQUL
VOQGEWIFTJESMBAGALIUECAWIWWS ya3NoaX ] 1MREwWDwWYDVQOHDARX
MABGA1UECEWwGU3IdpdmV sMQswCQYDVOQLDATIVDEMMAOGATUE AwwL
KoZIhvcNAQkBFhpjLnJ1c3N1bGxAC3dpdmVsc2VjdXI1lmNvbTAe
MzM3Mz JaFwdyNjAZMTEkXMzM3IMzJaMIGLMQswCQYDVOQGEWIFT JES

Ll vra A aY 7T MR My TNNHOA R Y 7YRATY 11 a TEDMAGRGS A TEM

User attribute User Attribute Mapping

Email -

Trusted IdP Certificate This is the certificate that Sentry will use to sign the SAML assertion. You can get this information by logging onto to the Sentry
admin console and using the view certificates option or view metadata option. You need to cut and past the certificate information, inlcuding the begin
and end certificae header and footer by ensuring that no whitespace is added.

User Attribute This is an optional field to be used if, for example, users are logging in with attributes other than their email address.

51.3 Sentry Configuration

You need to add the OnelLogin application to the Sentry admin console. If you have the option to add "OnelLogin" as an application type use this option.
If not then select the SwivelServiceProvider option.
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Rules

SAML Application

Applications

Authentication Methods

View |dP Metadata
Mote: The Endpeint URL is used only if the ACH

Keys SAML (Security Assertion Markup Language] r

Uszerz Active Sessions

Uzer Histor
4 MName Onelogin

Log Viewer

General Configuration
Onelogin.png

Application Images G s
Points 0
Portal URL https://yourdomain.onelog
Endpoint URL https://yourdomain.oneloc
Entity ID https://yourdomain.oneloc
Federated Id email
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You need to specify

e Name: OnelLogin

¢ Image: OneLogin.png (Selected by default)

¢ Points: The number of points required to access this service

¢ Portal URL: https://yourdomain.onelogin.com

¢ Endpoint URL This is the URL to which the Sentry server will redirect the user with their SAML assertion after authentication. This will be in
the format of yourdomain.onelogin.com/sessions/saml. In this case domain is the domain you have registered with OneLogin.

¢ Entity ID This will be in the format of https://yourdomain.onelogin.com

¢ Federated Id email

51.4 Testing

Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.
https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new OneLogin Icon on which you can click and proceed with
authentication (as you would by going straight to the OneLogin page)

3 swivelsecure

Please selact an c:pplicc:tinn

mimecast salesforce

servicenow

JuniPer

NETWORKS

You should be redirected to the Sentry Login Page.
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Usarname

After you enter the username we are prompted with another authentication method (in this example we use turing)
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usern@mail.com

Password

u:azfﬁ

After you enter your authentication credentials you successfully will see the OneLogin account that you tried to access.

51.5 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

¢ The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;
. 'cl')he Ewi_vel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from
nelLogin

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

* Certificate or decryption issues;
* Can AuthControl Sentry find the Certificate locally, is it the correct one?
* Has the correct Metadata been uploaded to the OneLogin?
* Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel Core

Most common issues are likely to be related to the SAML response and whether the OneLogin portal will accept it. To see the SAML response that

Sentry is generating you can use a Firefox Plug-in called SAML Tracer https://addons.mozilla.org/en-GB/firefox/addon/saml-tracer/ There are also some
on-line tools you can use to validate the SAML assertion https://www.samltool.com/
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52 Sentry SSO with Palo Alto

52.1 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on Google.com, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

52.2 Setup SSO on Palo Alto
SAML IDENTITY PROVIDER SERVER PROFILE IMPORT
¢ Profile Name: Swivel_sentry (example)
Identity Provider Configuration
¢ |dentity Provider Metadata : Copy the Metadata from Sentry and import it to Palo Alto
After this you should get :
SAML IDENTITY PROVIDER SERVER PROFILE
¢ Profile Name: Swivel_sentry
Identity Provider Configuration
e |dentity Provider ID : https://demo.swivelcloud.com/sentry/saml20endpoint
e |dentity Provider Certificate :
e |dentity Provider SSO URL : https://demo.swivelcloud.com/sentry/saml20endpoint
e |dentity Provider SLO URL : https://demo.swivelcloud.com/sentry/singlelogout
e SAML HTTP Binding for SSO Requests to IDP : Select Post
e SAML HTTP Binding for SLO Requests to IDP : Select Post

e Maximum Clock Skew (seconds) : 60

AUTHENTICATION PROFILE
e Name : SAML
TAB : Authentication
e Type : SAML
¢ |dP Server Profile : Swivel_sentry
* Certificate for Signing Requests :
Check : "Enamble Single Logout"
e Certificate Profile : Swivel
User Attributes in SAML Messages from IDP

e Username Attribute : username

52.3 Sentry
e Name : Palo Alto VM
¢ Image : Palo Alto logo (png)
e Poits : 100 (example)
e Portal URL :
e Endpoint URL :
e Entity ID :
e Federated Id : username

52.4 Login Steps

Click : User Single Sign-On

Swivel username then click continue...
Insert username then click submit

Authenticate with Swivel authentication method (Turing / PINPad...)
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53 Sentry SSO with PHP

53.1 Setup SSO with PHP

Please check the manual

Implementing simplesaml
with a php application

SwivelSecung
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54 Sentry SSO with PulseSecure
54.1 Contents

e 1 Introduction
e 2 Configuring the PulseSecure VPN

¢ 3 Configuring the Sentry Application
¢ 4 Testing authentication to PulseSecure via Swivel AuthControl Sentry

54.2 Introduction

This article explains how to integrate a PulseSecure SSL VPN with Sentry.

54.3 Configuring the PulseSecure VPN
NOTE: It is assumed that your PulseSecure already has a basic, working configuration.

Log into the PulseSecure administration console. From the menu, select Authentication, then Signing In and Sign-in SAML.

Pulse Connecl

Secure

System Administrators Users Maintenance Wizards

This i configuration of Pulse Connedt Secure (SA) SAML Meladata provicer

“Entity Id [ niips Vpulseiesl swivelsecung. iocalic

“Metadata Validity I3 Cays

| Do Mot Publsh IdP in Metadata

e

Click the link for SAML Settings, at the end of the line for Entity Id.
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; Sec u re System Authentcation Administrators Lsers Mamtanance Wizards

Settings

a Metsd

Tirneout value for metadata fotch reguest | 00 Seconds

Waldity of uploaded'dovnloaded metadata Se | 0 days

Haost FOD Tar SAKL l 5L SwivelEiiune lGEal

ARemale Host FQDN for SARML I

Save craces

Enter the public host name of your PulseSecure server under Host FQDN for SAML, and click Save Changes.

Go back to the Sign-in SAML page, and ensure that the Entity Id is https://<pulse_server>/dana-na/auth/sami-endpoint.cgi - i.e. it should be exactly the
same as the Entity ID you put on the Sentry application settings, except for ?p=sp17.

Now go to Authentication, Auth. Servers

gl ¥ | %=1 — Secure Sysiem Authentication  Administrators  Users Maimenance  Wizards

Hew: (Select sera typa) Ea| Hew Senver. m

10 ®  rRCONds P pEgE

Sean

B Authenlication’Authenzation Sensds Typa Usar Recond Synchaonization Logical Aath Sarver |
Lecal Authentscation
SAML Sarver

Loscal Authantcation

Select SAML Server from the drop-down, then click New Server....
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Administraton Usprs Maintenance

5 = SeniriLone

Sareer :|4'|:p| Senirylode

=SAML Version 119 240

*Coanect Secure Entity Id idana-narauthvs ami-endpoint cgitp=sp1

*Corfigarabon Mode % Marual Matadata
“dantity Provider Entity Id | 16811 115844 Msenipisami2lendpoint

Kentity Prosicdes 5"‘!5|E S'ﬂ“ On Serdce URL | 16811 115 Bdd Waaniraeami2Danapoinl

User Mame Tamplate |

Allowed Clack Skew (minutes) o

¥ Suppon Single Logowt

*Single Logoul Serace LR | 19216819, 115 B34 g entysingialegou!

Single Logow Response URL |

- I
Artdact | Response Signing Cenificate
& Post |s5uid ?c Santny
Isgued By sentry
Valid Sep 29 13:41:39 2016 GMT - Oct 20 13:41:39 2018 GMT
Detala:  bOther Coerficate Delads
Upload Cenificate m Mo file chosen
Enable Sigrmg Ceddicate status checkng
Salect Dirace Cenibcale for Signing Mot Applicable ri
Salact Devce Canlificate for Encaypbion ot Applicable rg

Set a name for the server. Ensure that SAML Version is set to 2.0.
Connect Secure Entity Id will be set as the unique entity ID for this server. Make a note of it, as you will be entering it in the Sentry configuration page.

For Identity Provider Entity Id and Identity Provider Single Sign On Service URL, enter https://<swivel_server>/sentry/saml20endpoint. Here,
<swivel_server> is the public URL of the Swivel sentry server.

Check Support Single Logout, and enter https.//<swivel_server>/sentry/singlelogout as the Single Logout Server URL. The Single Logout
Response URL is the same, so can be left blank.

NOTE: for the next part, you will need a copy of the metadata from the Swivel Sentry server. If you do not already have one, open your browser to
https://<swivel_server>/sentry/metadata/generatedMetadata.xml. When the metadata is displayed in your browser, save it to disk.
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W 550 Method

Addact | Response Signng Cerlficate
Igsued To, Senbry

& Post
tzaised By Senby
Valid Sep 29 13.419,39 2006 GMT - Oct 29 132139 2016 GMT
Deaatls: bk Othad Cenificate Detads
Upload Cenificatn Mo file chosen
71 Enable Sigring Cenficale status checking
i Trusted Chent Cas T
Select Dinice Carlificata for Signing Mt Appheabls B
Select Dindee Certificate for Encryplon Mot Applicakia E| art yoRoe b k
Salect Requested Authn Cenlext Classes to be denl in the SuthPRequest
Ayailable Selacted
IntemetProtoced | Add > {nome) T
5]
IntemitProtocsiPasaword m
Kaibanas
MobideOneFactoilinregistered
MuobileTwoFacicelUinregistensd
Comparison Method for Authemication Classes axact !:
W SErvice Provider Weladola Setings

MHNHBVH'N".‘F' 11 da:ll'g:- R Ly days &N whics ki 0 i Y 5 % i

Do Not Publish Connect Secure Motadatas: e Metadata

Downidoad Meladata

w Usar Rocord Synchrosdation

] Enable Uzer Record Synchronization

Logical Auth Sener Hamej

Ensure that Post is selected as the SSO Method. Click Browse next to Upload Certificate and select the metadata file you downloaded earlier.

Set a valid value for Metadata Validity.
Click Save Changes.

Now Select Users, then User Realms.
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Pulse Conn

5S¢ Secure Authentication Admin . 8 Maintenance

Lizar Reglme
Fgw | 3*&‘.\”‘:'

" Hama

Deseriplion

Vihen editing. start on the Role Mappng page

v 5

suhantication SantnyLons =

User DirectonydAitnbane Fiena -

ALCouning Hena -

Deace Axtnbutes Hane -
s £

Enable addfional ssthentication seses

b F

Enable dynamc polcy svaluabion
w5
. T 5

cation Pobity Fasaw
Raig Mappeny 1 Rule

Sawe Changes

Fiiialed egiarid Teid

Click New to create a new user realm.
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Genera

m Autherdcitian Policy Rods Hapging

Hama seeaLoteRualm

D seniplion
When editing, s2art on the Role Mappng page
W Sarvars
Baithantaton SeningL o =
User Dreciong/Adivitato [ -i
Accourting Haew - |
Derdca Adteitedos Iz -|

A0 SinEf

| Enable additional authentication saner

W [haarmed poNcy availatsn

. Enable dynamic polcy evaliation

w Session Wigrabon

% Cther Sotimgs

Adnhenticainn Pobcy Pazswond restnctions
Raole Mapping 1 Fdg

* iEdeaied ieSured Rk

Add a name, then under Authentication, select your new authentication server. Click Save Changes.

Now under Role Mapping, select the role(s) that users will be assigned. For example, in the following role mapping, all users are assigned to the Role
Users.

OEET HEmE ¥ SETr Lo Ere iy = Fo WAy

G o AsshemiscaBon Policy m
Specify how to assegn rodes to users whan thay sign in. Users that are mot asssgned a rode will not b able 1o signin

& ¥ WWhen users maeel these condilions assagn these ioles

1 LERHTIIETHE ES

WWhan mces than one roly is Bssigessd B0 8 uger
& Menge seltngs for all assigred robes

User et sedect from amang assigesd rodis
Usar st sefect the sels nfr:'rrr\gtdrﬂrs assigned by sach rule
Heéte Unéra Tl d ncll el 8ty o B abdwe rulie will il B abls o kgn i ths fedlim
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Finally, go to Authentication, Signing In, Sign-in Policies. Click New URL.... Enter the Sign-in URL, then select User picks from a list of
authentication realms and add the user realm created above. Click Save Changes.

54.4 Configuring the Sentry Application

Log into the Sentry administration console. Select Applications. Then Click Add Application and select SAML - PulseSecure

Hulas

SAML Application

Applicationa

Vierwr [P Matadata _

Mate: The Endpaint URL ia uaed anly if the ACS [Assartion Conmemar Sordica) b not supplied In tha
Kaya SAML [Security Adsertion Markup Language) reguest

Usars Actha Saaslons

Usar Histery

Loy Viewenr

General Configuration

Application Imoges N ittt S pULSE‘ SEEUFE’

Endpaint URL hetpa: Y yourdomain/dana-naSauvthdsambl-consumer.cg
Entity I3 httpafyourdomalin/dare-nafouth'somb-endpolnt.cgi?p=apl

Fadanated d

m I-I.I.- :': i"I.:

NOTE: for all the following, replace <pulse_server> with the public host name for your Pulse server.

Under Portal URL, enter the URL for the PulseSecure portal that will be authenticated using Sentry, for example https://<pulse_server>/sami.
Under Endpoint URL, enter https://<pulse_server>/dana-na/auth/saml-consumer.cgi.

Under Entity ID, enter the unique Entity ID you recorded from the PulseSecure authentication server.

Under Federated Id, enter email.

54.5 Testing authentication to PulseSecure via Swivel AuthControl Sentry
This should be the final step after all previous elements have been configured.
Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new PulseSecure Icon on which you can click and
proceed with authentication (as you would by going straight to the PulseSecure page)

255



6 swivelsecure

Please select an application

mimecast salesforce

JuniPper

METWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup, once you have submitted your
username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
PulseSecure Application definition.

In this login example we are using the email as a username
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Usarname

After we enter the username we are prompted with another authentication method (in this example we use turing)
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user@mail.com

Paasword

After we enter our authentication credentials we successfully will see the PulseSecure that we tried to access.
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55 Sentry SSO with Salesforce

55.1 Setup Sentry Keys
Before you are able to create a Single Sign On configuration on Salesforce.com, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel Sentry.

55.2 Enable SAML on Salesforce.com

Enable SAML. A checkbox option entitled ?SAML Enabled? should be available in Salesforce under the menu Setup -> Security Controls -> Single
Sign-On Settings.

RUIKFUE | SURrEl. | Single Sign-On Settings
Expand All | Collapse All
Configure single sign-on in order to authenticate users in salesforce.com from

Lightning Experience sign-on:

« Federated authentication, a single sign-on method that uses SAML ass

Salesforce1 Quick Start
Edit SAML Assertion W,

Setup Assistant Federated Single Sign-On Using SAML
SAML Enabled v

If this option is not available, then you will need to request this feature from Salesforce support or your Salesforce reseller partner.

55.3 Create a new Single Sign-On Settings entry on Salesforce.com
Under the menu Setup -> Security Controls -> Single Sign-On Settings, create a new SAML Single Sign-On Settings entry by clicking the New button.

QUICI‘: Find / Search... | Single Sign_On Settings
Expand All | Collapse Al
Configure single sign-on in order to authenticate users in salesforce.com from

Lightning Experience sign-on:

# Federated authentication, a single sign-on method that uses SAML ass

Salesforce1 Quick Start
Edit SAML Assertion V.

Setup Assistant Federated Single Sign-On Using SAML

SAML Enabled g
Force.com Home

SAML Single Sign-On Settings New || Hew from Metadat

Administer

Populate all required fields and upload the certificate you generated earlier (this can be retrieved from the View Keys menu option of Swivel Sentry):
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SAML Single Sign-On Settings

Hame

SAML Version

I==uer

Identity Provider Certificate

Request Signing Certificate
Request Signature Method
Assertion Decryption Certificate

SAML Identity Type

SAML ldentity Location

Service Provider Initiated
Request Binding

Identity Provider Login URL
Identity Provider Logout URL

Custom Error URL

Just-in-time User Provisioning

User Provisioning Enabled

Save Save & New

Cancel

IISwiveI Sentry
210

l[samL_sp

I Browse... |Ncr file selected.

I Default Certificate j

|Rsa-sHAL 7

Ihssertinn not encrypted j

¢~ ldentity is in an Attribute element

i« HTTP POST
= HTTP Redirect

i Assertion contains User's salesforce.com username
{» Asserion contains the Federation |D from the User object
 Assertion contains the User ID from the User object

{+ ldentity is in the Mameldentifier element of the Subject statement

Ihttps:ffdc.dev.mivelsecur&.net:34-1-3fsentr}rfsamlzﬂ endpoint

|httpsr,"," dc.dev.swivelsecure.net: 8443/ sentry/singlelogout

|https:ff dc.dev.swivelsecure.net: 8443 /sentry/error

O

Save Save & New

Cancel

AP

Current Cer

Name = Swivel Sentry (arbitrary value)

Issuer = Sentry endpoint URL (https://yourdomain/sentry/saml20endpoint)

Identity Provider Certificate = Browse to the RSA PEM file created earlier to upload the certificate. When you click save, if successfully imported, the
details of the certificate will appear on the right hand side under the ?Current Certificate? field.

Request Signing Certificate = Default Certificate

Request Signature Method = RSA-SHA1

Assertion Decryption Certificate = Assertion not encrypted

SAML Identity Type = Assertion contains the Federation ID from the User object

SAML Identity Location = Identity is in the Nameldentifier element of the Subject statement

Service Provider Initiated = HTTP POST

Set the Login, Logout and Error URLs below, where <FQDN_OF_SENTRY_SERVER: is the public DNS entry of your Swivel Sentry server, e.g.
swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a port number e.g.
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swivel.mycompany.com:8443
Identity Provider Login URL = https://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint
Identity Provider Logout URL = htips://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Custom Error URL = https://<FQDN_OF_SENTRY_SERVER>/sentry/error (ensure that the firewall 443 to 8443 port redirect and open port is in place
for these URLS)

API Name = Swivel_Sentry

Entity ID = https.//saml.salesforce.com

55.4 Determine and configure your SSO username attribute

Prior to configuration, you will need to determine which username attribute will be used for authentication and single sign on. For example you may wish
to use the email attribute, or the sAMAccountName (default Active Directory username) or something else like an employee or security ID.

Username attribute examples:
Email attribute: email e.g. j.smith@mycompany.net
AD username: sAMAccountName e.g. jsmith

When a user attempts to authenticate to the Salesforce Application or any other configured application, they will need to enter this username in the
Login page presented by the Swivel Sentry.

55.5 Configuring the federated ID in Salesforce.com

Against the User's profile there is an area when you can configure the user's federated ID. This could be their email address or Active Directory
username for example.

Mailing Address

Street

City

State/Province

Zip/iPostal Code

Country

Single Sign On Information

Federation 1D deroft

Additional Information

Can Delete Opportunities ||

Locale Settings

AN <A II (GMT+01:00) British Summer Time (Europe/London)
Loxals II English (United Kingdom) [
ol g II English j

Currency | cgp - British Pound 7]
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55.6 Configuring alternative username attributes in the Swivel Core

If you have already imported the users into the Swivel Core with a particular username attribute, but wish to use another attribute for SSO and
authentication, then you will need to configure an alternative attribute or delete and import the users into the Swivel Core again with the correct attribute.

The Swivel Core allows the use of any attribute for the username provided that it is imported into the Swivel Core database during User Sync. The use
of alternative attributes can be configured upon the Server -> Agent definition in the Swivel Core.

Below you can see an example of email attribute.

® Status

® | og Viewer
Server
Policy
Logging
Transport
Database
Mode

E Repository
o Servers
o Types
o Groups
o Attributes

e SimpleLDAP
o default

o eelo e o e

lo ool

Repository>Attributes

Flease enter the repository attributes for the transport types

Mame: Iemait
Phone Number? IND "I
Sync Rule I Synchronised j

Add repository qualiﬂer?l Mone "l
Attribute: Delete |

SimplelLDAP: Imail
default: Imail
swivelsecure-local: Imail

As another example, here is another attribute you might consider, on the Repository -> Attributes screen (altusername) which maps to the

userPrincipalName on the Active Directory repository:
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e Administration Guide
* Logout MName: Iusemame
Phone Number? No =
Sync Rule | Synchronised j
Add repository qualifier? I Mone 'l
Attribute: Delete |
SimpleLDAP: |cr|
default: I
swivelsecure-local: IsAMAccauntName
Mame: |altu5ername
Phone Number? No (&=
Sync Rule | Synchronised j
Add repository gualifier? | Mone *I
Attribute: Delete
SimpleLDAP: Iuid
default: I
swivelsecure-local: IuserPrincipaIName

Again you need to be careful to enter the ?Name? such as username or altusername (highlighted) and not one of the repository mappings such as
sAMAccountName or userPrincipalName.

55.7 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here

55.8 Setup Sentry Application definition
Please note: you must have setup a Salesforce domain prior to defining this Application entry within Swivel Sentry. This is so that you are able to

populate the Endpoint URL field. Login to the Swivel Sentry Administration Console. Click Applications in the left hand menu. To add a new Application
definition for Salesforce, click the Add Provider button.
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Rules

SAML Application

Applications
Authentication Methods

View |[dP Metadata
Note: The Endpoint URL is used only if the AC

SAML (Security Assertion Markup Language]

Keys

Users Active Sessions
User Hist

serristory Name Salesforce
Log Viewer

General Configuration

Application Images ]
Salesforce.png

Image
Points 0
Portal URL https://yourdomain.salesf

Endpoint URL

Entity ID https://saml.salesforce.co

Federated Id email
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¢ Name: Salesforce (Type an Arbitrary name for this Application)

¢ Image: Salesforce.png (selected by default)

. XOHI“S: 10()) (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this

pplication

¢ Portal URL: (this Endpoint URL can be found on the Setup -> Security Controls -> Single Sign-On Settings page in Salesforce.com, listed as
?Salesforce Login URL? under the Endpoints section. It is unique to your Salesforce.com instance and domain. Example:
https://companyname.my.salesforce.com?so=00E32000000cx7O. This requires that you have previously setup a Salesforce domain under
Setup -> Domain Management -> Domains and that it is at least listed as ?Domain Ready for Testing? status on Salesforce.com)

e EndPoint URL: N/A

¢ Entity ID: https://saml.salesforce.com (at the time of writing this documentation, this settings is always the same when using Salesforce, but
ma){( b)e subject to change by Salesforce.com, so please review the online Salesforce documentation if you find that this Entity ID no longer
works

¢ Federated id: email (That needs to match with the attributed defined on Salesforce.com and Swivel Core)

55.9 Setup Sentry Authentication definition
As an example here we will be using Turing authentication as the Primary method required for Salesforce authentication.
Login to the Swivel Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing option in

the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the Salesforce
Application, this Authentication Method will be offered during login.

55.10 Assign the Salesforce domain to the SSO definition
On Salesforce, select Domain Management -> My Domains. Under the Authentication Configuration section, click Edit.

geselgct the Login Page checkbox and enable the checkbox of the authentication service that you created on the SAML SSO Settings screen. Click the
ave button.

55.11 Testing authentication to Salesforce via Swivel Sentry
This should be the final step after all previous elements have been configured.

In a web browser, visit the Domain URL that you setup in Salesforce.com which also constitutes the FQDN part of your Endpoint URL e.g.
https://companyname.my.salesforce.com

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup, once you have submitted your
username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
Salesforce Application definition.

In this login example we are using the username attribute as the federated ID.

&

Imarales

Submit
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Friday 01 April 2016

- Hide Feed

& Post

13

Hew Event More =

il File 2

Share an update

s L = L

Q Sort By Most Recent Activity

There are no updates.

salesforce Search Search
Leads Accounts Contacts Opporiunities Orders Products Invoices Tickets Report:
Dan Croft

Recommendations

Get The Salesfol
App

Take Salesforce
you everywhere!
new Salesforce
from the Apple A
Google Play.

Skip =

55.12 Troubleshooting

There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

¢ The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been

started for the image request;

* The Swivel Sentry has a View Log menu item which provides details about the SAML assertion and response received from Salesforce and
can be useful for comparison with the Salesforce SAML Assertion Validator output;

¢ Salesforce has a SAML Assertion Validator which can provide diagnostics about the latest SAML authentication attempt. This can be
particularly useful for verifying the federated ID and various elements within the SAML assertion that takes place between the Swivel Sentry
and Salesforce.com. To get to the SAML Assertion Validator in Salesforce.com select Setup -> Security Controls -> Single Sign-On Settings.

At the top of the page you will see the SAML Assertion Validator button:
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Quick Find [/ Search... \ |

Expand All | Collapse Al

Lightning Experience

Salesforce1 Quick Start

Setup Assistant

Force.com Home

Administer

[*/ Manage Users

[*| Manage Apps

*| Company Profile

E3 Security Controls
Health Check New!
Sharing Settings
Field Accessibility
Password Policies
Session Settings
Login Flows
Metwork Access
Activations
Session Management
Login Access Policies
Cerificate and Key Management

3ingle Sign-On Settings

Single Sign-On Settings

Configure single sign-on in order to authenticate users in salesforce.com from

« Federated authentication, a single sign-on method that uses SAML ass

| Edit || SAML Asse

Federated Single Sign-On Using SAML
SAML Enabled o

SAML Single Sign-On Settings New || New from !
Action Name SAML Version
Edit| Del Swivel Sentry 2.0

Click the button and you will be taken to a screen when you select the name of your Single Sign-On Setting and click Validate:
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SAML Validator

Enter your SAML response in basefd-encoded, deflated and basef4-encoded, or plain xml format into the field below, and click

Y¥ou can select a config to use to validate the response, ar you can automatically detect the config from the response. Ifthe page i
manually selecting the appropriate config.

The validator will try to continue validation even if it finds an error. However, the validator cannot recover from some errors. More e
errors not related to the assertion itself will not be detected by this validator. Please refer to the login history for more information |

Your organization is configured to use SAML Yersion 2.0

SAML Response

—
Validate | E?.-.rweﬁ Sentry j
Kl

Once you have clicked the validate button, the Results screen will appear and show some diagnostics.
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Results

Unexpected Exceptions
Unable to parse the response
Premature end of file.

1. Validating the Status

Lnknown

2. Looking for an Authentication Statement
Unknown

3. LooKing for a Conditions statement
Lnknown

4. Checking that the timestamps in the assertion are valid
Linknown

5. ChecKing that the Attribute namespace matches, if provided
Lnknown

6. Miscellaneous format confirmations
Unknown

7. Confirming Issuer matches
Lnknown

8. Confirming a Subject Confirmation was provided and contains valid timestamps
Lnknown

9. Checking that the Audience matches
Linknown

10. Checking the Recipient
Unknown

11. Validating the Signature
Linknown

12. Checking that the Site URL Attribute contains a valid site url, if provided
Linknown

13. Looking for portal and organization id, if provided
Linknown

14. Checking if session security level is valid, if provided
Unknown

Subject:

LInable to map the subject to a Salesforce.com user

Assertionld:

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the Sentry logging or Salesforce.com validator
shows that there is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate been uploaded to Salesforce.com?
¢ Federated ID mismatch.
+ Has the Federated ID value been added to the user's Salesforce.com profile?
+ Has Tomcat been restarted after populating the Sentry settings.properties file with the federated ID username attribute?
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+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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56 Sentry SSO with ServiceNow

56.1 Introduction

This document describes how to configure ServiceNow to work with Sentry SSO. Before following these instructions, you should be familiar with using
Sentry - see the Sentry User Guide for more information.

56.2 Setup AuthControl Sentry Keys

Before you are able to create a Single Sign On configuration on yourdomain.service-now.com, you will need to setup some Keys if they were not set up
already. Please see a separate article: HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be
retrieved from the View Keys menu option of Swivel AuthControl Sentry.

56.3 Setup SSO on ServiceNow

To configure SSO setting on your ServiceNow accounts you have to access your Admin console by simply going to
https://yourdomain.servicenow.com You should see an Admin console.

On the left menu you will see a User Administration section. When you click on the Single Sign-On you will be see the following screen. You have to
enable the options displayed on the right, which are: "Enable multiple provider SSO" and "Enable Auto Importing of users from all identity providers into
the user table" . Click on the button "Add New IdP" and select the User group for which to use SSO. For this example we are using "Swivel Users".

Sravion Managpement | Experss Trial

Sinphe Sign-On

Identity Providers (1dP)

() Add New 1P

Cemilicates
b Trurst Stere et T Tkt Spore Tl Tk Jinvd By SECge
InCommaon_Meta_Signing SAML 2.0 SAML 2.0 5P Keystore
Waled wintil 2037-13-18 “alid il 30 16-08-17

¥ unbeaiication

=
=

Click on the button "Add New IdP" and click "Manually enter metadata XML".
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€ | AddNew |dentity Provider

Configure [dentity Provider

Bl P bt ey LI

Hamie

Identity Provider URL

Configure your Identity Provider
Ientity Provider's AuthnBequest

Wser Administration Identity Provider's

SingleLogoutReduest

Identity Provider Cemificate

@

Active
Defanslt

Primary

Advanced Settings b

Now navigate to your AuthControl Sentry metadata page as below(https://<FQDN_OF_SENTRY_SERVER>/sentry/metadata/generatedMetadata.xmi)
and copy the content of this page.
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BsMShwgS5a2rs 2P xS F L5 Tya ] yFd eRge xS queaSiym INAGAR0 LanT { AdBgVHLEF glp JutrEey
DpvieedSalgINeP X0 S TnmayTVRD | Bl geF ol Jut rifeyDpetivd S a g TUm® 4 XO5 DDA TN ROT ALY
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o/ dg: KE00atas
«fds: KeyIntar
o fmdzEeyDescriptors
«md:SingleLogoutService Bindings“urnzoasisinames:torSaMl: 2. 0cbindings :WTTP-POST™ Location="https:/F172.22,9,35: 8443 sentry/ singlelagout™r»
omd ;Name IOFormat surnzoasis i names: teo 5L 1. 1 neme L d - Format s emaf Laddress < fmd ; Rame I0F ormat >
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o fmd: IDPSEODes criptars
«/mdrEntityDescriptor:

Return back on the ServiceNow setup

IdP Metadata XML - Paste copied metadata from your AuthControl Sentry and click Fetch. After that the following fields will be set automatically
Identity Provider URL

Identity Provider's SingleLogoutRequest

Identity Provider Certificate

You will have to fill the following ones for your AuthControl Sentry such as:

Identity Provider's AuthnRequest - Copy and paste the value set on "ldentity Provider URL"

Active - Enabled

Default - Enabled

Primary - Enabled
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£ | Editidéentity Provider

Configure Identity Provider

Eﬂ Fugtafil] s ng metadata
Mame
Atk ool Sertry

Mdentity Prowider LRL
Bl 100, DGR 011 LSRR vy el iy
Hlentity Prosidess AuthnBequest

B 1100, D63 1. 1 LSRR ey el F0a

Mdentiry Prowveder's SingleLogouiiedguest

Edit your Identity Provider Con

Biipes 1102168 11,1 5<E843 Feeniry singlebogea

Mdentity irovider Certificate

Bidpu /19165 L1568 O -i;_:-'
Active :
Default
Primany
¥ uibenticatlion
Sign-0n Advanced Settings by

After you have entered all the details as above click Save. You can test the connection after setting up Auth Control Sentry

56.4 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent defined under Server -> Agents has got the Check Password with

repository checkbox enabled. When an authentication occurs in AuthControl Sentry, the Active Directory password will then be passed to Active
Directory for verification.

56.5 Setup AuthControl Sentry Application definition

Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new Application definition for ServiceNow,
click the Add Provider button and select ServiceNow SAML.
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Rules

SAML Application

Applications

Authentication Methods

View |dP Metadata
Note: The Endpoint URL is used only if the ACS [Assertion Consums

Keys E SAML [Security Assertion Markup Language) request.
Users Active Sessions
Usar Hizstor
4 Name Servicellow
Log Viewer
General Configuration
e Image serviceNow.png G =
Application Images e
Points 0
Portal URL https://yourdomain.service-now.com/navpage.s
Endpeint URL
Entity D https://yourdomain.service-now.com
Federated |d amal
Save

Name: ServiceNow(Type an Arbitrary name for this Application)
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Image: ServiceNow.jpg(selected by default)

Points: 100 (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this Application)
Portal URL: (this Portal URL is ServiceNow login URL which you can usually access on: https://yourdomain.service-now.com/navpage.do
Endpoint URL: N/A

Entity ID: https://yourdomain.service-now.com (Entity ID is the one defined on ServiceNow > User Administration > Single Sign-On > AuthControl Sentry
Idp > Advanced Settings: Entity ID )

Federated Id: email

56.6 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for ServiceNow authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the

ServieNow Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self
with AuthControl Sentry here )

56.7 Testing connection with ServiceNow tool

ServiceNow provides a tool to test the connection. Go to User Administration > Single Sign-On and click AuthControl Sentry Idp. After that click Test
connection.

€ Edit ldentity Provider

=t Configure Identity Provider

Applicailon Cos

i =k
=¥ Autefill using metadata

Hame

Auhi ool Senlry

Ide ity Provider WRL

hitpes i LFELEE 1 1. F1 5848 3 sanry Fenmill B0wnd

Ide ity Prestders Authn Request

it/ 152 D68, 1L 155443 ety smilpOendy

Identity Providers Singlel ogoutRequest

Edit your Identity Provider Cor

bt 192 168 11 1158401 iy uinghelogous

vt tretadat
Identity Provider Certificate

M R LG 1 1S | T @ T4 Coffstion
User Adminlitrslion V}
Activee
Default
Primary
Advanoed Settings )

Sysiess Palicy

@

A new window will be displayed that will redirect to AuthControl sentry username page.
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Username

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the ServiceNow Application definition.

In this login example we are using the email as a username
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useriemall.com

Password

After we enter our authentication credentials we will see a logout screen. Close that window and on the ServiceNow page click View Log. Check that the
logs indicate that the SAML authentication was successful.

56.8 Testing authentication to ServiceNow via Swivel AuthControl Sentry

This should be the final step after all previous elements have been configured.

In a web browser, visit the the URL that you setup on AuthControl Sentry as Endpoint URL e.g. https://yourdomain.service-now.com/navpage.do
Alternatively you can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new ServiceNow Icon on which you can click and
proceed with authentication (as you would by going straight to the ServiceNow page)
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3 swivelsecure

Please select an application

mimecast salesforce

Juniper

METWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup.
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Username

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the ServiceNow Application definition.

In this login example we are using the email as a username
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useriemall.com

Possword

After we enter our authentication credentials we successfully will see the ServiceNow account that we tried to access.

56.9 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

* The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request; ) .

e The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from
ServiceNow

* The ServiceNow has a Test Connection feature that provides details about the SAML response received from AuthControl Sentry

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

If you have issues login in with then SAML authentication to the admin console you can always access by
https://yourdomain.service-now.com/side_door.do

Two common issues which can be diagnosed with the validator are:

o Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Metadata been uploaded to the ServiceNow?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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57 Sentry SSO with SonicWall

57.1 Setup AuthControl Sentry Keys
Before you are able to create a Single Sign On configuration on SonicWall, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

57.2 Setup SSO on SonicWall

To configure SSO setting on your SonicWall account you have to create a new authentication server on your Admin console. You should see an screen
similar to the one below:
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You will need to select SAML 2.0 and Username/Password as Credential Type. Then click Continue.
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Security Administration

Appliance ID:*

Agent Configuration
https:sslvpn.companyname.com

End Point Control
System Configuration server ID:*
General Settings demo.swiveldoud.com/sentry/

Network Settings T :
Authentication service URL:*

S5L Settings = :
: g. https://demo.swivelcloud.com/sentry/saml20endpoint
Authentication Servers
Services Logout service URL:
Virtual Assist https://demo.swivelcdloud.com/sentry/singlelogout

Maintenance
Trust the following certificate:*

Hnnitcrring. demo.swivelcloud.com ¥
User Sessions
system Status ¥ Sign AuthnRegquest message using this certificate:
Logging sslvpn.companyname.com v
Troubleshooting

Save : Cancel

Configure Authentication Server Authentication Se
Access Control
FResources
Users & Groups Configure settings for a SAML 2.0 Identity Provider (IdP) authenti
User Access Name:* T
Realms |SAML_Test =
WorkPlace

Ti
Sl
GE

AT

Name - Type an arbitrary name

Appliance ID - https://YOURDOMAIN" That value will need to match with the Entity ID attribute specified on the SonicWall application configured on
Sentry</p> <p>Set the Login, Logout and Change password URLs below, where <FQDN_OF_SENTRY_SERVER> is the public DNS entry of your
Swivel AuthControl Sentry server, e.g. swivel.mycompany.com or if you do not have a redirect from port 443 to 8443 in place, you may need to include a
port number e.g. swivel.mycompany.com:8443</p> <p>""Authentication service URL"" -
"<nowiki>https://<FQDN_OF_SENTRY_SERVER>/sentry/saml20endpoint

Logout service URL - https://<FQDN_OF_SENTRY_SERVER>/sentry/singlelogout

Trust the following certificate - You will need to import the RSA PEM file created earlier on Sentry

After you have entered all the details as below click Save

57.3 Configure Check Password with Repository on the Swivel Core

In order to check the user?s Active Directory password, ensure that the local Agent is configured as explaind here

57.4 Setup AuthControl Sentry Application definition
Please note: you must have setup a SonicWall SSO prior to defining this Application entry within AuthControl Sentry. This is so that you are able to

populate the Endpoint URL field. Login to the AuthControl Sentry Administration Console. Click Applications in the left hand menu. To add a new
Application definition for SonicWall, click the Add Provider button.
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Rules

SAML Application

Applications
Authentication Methods

View |dP Metadata
Note: The Endpoint URL is used only if the ACS

SAML [Security Assertion Markup Language) re

Keys

Users Active Sessions

User Hist
ot ] - Name SonicWall

Log Viewer

General Configuration
SonicWall.png

Application Images i cagy
Points 0
Portal URL https://sonicwall.yourdoma
Endpoint URL https://sonicwall.yourdoma
Entity ID https://sonicwall.yourdoma
Federated Id email
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e Name: SonicWall

¢ Image: SonicWall.png (selected by default)

. XOiTtS: 10()) (the number of points the user needs to score from their Authentication Method in order to successfully authenticate to this
pplication

e Endpoint URL: https://sonicwall.yourdomain/saml2ssoconsumer

¢ Portal URL: (this Portal URL is your companies google docs URL which you can usually access on: https://sonicwall.yourdomain )

¢ Entity ID: https://sonicwall.yourdomain (it needs to match with the value defined on SonicWall Appliance ID attribute)

¢ Federated id: emalil

57.5 Setup AuthControl Sentry Authentication definition

As an example here we will be using Turing authentication as the Primary method required for Google authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the Turing
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the

SonicWall Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self with
AuthControl Sentry here )

57.6 Testing authentication to SonicWall via Swivel AuthControl Sentry
This should be the final step after all previous elements have been configured.
You can visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage On a Start Page you will be able to see a new SonicWall Icon on which you can click and proceed
with authentication (as you would by going straight to the google page)
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3 swivelsecure

Please select an application

JuniPer servicenow

METWORKS

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup, once you have submitted your
username. You should be presented with the page of the Authentication Method which can score enough points to match the points required by the
SonicWall Application definition.

In this login example we are using the email as a username
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Username

After we enter the username we are prompted with another authentication method (in this example we use turing)
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user@email.com

Password

After we enter our authentication credentials we successfully will see the SonicWall that we tried to access.

57.7 Troubleshooting
There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

* The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
started for the image request;

¢ The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from
SonicWall and can be useful for comparison with the SonicWall SAML Assertion Validator output;

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

 Certificate or decryption issues;
+ Can AuthControl Sentry find the Certificate locally, is it the correct one?
+ Has the correct Certificate been uploaded to SonicWall?
+ Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel
Core since modifying this?
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58 Sentry SSO with Thycotic Secret Server

58.1 Introduction

This document describes how to configure Thycotic Secret Server to work with AuthControl Sentry SSO. Before following these instructions, you should
be familiar with using Sentry - see the Sentry User Guide for more information.

Also refer to the official Thycotic SAML integration guide for Secret Server version 10.5+:
https://thycotic.force.com/support/s/article/SS-SAML-Config-Guide

58.2 Setup AuthControl Sentry Keys
Before you are able to create a SAML configuration in Thycotic Secret Server, you will need to setup some Keys. Please see a separate article:

HowToCreateKeysOnCmi. You will need the certificate you generate in a later section of this article. This can be retrieved from the View Keys menu
option of Swivel AuthControl Sentry.

58.3 Convert Sentry Keys to PFX

You will need to retrieve the keys generated above from the /home/swivel/.swivel/sentry/keys folder so that you are able to convert from PEM format to a
PFX file containing the private key.

The openssl command to achieve a PEM to PFX conversion is as follows:
openssl pkcsl2 -export -out Cert.pfx -in cert.pem -inkey key.pem
You will be prompted for a password for the private key and a password for the PFX you are creating This command assumes:
o Cert.pfx is the file being created

e cert.pem is the cert file downloadable from the AuthControl keys GUI
¢ key.pem is the private key you download from the /home/swivel/.swivel/sentry/keys folder using WinSCP

58.4 Download the Sentry SSO IdP metadata

In the Sentry SSO Web GUI (running on port 8443), right click on the 'View IdP Metadata' left hand menu option and 'Save As' an xml file e.g.
SwivelldPMetadata.xml. We will upload this to the Thycotic Secret Server in a moment.

58.5 Setup SAML on Thycotic Secret Server

Login to Thycotic Secret Server as an administrator. You should see a SAML tab where you can perform the SAML configuration:
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¢ Enable SAML by checking the checkbox. Note: it's worth noting that there is a URL to facilitate a local login in the event that SAML is not
configured correctly. We recommend you read the Thycotic user manual to have this as a backup option prior to your SAML implementation
attempt.

¢ Under SAML -> Service Provider settings, select a certificate and browse to the PFX certificate created earlier.

e Under Identity Providers, select 'Create New |dentity Provider'. This is where you will upload the IdP metadata file from earlier (e.g.
SwivelldPMetadata.xml that you saved from the 'View IdP Metadata' menu option in the Sentry SSO Web GUI). This should import
successfully and populate all the endpoint URLs. The FQDN of these URLs should be valid. If not, login to the Swivel Secure CMI -> Main
Menu -> Appliance -> Sentry and set the Base URL to be correct. Then export the IdP metadata again and repeat these steps to attempt to
create a new identity provider.

¢ Download the Service Provider metadata and open this in a text editor such as Notepad. Locate the entitylD. This will be used in the Sentry
SSO Application definition in a moment.

58.6 Setup Thycotic Secret Server as a Sentry SSO Application definition
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In the Sentry SSO Web GUI (running on port 8443):

¢ Locate a Thycotic logo online and upload this via the Application Images option
» Create a new Application definition using the SAML -> Other option
+ Name: Thycotic Secret Server
+ Image: (select the image you just uploaded)
+ Points: 100 - or whatever fits your risk profile if you have already deployed Sentry session
« Portal URL: https://<thycoticsecretserverhostname>/secretserver
+ Endpoint URL: https://<thycoticsecretserverhostname>/SecretServer/SAML/AssertionConsumerService.aspx
+ Entity ID: enter the EntitylD you copied from the Service Provider metadata (just the value from the XML without quotes)
+ FederatedID: (this will vary according to your installation) windowsusername
¢ windowsusername will need to be setup as a username attribute in the Sentry Core GUI running on port 8080 under
Repository -> Attributes if it does not exist already. See section below.

58.7 Configure windowsusername attribute
58.7.1 In Swivel Core

Thycotic Secret Server requires the username to be in the format domain\username if integrated with AD. To do this, you need to create a Swivel
attribute that includes the prefix.

In the Swivel admin console, under the repository details for the relevant AD repository, set the domain qualifier to be the short-form domain name,
followed by "\" - don't forget the backslash at the end.
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9 swivelsecure
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Under Repository -> Attributes, create an attribute - for example, call it "windowsaccountname". In the definition for the AD repository, put the AD
attribute name "sAMAccountName", and under domain qualifier, select "As Prefix".

Mame: windowsusername
Fhone Mumber? Mo ¥

Add repository qualifier? | As Prefix ¥

Sync Rule Synchronised ¥

Attribute: | Delete
Repos_Admin:
AD: sAMAccountMame

Finally, synchronise the AD repository, to ensure that all users have an attribute in the form domain\username.

Click save. You will see something like the below. Click save again.

58.8 Login Example

As an example here we will be using OATH authentication as the Primary method required for Thycotic Secret Server authentication.

Login to the AuthControl Sentry Administration Console. Click Authentication Methods in the left hand menu. Click the Edit button against the OATH
option in the list of Authentication Methods. Give this Authentication Method 100 points. This will mean that when a login attempt is made to the Thycotic

Secret Server Application, this Authentication Method will be offered during login. (Please read about AuthControl Sentry Rules and familiarize your self
with AuthControl Sentry here )

58.8.1 Testing authentication to Thycotic Secret Server via Swivel AuthControl Sentry
This should be the final step after all previous elements have been configured.
Visit your AuthControl Sentry Page with your public DNS entry of your Swivel AuthControl Sentry server, e.g.

https://mycompanysentrydomain/sentry/startPage. On a Start Page you will be able to see a new Thycotic Secret Server Icon on which you can click
and proceed with authentication (as you would by going straight to the Thycotic Secret Server page)
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9 swivelsecure

AuthControl Sentry™ Start Page

Please select an application

When you visit this URL you will notice that the domain should redirect to the identity provider login URL that you setup.
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9 swivelsecure

Once you have submitted your username. You should be presented with the Sentry authentication page.

In this login example we are using the sAMAccountName as a username and the fully qualified domain\username is being passed at the back end.
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9 swivelsecure

Once you have submitted your username. You should be presented with the page of the Authentication Method which can score enough points to match
the points required by the Thycotic Secret Server Application definition.
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After we enter our authentication credentials we successfully will see the Thycotic Secret Server account that we tried to access.

58.9 Troubleshooting

There are various logging components available for this particular integration which can aid in diagnosis at different points during authentication.

The Swivel Core has a Log Viewer menu item which can reveal information concerning user status e.g. is the user locked, has a session been
The Swivel AuthControl Sentry has a View Log menu item which provides details about the SAML assertion and response received from Thycotic

It is crucial when troubleshooting, to pinpoint where the authentication is failing. For example, you may find that the Swivel Core logs show a successful
authentication (which would indicate that the user has entered their Password and OTC correctly), but the AuthControl Sentry logging shows that there
is a problem with the SAML assertion.

Two common issues which can be diagnosed with the validator are:

Certificate or decryption issues;
Can AuthControl Sentry find the Certificate locally, is it the correct one?
Has the correct Certificate been uploaded to Thycotic Secret Server?
Does the Repository -> Attribute name being used actually map to a Repository attribute? Has a User Sync occurred in the Swivel Core s
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59 Site ID

When creating a Site ID the customer will be asked to provide some information on how they intend to use Swivel Secure: see SSD

Other features are directly linked to the use of AuthControl Mobile App and its available options:

- PUSH (One Touch) authentication.

- PIN indicates whether or not the user enters their PIN in the mobile app and is shown the OTC, or has to extract the OTC from the security string.
- LOCAL - security strings are generated in the mobile app using TOTP, and are not requested from the appliance.

- OATH means that the mobile app generates one-time codes using TOTP.
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60 Upgrade from v3 to v4
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61 Upgrading notes

This document tells the procedure of upgrading from version 3 to version 4 sentry Authcontrol using the CMI
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62 Before upgrade : License considerations

To access the latest AuthControl Sentry V4.04 features you will need to upgrade your appliance as well as request a V4 license key and Site ID, please
contact your local Swivel Secure representative who can arrange this for you.

Please note some features like Single Sign On are chargeable.
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63 Upgrading procedure
e Updating v3 to v4
1. Update swivel-cmi to at least 2214.

Update System or CMI from the update menu.
2. Logout.

3.Login into Administration Menu

Swivel Maintenance {c) 2816 s e M

IR REREATI
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Select Y

7. Select "Install Swivel Sentry" in update Menu.

ance (o) 2015 i S EE
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8. (opt) Select "Install / Update Package", then enter "swivel-logviewer" without quotes.
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64 Need more help?

Please contact your partner or create a support ticket in our support portal https:/supportdesk.swivelsecure.com/dashboard
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65 User Portal
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66 Overview

The user portal version 3 places all the self-service application in one place and allows the customer to decide what pages to make available to users
and how those pages are to be used. This can replace the current changepin , resetpin and proxy applications.

The following applications are available.

e Change PIN

¢ Reset PIN (The ResetPIN needs to be enabled on the Swivel Administration console). See also ResetPIN How To Guide
e Provision a Mobile device

e Sync a Token
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67 Prerequisites

For v4, see User Portal Administration Guide and User Portal User Guide:

Swivel v3.9.5 to v3.11.5.

Appliance v2.0.16 onwards.

QR Code Provision Provisioning 3.10.4 onwards.
Token See link for Token prerequisites.

Swivel appliance with user portal see Downloads.
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68 Upgrading User Portal
The combined appliance patch gives the option to uninstall previous versions of the User Portal.

To manually remove it, backup the old user Portal, then with Tomcat running remove the /usr/local/tomcat/webapps2/userportal.war or whatever it has
been called, this should remove the userportal folder. If using WinSCP refresh the folder to see if it has been removed.
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69 User Portal Installation

If the User Portal is not installed on a Swivel appliance, it can be installed on an appliance running Swivel 3.9.1 onwards. WinSCP can be used to install
this, see WinSCP How To Guide.

Copy the userportal.war file to /usr/local/tomcat/webapps2
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70 User Portal Configuration

Config files are located in: /home/swivel/.swivel/user-portal/ (or .swiveluser-portal on some versions)

70.1 settings.properties

Communication settings for a local Swivel instance. Restart Tomcat after making any changes.

pinsafessl=false
pinsafeserver=127.0.0.1
pinsafecontext=pinsafe
pinsafesecret=secret
pinsafeport=8181
imagessl=true
imageserver=YourSwivelURL.com
imagecontext=proxy
imageport=8443

Communication settings for a remote Swivel instance. Restart Tomcat after making any changes.

pinsafessl=false
pinsafeserver=RemoteSwivelIP or VIP
pinsafecontext=pinsafe
pinsafesecret=secret
pinsafeport=8080

imagessl=true
imageserver=YourSwivelURL.com
imagecontext=proxy

imageport=8443

70.2 portalconfig.properties

Controls the behavious of changePIN. Restart Tomcat after making any changes.

#valid settings: directEntry turingEntry pinpadEntry
changepin.page=turingEntry
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71 Language files

These are located in /usr/local/tomcat/webapps2/userportal/WEB-INF/classes

71.1 messages_en.properties

This file contains the text and language which may be customised
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72 User Portal Menu options

The options available to portal users can be edited to remove menus that are not required. Edit the file
/usr/local/apache-tomcat/webapps2/userportal/ WEB-INF/view/template/leftpanel.jsp

To remove an item, add at the start " example

The following removes the ChangePIN link

<li><a href="${mobileProvisioningUrl}"><spring:message code = "mobile_provisioning.title" /></a></li>
<li><a href="${selfResetUrl}" onclick="return confirmDialog (event);"><spring:message code = "reset.title" /></a></li>
<li><a href="${tokenManagementUrl}"><spring:message code = "tokenmanagement.title" /></a></1li>
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73 User Portal Usage

Navigate to the userportal page; https://IP:8443/userportal The userportal should be displayed.

73.1 User Portal Login

Here you can enter a user name and click [submit to access the User Portal.

User Portal Login

Username:

Submit Reset
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73.2 User Portal Menu

The below screen will show once the username has been submitted.
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[" ||
b Mobile Provisioning USEI‘ Portal
b Reset PIN
» Change PIN The User Portal allows users to administer themselves
k Token Management
© 2015 Swivel Secure. All rights reserved. Version: 3.0.2466
73.3 User Portal Mobile Provision
The Mobile provision option allows a message to be sent to the user or to use QR Code Provision.
b ﬁ SWIVEL You
= Withentic

.'\. BCtive "'

b Mobile Provisioning
F Reset PIN
b Change PIN

k Token Management

Mobile Provisioning

Select the appropriate option

Send code via e-mail Display code on screen

(a7}

B 2015 Swivel Secure. All rights reserved. Version: 3.0.246
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73.4 User Portal Mobile Provision On Screen

To use the QR Code Provision the user needs to authenticate by entering an OTC, this screen allows the SMS to be sent to the user.

¥ SWIVEL

Mobile Provisioning =N
Heset PIM .
Change PIM
Token Management Press Send SMS to send a OTC to your phone. Then enter the OTC
Submit.
OTC:

73.5 User Portal Mobile Provision by QR Code
A valid OTC will display the QR Code Provision.
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1 SWIVEL

Mobile Provisioning
Reset PIN
Change PIM

Token Management Please scan the QR code using the Swivel Mobile phone application

73.6 User Portal ResetPIN

ResetPIN allows a user to be sent a new PIN number. The user is sent a reset code to enter into the below page, which if correct when submitted will
create a new PIN and send it to the user.
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¥ SWIVEL

b Mobile Provisioning
b Reset PIN
b Change FIN

F Token Management

You

Reset PIN

Reset PIN message sent
Please check your e-mail for the reset link.

Confirmation Code

73.7 User Portal ChangePIN

ChangePIN allows a user to change their PIN number. Different options such as by using he TURing or Pinpad or direct entry of the PIN are available by

modifying the configuration files above.
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daptable Active. Authentication

¢ Mobile Provisioning Change PIN

b Reset PIN

b Change FIN

b Token Management Flease change your PIN by extracting OTCs from the following Tur

Current OTC: seme

Mew OTC: [T T 1]

Refresh Image

B 2015 Swivel Secure. All rights reserved. Version: 3.0.2466

73.8 User Portal Token Sync

Token Sync allows a user to synchronise a new or existing token by entering two consecutive OTC from the token.
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b Maobile Provisioning
F Heset PIN
b Change FIN

b Token Management

You

Token Management - Synchron

Enter the next two OTFs from your token and then click "Submit’ to
count

First Code B3T542
Second Code 734569
8 2015 Swivel Secure. All rights reserved. Version: 3.0.2465
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74 Additional Configuration options
74.1 Creating a URL redirect from the root level

See Redirect link

74.2 Using 443 instead of 8443

See How to run PINsafe on non-default ports

74.3 Changing the logo

You can change the User Portal logo by navigating to /usr/local/tomcat/webapps2/userportal/img and there is an image called swivel-logo.png (Not to be
mistaken for swivel_logo.png). Import the required image and rename it to swivel-logo.png.
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75 Known Issues
The User Portal ONLY supports the UTF-8 Character Code Set.
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76 Troubleshooting
A Reset code could not be requested.
The Swivel server does not allow Account Resets

The ResetPIN needs to be enabled on the Swivel Administration console.

76.1 Changes to xml files do not take effect
76.1.1 Cached files

You may find you need to clear the cached compiled files for User Portal before the new settings will take effect. You can find these in
/usr/local/tomcat/work/Catalina-proxy/localhost/userportal. Delete the contents of this folder only when Tomcat is stopped.

This folder will be automatically re-created the next time it is required, so it is safe to delete.

76.1.2 File locations

Ensure the correct locations are being edited: Config files will be stored in ~/.swivelportal/conf or as stated by stated in env variable
SWIVEL_PORTAL_HOME or web.xml ?portalHome"

Editing the configuration files under <path to Tomcat>\webapps2\userportal\WEB-INF (Example: C:\Program Files\Apache Software Foundation\Tomcat
6.0\webapps2\userporta\WEB-INF) will not be used.

76.2 Error Messages
There was an error please check your username and pin code if the problem persists contact your systems administrator.

Contact the Administrator to see verify the error. This error should be logged on the Swivel server that the User Portal uses.

Change PIN failed for user: graham, error: The use of a static password is mandatory

The user is required to use a static Password

Change PIN failed for user: graham, error: The one-time code was missing or malformed.

Incorrect OTC entered

In the Swivel log viewer

AgentXML request failed, error: The XML request sent from the agent was malformed.
and in the User Portal

Something went wrong. Please try again or contact your system administrator.

This can be seen when a token is synced and the token is already synched.
Dual channel message request failed, error: On-demand dual channel delivery is disabled

When sending an SMS/Email to a user the On-demand dual channel delivery needs to be enabed on the Swivel Administration console under
Server/Dual Channel.
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77 User Portal Administrator User Guide

77.1 Overview

The user portal version 3 and 4 places all the self-service application in one place and allows the customer to decide what pages to make available to
users and how those pages are to be used. This can replace the current changepin , resetpin and proxy applications.

The following applications are available.
¢ Change PIN
* Reset PIN (The ResetPIN needs to be enabled on the Swivel Administration console). See also ResetPIN How To Guide

¢ Provision a Mobile device
¢ Sync a Token

77.2 Prerequisites

User Portal

Swivel v3.9.5 onwards.

Appliance v2.0.16 onwards.

QR Code Provision Provisioning 3.10.4 onwards.

Token See link for Token prerequisites.

77.3 User Portal Configuration

Config files are located in: /home/swivel/.swivel/user-portal/ (or .swiveluser-portal on some versions)

settings.properties
Communication settings for a local Swivel instance. Restart Tomcat after making any changes.

pinsafessl=false
pinsafeserver=127.0.0.1
pinsafecontext=pinsafe
pinsafesecret=secret
pinsafeport=8181

Communication settings for a remote Swivel instance. Restart Tomcat after making any changes.

pinsafessl=false
pinsafeserver=RemoteSwivelIP or VIP
pinsafecontext=pinsafe
pinsafesecret=secret
pinsafeport=8080

The following attribute indicates if on the ResetPIN screen the user can choose if the Password needs to be reset with the PIN or not. By default it is set
to false.

showresetpasswordfield=false

From 4.0.5, the following attribute indicates if authentication in user portal requires a confirmation code. By default it is set to false.

showconfirmationcode=false

portalconfig.properties
Controls the behavious of changePIN. Restart Tomcat after making any changes.

#valid settings: directEntry turingEntry pinpadEntry
changepin.page=turingEntry

77.4 Language files

These are located in /ust/local/tomcat/webapps2/userportal/WEB-INF/classes

messages_en.properties

This file contains the text and language which may be customised

77.5 User Portal Menu options

The options available to portal users can be edited to remove menus that are not required. Edit the file
\usn\local\tomcat\userportaN\WEB-INF\view\template\leftpanel.jsp

To remove an item, add at the start " example
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The following removes the ChangePIN link

<li><a href="${mobileProvisioningUrl}"><spring:message code = "mobile_provisioning.title" /></a></1li>
<li><a href="${selfResetUrl}" onclick="return confirmDialog(event);"><spring:message code = "reset.title" /></a></1li>
<li><a href="${tokenManagementUrl}"><spring:message code = "tokenmanagement.title" /></a></li>

77.6 Additional Configuration options
Creating a URL redirect from the root level

See Redirect link

Using 443 instead of 8443

See How to run PINsafe on non-default ports

Changing the logo

You can change the User Portal logo by navigating to /usr/local/tomcat/webapps2/userportal/img and there is an image called swivel-logo.png (Not to be
mistaken for swivel_logo.png). Import the required image and rename it to swivel-logo.png.

For v4 the available option is the logo-mark--purple.png which is the logo on top of the Username.

77.7 Known Issues
The User Portal ONLY supports the UTF-8 Character Code Set.

77.8 Troubleshooting
A Reset code could not be requested.
The Swivel server does not allow Account Resets

The ResetPIN needs to be enabled on the Swivel Administration console.

77.9 Changes to xml files do not take effect
Cached files

You may find you need to clear the cached compiled files for User Portal before the new settings will take effect. You can find these in
/usr/local/tomcat/work/Catalina-proxy/localhost/userportal. Delete the contents of this folder only when Tomcat is stopped.

This folder will be automatically re-created the next time it is required, so it is safe to delete.

File locations

Ensure the correct locations are being edited: Config files will be stored in ~/.swivelportal/conf or as stated by stated in env variable
SWIVEL_PORTAL_HOME or web.xml ?portalHome"

Editing the configuration files under <path to Tomcat>\webapps2\userportal\WEB-INF (Example: C:\Program Files\Apache Software Foundation\Tomcat
6.0\webapps2\userportal\WEB-INF) will not be used.
Error Messages

There was an error please check your username and pin code if the problem persists contact your systems administrator. Contact the
Administrator to see verify the error. This error should be logged on the Swivel server that the User Portal uses.

Change PIN failed for user: graham, error: The use of a static password is mandatory The user is required to use a static Password

Change PIN failed for user: graham, error: The one-time code was missing or malformed. Incorrect OTC entered

In the Swivel log viewer

AgentXML request failed, error: The XML request sent from the agent was malformed.

and in the User Portal

g;nncmﬁé}&ing went wrong. Please try again or contact your system administrator. This can be seen when a token is synced and the token is already

Dual channel message request failed, error: On-demand dual channel delivery is disabled When sending an SMS/Email to a user the On-demand
dual channel delivery needs to be enabed on the Swivel Administration console under Server/Dual Channel.
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78 V3 & V4 Appliance Quick Start

78.1 Quick Start

Gulwel Halntenance (o) 2815

This guide is a quick start guide to the Version 3 and 4 Swivel Secure Appliances.

A reference guide that describes the meaning for all the menus is also available here for version 3 and here for version 4.

The appliance will come with a pre-configured IP address depending on appliance type:

Stand-alone (192.168.0.35)
HA Primary (192.168.0.36)
HA Standby (192.168.0.37)
Amazon/Cloud (DHCP)

If this IP address is compatible with your network you can plug an ethernet cable into ethO (labelled Gb1) and access the appliance via SSH.

Alternatively you can access by plugging in an ethernet cross-over cable into eth0

78.2 Accessing Appliance Menus

To access the appliance menus you secure-shell onto the appliance. From a Windows machine you can use a terminal emulator capable of SSH
connections, such as putty. From a Linux machine you can simply use the ssh command. SSH access is via the standard port 22.

When you access the appliance you will be prompted for a username and password. The default settings for this are:
¢ V3 and V4.0 appliances:

username:admin

password:lockbox
¢ V4.1 and later appliances:

username:admin

password:securebox

Once you have logged on you will be presented with the top level menu. Sub-menus are accessed by simply pressing the number of the item required
followed by <Enter>

On certain actions you will be asked to enter Y to continue. Entering any other character or just entering return will cause the action to be cancelled. To
maintain compatibility with v2, entering ?yes? will also work.

NOTE Refer to our PUTTY How To Guide for detailed instructions and screenshots.

78.3 Updating Appliance
Important You should update an appliance prior to installation to ensure it is running the optimum versions and settings

A reference guide that details the options available for Appliance updating is available.
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78.4 Webmin

You can find the Webmin guide here.

78.5 Setting Hostname IP Address
If you are using an Cloud-based appliance, IP addresses must be set by DHCP.
You will need to set the IP address(es) of the appliance. To do this use the access the Network Menu and do the following
1. Use the change hostname to set the hostname. Recommended to make this a meaningful, eg swivel.yourcompany. If this appliance is part of
an HA installation include the appliance type eg primary.swivel.yourcompany.
2. Set the Network settings for ETHO. This is the main interface, you may not need to change the ETH1 settings as this is used for database
replication (ref Setting up HA)

3. Set DNS servers. This may not be required at this stage but will be required if the Swivel Appliance will need to perform DNS resolution, eg for
sending emails or SMS messages via named hosts.

78.6 Starting and Stopping Tomcat

Swivel applications run within Tomcat so you will only be able to access them when Tomcat is running. Tomcat will start automatically when the
appliance starts and the status of Tomcat is shown on the main screen and on the Tomcat menu screen.

Should you need to manually start or stop Tomcat, this is possible from the Tomcat menu.

78.7 Accessing the Swivel Applications

With the ETHO address set to <IP Address> you will be able to access the following applications from a browser:

Swivel Core admin console https://<IP Address>:8080/pinsafe. For version 4, this should be https://<IP Address>:8080/sentry.
Swivel User (Self Service) Portal https:/<IP Address>:8443/userportal

Swivel Proxy https://<IP Address>:8443/proxy

¢ The Swivel Proxy has no user interface but acts as a proxy for image and message requests e.g. https://<IP
Address>:8443/proxy/SCIlmage?username=test should result in a TURing image being displayed.
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