Notes on the PINsafe ASP.Net filter for Exchange Server 2007 Version 2.3
The enclosed application allows PINsafe to authenticate users of Outlook Web Access (OWA) on Microsoft Exchange Server 2007. Simply run the executable to install it. This version should detect where Exchange Server is installed and set the installation path appropriately, so do not change this path.
The installation will create a basic configuration for the filter, but you will need to modify the settings before you can use it, so at the end of installation, you have the option to run the configuration program. Hopefully, most of the options should be obvious, but there are a few things to note.
On the OWA tab, the Server URL should be the URL of the Exchange Server, for example “https://exchange.company.com”. The OWA Path should always be “/owa”, unless there is a good reason why the path has been changed. The Logon path and Logoff path should be “/owa/Logon.aspx” and “/owa/Logoff.aspx” respectively. Auth. URL is the full URL for OWA authentication. Unless your installation is unusual, this should be “https://<exchange.company.com>/owa/auth/owaauth.dll” (obviously, replacing <exchange.company.com> with your server name.
On the Authentication tab, the Cookie secret should be a random string, used to encrypt (and decrypt) the PINsafe authentication cookie. The option “Allow non-PINsafe Users”, if checked, will allow users unknown to PINsafe to authenticate using only username and password. This is a convenient method of introducing PINsafe authentication gradually. The “Filter Enabled” option should normally be checked. If it is unchecked, no PINsafe authentication will be applied, and all users will be able to authenticate with just username and password.

The list of excluded paths (on the Excluded tab) should include at least the following two paths: /owa/auth and /owa/8.x.x.x, where the latter path represents the folder containing the appropriate version of the OWA web pages. The default value here is currently “8.3.213.0”, representing the latest version available at the time of release, but please check which folder(s) exist in your owa folder, and make sure the highest-numbered folder is included in this list. Any other paths you enter here will be publicly accessible without authentication, so only do this if your OWA website also hosts other applications.

The list of IP addresses on the Excluded tab allows you to restrict which client machines require PINsafe authentication. For example, you may wish to allow internal access to OWA without PINsafe authentication. If you know that all external requests will come via a firewall at 192.168.0.99 (for example), you can select “Only include IP addresses below”, and enter the single IP address as the address to include. Note that you can enter IP address ranges here using CIDR notation, for example 192.168.0.0/24 or 192.168.0.0/255.255.255.0. PINsafe will always display addresses using the latter format, irrespective of how they are entered.
Note that the installation creates a new Logon.aspx file in /owa/auth, and renames the original to Logon.aspx.sav. This original file will be restored in the event that you uninstall the PINsafe filter, so if you delete the file, you will need to find a copy of the original page, or else remove the PINsafe customisation manually.
